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Abstract. Service matchmaking among heterogeneous software agents in the Internet is usually done
dynamically and must be efficient. There is an obvious trade-off between the quality and efficiency of
matchmaking on the Internet. We define a language called Larks for agent advertisements and requests,
and present a flexible and efficient matchmaking process that uses Larks. The Larks matchmaking
process performs both syntactic and semantic matching, and in addition allows the specification of con-
cepts (local ontologies) via ITL, a concept language. The matching process uses five different filters:
context matching, profile comparison, similarity matching, signature matching and constraint matching.
Different degrees of partial matching can result from utilizing different combinations of these filters. We
briefly report on our implementation of Larks and the matchmaking process in Java. Fielded applica-
tions of matchmaking using Larks in several application domains for systems of information agents are
ongoing efforts.

Keywords: interoperability, multi-agent systems, matchmaking, capability description

1. Introduction

The amount of services and deployed software agents in the most famous offspring
of the Internet, the World Wide Web, is exponentially increasing. In addition, the
Internet is an open environment, where information sources, communication links
and agents themselves may appear and disappear unpredictably. Thus, an effective,
automated search and selection of relevant services or agents is essential for human
users and agents as well.
We distinguish three general agent categories in the Cyberspace, service providers,

service requester, and middle agents. Service providers provide some type of service,
such as finding information, or performing some particular domain specific problem
solving. Requester agents need provider agents to perform some service for them.
Agents that help locate others are called middle agents [6]. Matchmaking is the

∗This research has been sponsored in part by Office of Naval Research grant N-00014-96-16-1-1222,
and by DARPA grant F-30602-98-2-0138.
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process of finding an appropriate provider for a requester through a middle agent,
and has the following general form: (1) Provider agents advertise their capabilities
to middle agents, (2) middle agents store these advertisements, (3) a requester asks
some middle agent whether it knows of providers with desired capabilities, and (4)
the middle agent matches the request against the stored advertisements and returns
the result, a subset of the stored advertisements.
While this process at first glance seems very simple, it is complicated by the fact

that not only local information sources but even providers and requesters in the
Cyberspace are usually heterogeneous and incapable of understanding each other.
This gives rise to the need for a common language for describing the capabilities
and requests of software agents in a convenient way. Besides, one has to devise an
efficient mechanism to determine a structural and semantic match of descriptions
in that language. This means in particular using methods for reconciling potentially
semantic heterogeneous informations [23]. There is an obvious trade-off between
the quality and efficiency of matchmaking on the Internet.
In the following, we briefly present the agent capability description language,

Larks, and then discuss the matchmaking process using Larks. The paper con-
cludes with a brief comparison with related works. We have implemented Larks
and the associated powerful matchmaking process, and are currently incorporating
it within our RETSINA multi-agent infrastructure framework [44].

2. Matchmaking among heterogeneous agents

In the process of matchmaking (see Figure 1) three different kinds of collaborating
agents involved are:

1. Provider agents provide their capabilities, e.g., information search services, retail
electronic commerce for special products, etc., to their users and other agents.

  Information Brokering

Requester

Provider

Broker
Request-for-Service

Advertise/Unadvertise-Services

Reply-Result-of-Service

Request-for-Service

Requester

  Information Matchmaking

Provider

Matchmaker
Request-for-Service

Advertise/Unadvertise-ServicesRequest-for-Service

Reply-Provider-Agents-Names

Reply-Result-of-Service

Figure 1. Service brokering vs. matchmaking.
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2. Requester agents consume informations and services offered by provider agents
in the system. Requests for any provider agent capabilities have to be sent to a
matchmaker agent.

3. Matchmaker agents mediate among both, requesters and providers, for some
mutually beneficial cooperation. Each provider must first register himself with
a matchmaker. Provider agents advertise their capabilities (advertisements) by
sending some appropriate messages describing the kind of service they offer.
Every request a matchmaker receives will be matched with his actual set of
advertisements. If the match is successful the matchmaker returns a ranked set
of appropriate provider agents and the relevant advertisements to the requester.

In contrast to a broker agent, a matchmaker does not deal with the task of
contacting the relevant providers, transmitting the service request to the service
provider and communicating the results to the requester. This avoids data transmis-
sion bottlenecks, but it might increase the amount of interactions among agents.

2.1. Agent capability description language requirements

There is an obvious need to describe agent capabilities in a common language
before any advertisement, request or even matchmaking among the agents can take
place. In fact, the formal description of capabilities is one of the major problems
in the area of software engineering and AI. Some of the main desired features of
such a agent capability description language are the following.

• Expressiveness: The language is expressive enough to represent not only data and
knowledge, but also to describe the meaning of program code. Agent capabilities
are described at an abstract rather than implementation level.

• Inferences: Inferences on descriptions written in this language are supported. A
user can read any statement in the language, and software agents are able to
process, especially to compare any pair of statements automatically.

• Ease of Use: Every description should not only be easy to read and understand,
but also easy to write by the user. The language should support the use of domain
or common ontologies for specifying agents capabilities.

• Application in the Web: One of the main application domains for the language
is the specification of advertisements and requests of agents in the Web. The
language allows for automated exchange and processing of information among
these agents.

In addition, the matchmatching process on a given set of capability descriptions
and a request, both written in the chosen ACDL, should be efficient, accurate—not
only relying on keyword extraction and comparison—and fully automated.

3. The agent capability description language Larks

Representing capabilities is a difficult problem that has been one of the major
concerns in the areas of software engineering, AI, and more recently, in the area of
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Internet computing. There are many program description languages, like the Vienna
Development Method (VDM), VDM++ [29] or Z [35], to describe the program
functionality. These languages concern too detail-rich to be feasibly searched. Also,
reading and writing specifications in these languages require sophisticated training.
On the other hand, the interface definition languages, like WIDL [47], go to the
other extreme by omitting the functional descriptions of the services entirely. Only
the input and output signature information are provided.
In AI, knowledge description languages, like KL-ONE [3], or knowledge inter-

change formats such as KIF [22] are meant to describe the knowledge instead of
the actions of a service. The action representation formalisms like STRIPS are too
restrictive to represent complicated service. Some agent communication languages
like KQML [10] and FIPA ACL [11, 12] concentrate on specifying communication
performatives (message types) between agents but leave the content part of the
language unspecified.
In Internet computing, various description formats are being proposed, notably

the Web Interface Definition Language (WIDL) [47] and the Resource Description
Framework (RDF) [36]. Although the RDF also aims at the interoperablity between
Web applications, it is intended rather to be a basis for describing metadata. RDF
allows different vendors to describe the properties and relations between resources
on the Web. That enables other programs, like Searchbots, to automatically extract
relevant information, and to build a graph structure of the resources available on the
Web, without the need to give any specific information. However, the description
does not describe the functionalities of the services available in the Web.
Since no existing language satisfies our requirements, we propose an ACDL,

called Larks (Language for Advertisement and Request for Knowledge Sharing)
that enables advertising, requesting and matching agent capabilities.

3.1. Specification in Larks

A specification in Larks is a frame with the following slot structure.

Context Context of specification
Types Declaration of used variable types
Input Declaration of input variables
Output Declaration of output variables
InConstraints Constraints on input variables
OutConstraints Constraints on output variables
ConcDescriptions Ontological descriptions of used words
TextDescription Textual description of specification

The frame slot types have the following meaning.

• Context: The context of the specification in the local domain of the agent.
• Types: Optional definition of the data types used in the specification.
• Input and Output: Input/output variable declarations for the specification. In
addition to the usual type declarations, there may also be concept attachments
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to disambiguate types of the same name. The concepts themselves are defined in
the concept description slot ConcDescriptions.

• InConstraints and OutConstraints: Logical constraints on input/output
variables that appear in the input/output declaration part. The constraints are
described as Horn clauses.1

• ConcDesriptions: Optional description of the meaning of words used in the
specification. The description relies on concepts defined in a given local domain
ontology. Attachment of a concept C to a word w in any of the slots above is done
in the form: w*C. That means that the concept C is the ontological description
of the word w. The concept C is included in the slot ConcDescriptions.

• TextDescription: Optional text description of the meaning of the specification
as a request for or advertisement of agent capabilities. In addition, the meaning
of input and output declaration, type and context part of the specification may
be described by attaching textual comments.

In our current implementation we assume each local domain ontology to be
written in the concept language ITL (Information Terminological Language) [43].
Following section gives examples for how to attach concepts defined in this language
in a Larks specification, and also shows an example domain ontology in ITL. A
generic interface for using ontologies in Larks expressed in languages other than
ITL will be implemented in near future.
Every specification in Larks can be interpreted as an advertisement as well as

a request; this depends on the purpose for which an agent sends a specification to
some matchmaker agent(s). Every Larks specification must be wrapped up in an
appropriate KQML message by the sending agent indicating if the message content
is to be treated as a request or an advertisement.

3.2. Examples of specifications in Larks

The following two examples show how to describe in Larks the capability to sort
a given list of items, and return the sorted list. Example 3.1 is the specification of
the capability to sort a list of at most 100 integer numbers, whereas in Example 3.2
a more generic kind of sorting real numbers or strings is specified in Larks. Since
the ConcDescriptions slot is empty, i.e., there is no concept attachment in the
specification, the semantics of used words in it are assumed to be known to the
matchmaker. Examples of how to use concept attachments in a specification are
given in the next section.

Example 3.1 (Sorting integer numbers)

IntegerSort

Context Sort
Types
Input xs: ListOf Integer;
Output ys: ListOf Integer;

M Klusch, 2008 146/466



178 sycara et al.

InConstraints le(length(xs),100);
OutConstraints before(x,y,ys) < − ge(x,y);

in(x,ys) < − in(x,xs);
ConcDescriptions
TextDescription sort list of at most 100 integer numbers

Example 3.2 (Generic sort of real numbers or strings)

GenericSort

Context Sorting
Types
Input xs: ListOf Real � String;
Output ys: ListOf Real � String;
InConstraints
OutConstraints before(x,y,ys) < −ge(x,y);

before(x,y,ys) < −preceeds(x,y);
in(x,ys) < −in(x,xs);

ConcDescriptions
TextDescription sorting list of real numbers or strings

The next example is a specification of an agent’s capability to buy stocks from
particular companies, e.g., IBM, Apple or HP, at a stock market.

Example 3.3 (Selling stocks by a portfolio agent)

sellStock

Context Stock, StockMarket;
Types StockSymbols = �IBM, Apple, HP, SIEMENS, Daimler-Chrysler�,

Money = Real;
Input symbol: StockSymbols;

yourMoney: Money;
shares: Money;

Output yourStock: StockSymbols;
yourShares: Money;
yourChange: Money;

InConstraints yourMoney >= shares*currentPrice(symb);
OutConstraints yourChange = yourMoney− shares*currentPrice(symb);

yourShares = shares; yourStock = symbol;
ConcDescriptions
TextDescription buying stocks from IBM, Apple, HP, SIEMENS, or

Daimler-Chrysler at the stock market.

Given the name of the stock, the amount of money available for buying stocks
and the shares for one stock, the agent is able to order stocks at the stock market.
The constraints on the order are that the amount for buying stocks given by the
user covers the shares times the current price for one stock. After performing the
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order the agent will inform the user about the stock, the shares, and the gained
benefit.

3.3. Using domain knowledge in Larks

As mentioned before, Larks offers the option to use application domain knowledge
in any advertisement or request. This is done by using a local ontology for describing
the meaning of a word in a Larks specification. An example for such a domain
ontology is given in the next section.
Local ontologies can be formally defined using, for example, concept languages

such as ITL, BACK, LOOM, CLASSIC or KRIS, a full-fledged first order predicate
logic, such as the knowledge interchange format (KIF) [22], or even the unified
modeling language (UML) [13].
The main benefit of using domain knowledge in Larks specifications is twofold:

1. the user can specify in more detail what she/he is requesting or advertising, and
2. the matchmaker agent is able to make automated inferences on such kind of

additional, formally defined semantic descriptions while matching Larks speci-
fications, thereby improving the overall quality of matching.

As mentioned before, our current implementation of Larks assumes the domain
ontology to be written in the concept language ITL [43]. The research area on con-
cept languages (or description logics) in AI has its origins in the theoretical defi-
ciencies of semantic networks in the late 70’s. KL-ONE [3] was the first concept
language providing a well-founded semantics for a more natural language-based
description of knowledge. Since then different concept languages have been inten-
sively investigated; they are almost all decidable fragments of first-order predicate
logic. The following is a simple example for a request and an advertisement written
in Larks in the air combat mission domain.

Example 3.4 (A request and advertisement of agent capabilities). We applied the
matchmaking process using Larks in the application domain of air combat mis-
sions. As an example for specification consider the following request and adver-
tisement, ‘ReqAirMissions’ and ‘AWAC-AirMissions,’ respectively. The request is to
find an agent which is capable to give information on deployed air combat missions
launched in a given time interval. Some provider agent in this domain advertises his
capability to provide information about a special kind of (AWAC) air combat mis-
sions.

ReqAirMissions

Context Attack, Mission*AirMission
Types Date = (mm: Int, dd: Int, yy: Int),

DeployedMission =
ListOf(mType: String, mID:String�Int)

Input sd: Date, ed: Date
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Output missions: Mission
InConstraints sd <= ed.
OutConstraints deployed(mID), launchedAfter(mID,sd),

launchedBefore(mID,ed).
ConcDescriptions AirMission =

(and Mission (atleast 1 has-airplane)
(all has-airplane Airplane) (all has-MissionType
aset(AWAC,CAP,DCA,HVAA)))

TextDescription capable of providing information on
deployed air combat missions launched in a
given time interval

AWAC-AirMissions

Context Combat, Mission*AWAC-AirMission
Types Date = (mm: Int, dd: Int, yy: Int)

DeployedMission =
ListOf(mt: String, mid:String�Int,
mStart: Date, mEnd: Date)

Input start: Date, end: Date
Output missions: DeployedMission;
InConstraints start <= end.
OutConstraints deployed(mID), mt = AWAC,

launchedAfter(mid,mStart),
launchedBefore(mID,mEnd).

ConcDescriptions AWAC-AirMission =
(and AirMission (atleast 1 has-airplane)
(atmost 1 has-airplane) (all has-airplane
aset(E-2)))

TextDescription capable of providing information on
deployed AWAC air combat missions launched
in some given time interval

Suppose that a provider agent such as, for example, HotBot, Excite, or even a
meta-searchbot, like SavvySearch or MetaCrawler, advertises the capability to find
informations about any type of computers. The administrator of the agent may
specify that capability in Larks as follows.

Example 3.5 (Finding informations on computers)

FindComputerInfo

Context Computer*Computer;
Types InfoList = ListOf (model: Model*ComputerModel,

brand: Brand*Brand,
price: Price*Money, color: Color*Colors);
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Input brands: SetOf Brand*Brand;
areas: SetOf State;
processor: SetOf CPU*CPU;
priceLow*LowPrice: Integer;
priceHigh*HighPrice: Integer;

Output Info: InfoList;
InConstraints
OutConstraints sorted(Info).
ConcDescriptions Computer = (and Product (exists has-processor CPU)

(all has-memory Memory) (all is-model ComputerModel));
LowPrice = (and Price (ge 1800) (exists in-currency aset(USD)));
HighPrice = (and Price (le 50000) (exists in-currency aset(USD)));
ComputerModel =
aset(HP-Vectra,PowerPC-G3,Thinkpad770,Satellite315);
CPU = aset(Pentium,K6,PentiumII,G3,Merced)
[Product, Colors, Brand, Money]

Please note that provider and requester agents do not have to share the meaning
of any words used in Larks specifications. For example, suppose that the agents do
not share the meaning of the word ‘Computer’ listed as a keyword in the Context
slot of both, an advertisement and request, respectively. Without any concept attach-
ment the matchmaker agent matches both specifications to be in the same context
though they may refer to different domains of discourse.
Any knowledge on relations among concepts attached to a pair of words to

be compared when matching two specifications helps the matchmaker agent to
determine the semantic similarity between these words. All attached concepts in
a given specification are formally defined in a local domain ontology2 of provider
or requester agent.
When multiple domain ontologies exist the matchmaker agent has to cope with

the known ontological mismatch problem. If the agents share a common domain
ontology equal or different names of concepts possess the same or different seman-
tics, respectively. However, the more difficult case occurs when the agents do not
share the same domain ontology; this may occur, for example, when agent capabili-
ties were specified in the same application domain by different people. In this case,
equality of concept names does not necessarily mean the equality of their semantics
but has to be determined by the matchmaker agent using the concept definitions.3

For this purpose the matchmaker agent dynamically builds and maintains a par-
tially global terminology based on the received concept definitions. It is assumed
that the vocabulary of basic words used in the definition of concepts of this ter-
minology is dynamically shared by the providers and requesters. This provides a
minimal common basis for a well-founded canonical interpretation of any concept
in the ontology of the matchmaker.

3.3.1. Example for a domain ontology in the concept language ITL. Conceptual kno-
wledge about a given application domain, or even common-sense, may be defined
by a set of concepts and roles as terms in a given concept language. In the current
implementation of Larks we use the concept language ITL for this purpose. Each
term as a definition of some concept C is a conjunction of logical constraints which
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are necessary for any object to be an instance of C. The set of terminological
definitions forms a particular style of an ontology, the terminology. Any definition
of concepts in a terminology relies on

• a set of concepts and roles already defined in the terminology and/or
• a given basic vocabulary of words (primitive components) which are not defined in
the terminology, that is, their semantics are assumed to be known and consistently
used across boundaries.

The following terminology, is written in the concept language ITL and defines
concepts in the computer application domain. It may be used in Example 3.5 in the
former section.

Product = (and (all is-manufactured-by Brand) (atleast 1 is-manufactured-by)
(all has-price Price))

Computer = (and Product (exists has-processor CPU) (all has-memory Memory)
(all is-model ComputerModel))

Notebook = (and Computer (all has-price
(and (and (ge 1000) (le 2999)) (all in-currency aset(USD)))
(all has-weight (and kg (le 5)) (all is-manufactured-by Company))
(all is-model aset(Thinkpad380, Thinkpad770,Satellite315))))

Brand = (and Company (all is-located-in State))
State = (and (all part-of Country) aset(VA,PA,TX,OH,NY))
Company = aset(IBM,Toshiba,HP,Apple,DEC,Dell,Gateway)
Colors = aset(Blue,Green,Yellow,Red)
Money = (and Real (all in-currency aset(USD,DM,FF,Y,P)))
Price = Money
LowPrice = (and Price (le 1800) (exists in-currency aset(USD)))
HighPrice = (and Price (ge 5000) (exists in-currency aset(USD)))
ComputerModel = aset(HP-Vectra,PowerPC-G3,Thinkpad-380, Thinkpad-770,Satellite-315)
CPU = aset(Pentium,K6,PentiumII,G3,Merced)

Obviously, at some point the providers and requesters must share a certain basic
vocabulary to enable a meaningful comparison of used concepts. It is assumed that
the basic set of primitive words of the partially global terminology of the match-
maker is unique and shared with providers and requesters. The name of the used
local terminology or domain ontology is denoted in the KQML message which
wraps the LARKS specification.

3.3.2. Subsumption relationships among concepts. One of the main inferences on
ontologies written in concept languages is the computation of the subsumption rela-
tion among two concepts: A concept C subsumes another concept C ′ if the exten-
sion of C ′ is a subset of that of C. This means, that the logical constraints defined
in the term of the concept C ′ logically imply those of the more general concept C.
Any concept language is decidable if it is decidable for concept subsumption

between two concepts defined in that language. The concept language ITL, which we
use, is NP-complete decidable. We compromise expressiveness of the NP-complete
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decidable ITL for (polynomial) tractability in our subsumption algorithm, which is
correct but incomplete. For the mechanism of subsumption computation we refer
the reader to, for example, [24, 32, 41, 42].
The computation of subsumption relationships between all concepts in a ontology

yields a so-called concept hierarchy. Both the subsumption computation and the
concept hierarchy are used in the matchmaking process (see Section 4.1.2).
We assume that the subsumption relation between two concepts may be identified

with a real world semantic relation. Like in [39], we utilize an injective, domain-
independent mapping between primitive components that occur in the concept def-
initions on the basis of given synonym relations.4

The matchmaker computes the subsumption relations between the concepts
included in any advertisement he receives from registered provider agents. This
yields a (set of) subsumption hierarchies of available concepts from a variety of
local domain ontologies. An extension of the partial global ontology of the match-
maker with additional types of relations is presented in Section 4.1.4. Please note,
that this ontology is not necessarily the union of all local domain ontologies of
providers, and is dynamically built by the matchmaker while processing advertise-
ments from registered provider agents. Any user or agent, requester or provider,
may browse through the matchmaker’s ontology and use the included concepts for
describing the meaning of words in a specification of a request or advertisement in
Larks.5

4. The matchmaking process using Larks

As mentioned before, we differentiate between three different kinds of collaborating
information agents: provider, requester and matchmaker agents. Figure 2 shows an
overview of the matchmaking process using Larks.
The matchmaker agent processes a received request in the following main steps:

• Compare the request with all advertisements in the advertisement database.
• Determine the provider agents whose capabilities match best with the request.
Every pair of request and advertisement has to go through several different filters
during the matchmaking process.

• Inform the requesting agent by sending them the contact addresses and related
capability descriptions of the relevant provider agents.

For being able to perform a steady, just-in-time matchmaking process the infor-
mation model of the matchmaker agent is comprised of the following components.

1. Advertisement database (ADB). This database contains all advertisements written
in Larks the matchmaker receives from provider agents.

2. Partial global ontology. The ontology of the matchmaker consists of all ontological
descriptions of words in advertisements stored in the ADB. Such a description is
included in the slot ConcDescriptions and sent to the matchmaker with any
advertisement.
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Figure 2. Matchmaking using Larks: An overview.

3. Auxiliary database. The auxiliary data for the matchmaker comprises a database
for word pairs and word distances, basic type hierarchy, and internal data.

As mentioned before, the ontology of a matchmaker agent is not necessarily
equal to the union of local domain ontologies of all provider agents who are actually
registered at the matchmaker. This also holds for the advertisement database. Thus,
a matchmaker agent has only partial global knowledge on available information in
the overall multi-agent system; this partial knowledge might also be not up-to-date
concerning the actual time of processing incoming requests. This is due to the fact
that for efficiency reasons changes in the local ontology of a provider agent will
not be propagated immediately to all matchmaker agents he is registered at. In the
following we will describe the matchmaking process using Larks in more detail.

4.1. Filtering stages of the matchmaking process

Agent capability matching is the process of determining whether an advertisement
registered in the matchmaker matches a request. But when can we say two descrip-
tions match against each other? Does it mean that they have the same text? Or the
occurrence of words in one description sufficiently overlap with those of another
description? When both descriptions are totally different in text, is it still possi-
ble for them to match? Even if they match in a given sense, what can we then say
about the matched advertisements? Before we go into the details of the matchmak-
ing process, we should clarify the various types of matches of two specifications.
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4.1.1. Types of matching in LARKS

4.1.1.1. Exact match. Of course, the most accurate match is when both descrip-
tions are equivalent, either equal literally, or equal by renaming the variables, or
equal logically obtained by logical inference. This type of matching is the most
restrictive one.

4.1.1.2. Plug-in match. A less accurate but more useful match is the so-called
plug-in match. Roughly speaking, plug-in matching means that the agent whose
capability description matches a given request can be “plugged into the place” where
that request was raised. Any pair of request and advertisement can differ in the
signatures of their input/output declarations, the number of constraints, and the
constraints themselves. As we can see, exact match is a special case of plug-in
match, that is, wherever two descriptions are exact match, they are also plug-in
match.
A simple example of a plug-in match is that of the match between a request to

sort a list of integers and an advertisement of an agent that can sort both list of
integers and list of strings. This example is elaborated in Section 5. Another example
of plug-in match is between the request to find some computer information without
any constraint on the output and the advertisement of an agent that can provide
these informations and sorts the respective output.

4.1.1.3. Relaxed match. The least accurate but most useful match is the
so-called relaxed match. A relaxed match has a much weaker semantic interpre-
tation than a exact match and plug-in match. In fact, relaxed match will not tell
whether two descriptions semantically match or not. Instead it determines how
close the two descriptions are by returning just a numerical distance value. Two
descriptions match if the distance value is smaller than a preset threshold value.
Normally the plug-in match and the exact match will be a special case of the
relaxed match if the threshold value is not too small.
An example of a relaxed match is that of the request to find the place (or address)

where to buy a Compaq Pentium233 computer and the capability description of an
agent that may provide the price and contact phone number for that computer
dealer.
Different users in different situation may want to have different types of matches.

Although people usually may prefer to have plug-in matches, such a kind of match
does not exist in many cases. Thus, people may try to see the result of a relaxed
match first. If there is a sufficient number of relaxed matches returned a refined
search may be performed to locate plug-in matching advertisements. Even when
people are interested in a plug-in match for their requests only, the computational
costs for this type of matching might outweigh its benefits.

4.1.2. Different filters of matching in LARKS. For the matchmaking process we
adopt several different methods from the area of information retrieval, AI and
software engineering for computing syntactical and semantic similarity among
agent capability descriptions. These methods are particularly efficient in terms of
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performance as needed for dynamic matchmaking in the Internet. To summarize,
the matching process is designed with respect to the following criteria:

• The matching should not be based on keyword retrieval only. Instead, unlike the
usual free text search engines, the semantics of requests and advertisements
should be taken into consideration.

• The matching process should be automated. A vast amount of agents appear and
disappear in the Internet. It is nearly impossible for a user to manually search or
browse all agents capabilities.

• The matching process should be accurate. For example, if the matches returned by
the match engine are claimed to be exact match or plug-in match, those matches
should satisfy the definitions of exact matching and plug-in matching.

• The matching process should be efficient, that is, it should be fast.
• The matching process should be effective, that is, the set of matches should not be
too large. For the user, typing in a request and receiving hundreds of matches is
not necessarily very useful. Instead, we prefer a small set of highly rated matches
to a given request.

To fulfill the matching criteria listed above, the matching process is organized as
a series of five increasingly stringent filters on candidate agents:

1. Context matching
2. Profile comparison
3. Similarity matching
4. Signature matching
5. Constraint matching.

All filters are independent from each other; each of them narrows the set of
matching candidates with respect to a given filter criterion. The computational costs
of these filters are in increasing order. Users may select any combination of these
filters on demand. For example, when efficiency is the major concern, a user might
select only the context and profile filters (similar to most conventional SearchBots
in the Internet).
Context matching selects those advertisements in the ADB which can be com-

pared with the request in the same or similar context. This filter roughly prunes off
advertisements which are not relevant for a given request. The comparison of pro-
files, similarity and signature matching compare the request with any advertisement
selected by the context matching. The request and advertisement profile comparison
uses a weighted keyword representation for the specifications and a given term fre-
quency based similarity measure [38]. The last filter, constraint matching, focus on
the (input/output) constraints and declaration parts of the specifications. It checks
if the input/output constraints of any pair of request and advertisement logically
match (see Section 4.1.5).
Concerning the different types of matching there is the following relation to the

different filters used in our matchmaker. The first three filters are meant for relaxed
matching, and the signature and constraint matching filter are meant for plug-in
matching.
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4.1.3. Different matching modes of the matchmaker. Based on the given types and
filters of matching we did implement four different modes of matching for the
matchmaker:

1. Complete Matching Mode. In this mode all filters are considered for matching
requests and advertisements in Larks.

2. Relaxed Matching Mode. Only the context, profile and similarity filter are consid-
ered.

3. Profile Matching Mode. Only the context matching and comparison of profiles is
done.

4. Plug-In Matching Mode. In this mode, the matchmaker performs only the signa-
ture and constraint matching.

If the considered advertisement and request contain conceptual attachments, i.e.,
ontological descriptions of used words, then in most of the filters, except for the
comparison of profiles, we need a way to determine the semantic distance between
the defined concepts. For that we use the computation of subsumption relationships
and a weighted associative network.

4.1.4. Computation of semantic distances among concepts. We have presented the
notion of concept subsumption in Section 3.3.2. But the concept subsumption gives
only a generalization/specialization relation based on the definition of the concepts
via roles and attribute sets. In particular for matchmaking the identification of addi-
tional relations among concepts is very useful because it leads to a deeper seman-
tic understanding. Moreover, since the expressivity of the concept language ITL
is restrictive so that performance can be enhanced, we need some way to express
additional associations among concepts.
For this purpose we use a so-called weighted associative network, that is a

semantic network with directed edges between concepts as nodes. Any edge
denotes the kind of a binary relation among two concepts, and is labeled in addi-
tion with a numerical weight (interpreted as a fuzzy number). The weight indicates
the strength of belief in that relation, since its real world semantics may vary.6 We
assume that the semantic network consists of three kinds of binary, weighted rela-
tionships: (1) generalization, (2) specialization (as inverse of generalization), and
(3) positive association among concepts [7]. The positive association is the most
general relationship among concepts in the network indicating them as synonyms
in some context. Such a semantic network is called an associative network (AN).
In our implementation an AN is created by the matchmaker by using the com-

puted concept subsumption hierarchy and additional associations extracted from
the WordNet ontology [9]. We assume that the terminological subsumption relation
among two concepts in the partial global ontology of the matchmaker may be identi-
fied with a real world semantical relation among them. That means, all subsumption
relations are used for setting the generalization and specialization relations among
concepts in the corresponding AN. Positive association, generalization and special-
ization relations are transitive.
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Table 1. Kind of paths in an AN

g s p

g g p p
s p s p
p p p p

As mentioned above, every edge in the AN is labeled with a fuzzy weight. These
weights are set by the user or automatically by default. The distance between two
concepts in an AN is then computed as the strength of the shortest path among
them. For performance reasons the matchmaker does not deal with dynamically
resolving ambiguities due to potential genericity and polysemy in the AN (see, e.g.,
[8]). Combining the strength of each relation in a path is done by using the following
triangular norms for fuzzy set intersections [27]:

.1�/� 0	 = max�0� /+ 0− 1� n = −1

.2�/� 0	 = / · 0 n = 0

.3�/� 0	 = min�/� 0� n = �

Since we have three different kinds of relationships among two concepts in an
AN the kind and strength of a path among two arbitrary concepts in the network
is determined as shown in Tables 1 and 2. For a formal discussion of that issue we
refer to the work of [7, 8, 26].
For all 0 ≤ /� 0 ≤ 1 holds that .1�/� 0	 ≤ .2�/� 0	 ≤ .3�/� 0	. Each triangular

norm is monotonic, commutative and associative, and can be used as axiomatic
sceletons for fuzzy set intersection. We restrict ourselves to a pessimistic, neutral,
and optimistic t-norm .1� .2 and .3, respectively.
Since these triangular norms are not mutually associative the strength of a path

in an associative network depends on the direction of strength composition. This
asymmetry in turn might lead to unintuitive derived results: Consider, e.g., a path
consisting of just three relations among four concepts C1� C2� C3� C4 with C1 ⇒g� 0
6
C2 ⇒g� 0
8 C3 ⇒p� 0
9 C4. It holds that .2�.3�0
6� 0
8	� 0
9	 = 0
54, but the strength
of the same path in opposite direction is .2�.2�0
9� 0
8	� 0
6	 = 0
43. According to
Fankhauser and Neuhold [8] we can avoid this asymmetry by imposing a precedence
relation (3 > 2 > 1) for strength combination (see Table 3).
The computation of semantic distances among concepts is used in most of the

filters of the matching process. We will now describe each of the filters in detail.

Table 2. Strength of paths in an AN

g s p

g .3 .1 .2
s .1 .3 .2
p .2 .2 .2
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Table 3. Computational precedence for the strength
of a path

g s p

g 2 3 1
s 1 2 1
p 1 1 3

4.1.5. The filters of the matchmaking process

4.1.5.1. Context matching. Any matching of two specifications has to be in an
appropriate context. In Larks to deal with restricting the advertisement matching
space to those in the same domain as the request, each specification supplies a list
of keywords meant to describe the semantic domain of the service. When comparing
two specifications it is assumed that their context or domains are the same (or at
least sufficiently similar) as long as (1) the real-valued distances between the roots of
considered words do not exceed a given threshold, and (2) the distance between the
attached concepts of the pairs of most similar words does not exceed a threshold.
Word distance is computed using the trigger-pair model [37]. If two words are

significantly co-related, then they are considered trigger-pairs, and the value of the
co-relation is domain specific. In the current implementation we use the Wall Street
Journal corpus of one million word pairs to compute the word distance.
For example, both specifications ‘ReqAirMissions’ and ‘AWACS-AirMissions’ (see

Example 3.4) pass the context filter as to be in a sufficiently similar context. The
most similar word pairs are (Attack, Combat), (Mission, Mission), and the concept
AirMission subsumes the concept AWACS-AirMission.
To summarize, the context matching consists of two consecutive steps:

1. For every pair of words u� v given in the Context slots compute the real-valued
word distances dw�u� v	 ∈ 40� 15. Determine the most similar matches for any
word u by selecting words v with the minimum distance value dw�u� v	. These
distances must not exceed a given threshold.

2. For every pair of most similar matching words, check that the semantic distance
among the attached concepts does not exceed a given threshold.

4.1.5.2. Comparison of profiles. The comparison of two profiles relies on a stan-
dard technique from the Information Retrieval area, called term frequency-inverse
document frequency weighting (TF-IDF) (see [38]). According to that, any specifi-
cation in Larks is treated as a document.
Each word w in a document Req is weighted for that document in the following

way. The number of times w occurs throughout all documents is called the doc-
ument frequency df �w	 of w. The used collection of documents is not unlimited,
such as the advertisement database of the matchmaker.
Thus, for a given document d, the relevance of d based on a word w is pro-

portional to the number wf �w� d	 of times the word w occurs in d and inverse
proportional to df �w	. A weight h�w� d	 for a word in a document d out of a set D
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of documents denotes the significance of the classification of w for d, and is defined
as follows:

h�w� d	 = wf �w� d	 · log
( �D�
df �w	

)



The weighted keyword representation wkv�d�V 	 of a document d contains for
every word w in a given dictionary V the weight h�w� d	 as an element. Since most
dictionaries provide a huge vocabulary we cut down the dimension of the vector by
using a fixed set of appropriate keywords determined by heuristics and the set of
keywords in Larks itself.
The similarity dps�Req�Ad	 of a request Req and an advertisement Ad under

consideration is then calculated by:

dps�Req�Ad	 = Req ·Ad
�Req� · �Ad�

where Req ·Ad denotes the inner product of the weighted keyword vectors. If the
value dps�Req�Ad	 does exceed a given threshold 0 ∈ R both documents pass the
profile filter. For example, the profiles of both specifications in Example 3.4 are
similar with degree 0.65.
The matchmaker then checks if the declarations and constraints of both specifi-

cations for a request and advertisement are sufficiently similar. This is done by a
pairwise comparison of declarations and constraints in two steps:

1. Similarity matching and
2. Signature matching

4.1.5.3. Similarity matching. The profile filter has two limitations. It does not
consider the structure of the description. That means the filter, for example, is
not able to differentiate among input and output declarations of a specification.
Besides, profile comparison does not rely on the semantics of words themselves.
Thus the filter is not able to recognize that the word pair (Computer, Notebook),
for example, should have a closer distance than the pair (Computer, Book).
Computation of similarity relies on a combination of distance values as calculated

for pairs of input and output declarations, and input and output constraints. Each
of these distance values is computed in terms of the distance between concepts and
words that occur in their respective specification section. The values are computed
at the time of advertisement submittal and stored in the matchmaker database.
Let Ei�Ej be variable declarations or constraints, and S�E	 the set of words

in E. The similarity among two expressions Ei and Ej is determined by pairwise
computation of word distances as follows:

Sim�Ei� Ej	 = 1−
(( ∑

�u� v	∈S�Ei	×S�Ej 	
dw�u� v		

/
�S�Ei	× S�Ej	�

))
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The similarity value Sim�Sa� Sb	 among two specifications Sa and Sb in Larks is
computed as the average of the sum of similarity computations among all pairs of
declarations and constraints:

Sim�Sa� Sb	 =
∑

�Ei�Ej 	∈�D�Sa	×D�Sb		U�C�Sa	×C�Sb		
Sim�Ei� Ej	

/
��D�Sa	×D�Sb		U�C�Sa	× C�Sb		�

with D�S	 and C�S	 denoting the input/output declaration and input/output con-
straint part of a specification S in Larks, respectively. Both specifications in
Example 3.4 pass the similarity filter with a similarity value of 0.83.

4.1.5.4. Signature matching. The similarity filter takes into consideration the
semantics of individual words in the description. However, it does not take the
meaning of the logical constraints in a Larks specification into account. This is
done in our matchmaking process by the signature and constraint filters. The two
filters are designed to work together to look for a so-called semantic plug-in match
known in the software engineering area [16, 20, 50].
The signature filter first considers the declaration parts of the request and the

advertisement, and determines pairwise if their signatures of the (input or output)
variable types match following the type inference rules given below.

Definition 4.1 (Subtyping Inference Rules). Consider two types t1 and t2 as part of
an input or output variable declaration part (in the form Input v � t1; or Output
v � t2;) in a Larks specification.

1. Type t1 is a subtype of type t2 (denoted as t1 �st t2) if this can be deduced by
the following subtype inference rules.

2. Two types t1� t2 are equal (t1 =st t2) if t1 �st t2 and t2 �st t1 with
(a) t1 =st t2 if they are identical t1 = t2
(b) t1 � t2 =st t2 � t1 (commutative)
(c) �t1 � t2	 � t3 = t1 � �t2 � t3	 (associative)

Subtype Inference Rules:

(1) t1 �st t2 if t2 is a type variable

(2)
t1 =st t2
t1 �st t2

(3) t1� t2 are sets,
t1 ⊆ t2
t1 �st t2

(4) t1 �st t1 � t2
(5) t2 �st t1 � t2
(6)

t1 �st t2� s1 �st s2
�t1� s1	 �st �t2� s2	
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(7)
t1 �st t2� s1 �st s2
t1 � s1 �st t2 � s2

(8)
t1 �st t2

SetOf�t1	 �st SetOf�t2	

(9)
t1 �st t2

ListOf�t1	 �st ListOf�t2	

Matching of two signatures sig and sig′ is defined by a binary string-valued func-
tion fsm on signatures with

fsm�sig� sig′	 =


sub sig′ �st sig

Sub sig �st sig
′

eq sig =st sig
′

disj else

Having described both filters of the syntactical matching we now define the mean-
ing of syntactical matching of two specifications written in Larks.

Definition 4.2 (Syntactical matching of specifications in Larks). Consider two
specifications Sa and Sb in Larks with nk input declarations, mk output decla-
rations, and vk constraints nk�mk ∈ N� k ∈ �a� b�, two declarations Di, Dj , and
constraints Ci, Cj in these specifications, and V a given dictionary for the compu-
tation of weighted keyword vectors. Let 0� 9� : be real threshold values for profile
comparison and similarity matching.

• Declarations Di and Dj syntactically match if they are sufficiently similar:

Sim�Di�Dj	 ≥ 9 ∧ fsm�Di�Dj	 
= disj


• Constraints Ci and Cj syntactically match if they are sufficiently similar:

Sim�Ci� Cj	 ≥ 9


If both words in every pair �u� v	 ∈ S�Ei	 × S�Ej	 of most similar words are
associated with a concept C and C ′, respectively, then the distance among C and
C ′ in the so-called associative network of the matchmaker must not exceed a
given threshold value :.

The syntactical match of two declarations or constraints is denoted by a boolean
predicate Synt.

• The specifications Sa and Sb syntactically match if
1. their profiles match, that is, dps�Sa� Sb	 ≥ 0, and
2. for each declaration or constraint Ei, i ∈ �1� 
 
 
 na� in the declaration or con-

straint part of Sa there exists a most similar matching declaration or constraint
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Ej , j ∈ �1� 
 
 
 � nb� in the declaration or constraint part of Sb such that

Synt�Ei� Ej	 ∧ Sim�Ei� Ej	 = max�Sim�Ei� Ey	� y ∈ �1� 
 
 
 � nb��

(Analogous for each declaration or constraint in Sb.)
3. for each pair of declarations determined in (2.) the matching of their signatures

is of the same type, that is, for each �Di�Dj	 in (2.) it holds that the value
fsm�Di�Dj	 is the same, and

4. the similarity value Sim�Sa� Sb	 exceeds a given threshold.

4.1.5.5. Constraint matching. By using the syntactical filter many matches might
be found in a large agent society. Hence, it is important to use some kind of seman-
tic information (other than optionally attached concepts and the associative net-
work) to narrow the search, and to pin down more precise matches. This is done
by the constraint filter.
The most common and natural interpretation for a specification (even for a soft-

ware program) is using sets of pre- and post-conditions, denoted as PreS and PostS ,
respectively. In a simplified notation, any specification S can be represented by the
pair �PreS�PostS	.
A software component description D2 ‘semantically plug-in matches’ another

component description D1 if (1) their signatures match, (2) the set of input con-
straints of D1 logically implies that of D2, and (3) set of output constraints of
D2 logically implies that of D1. In our implmentation the logical implication
among constraints is computed using polynomial :-subsumption checking for Horn
clauses [31].

Definition 4.3 (Constraint-based semantic matching of two specifications). Con-
sider two specifications S�PreS�PostS	 and T �PreT �PostT 	.
The specification T semantically matches the specification S if

�PreS ⇒ PreT 	 ∧ �PostT ⇒ PostS	

That means, the set of pre-conditions of S logically implies that of T , and the set
of post-conditions of S is logically implied by that of T .

Plug-in matching of Larks specifications is valuable for selecting advertisements
which are not as constrained in the input parameters as the considered request, but
will return equal or greater number of more specific output parameters. For exam-
ple, the advertisement ‘AWAC-AirMission’ plugs into the request ‘ReqAirMissions’
in Example 3.4.
The problem in performing the semantical matching is that the logical implica-

tion is not decidable for first order predicate logic, and even not for an arbitrary
set of Horn clauses. To make the matching process tractable and feasible, we have
to decide on the expressiveness of the language used to represent the pre- and
post-conditions, and to choose a relation that is weaker than logical implication.
The :-subsumption relation [31] among two constraints C�C ′ (denoted as C �: C

′)
appears to be a suitable choice for semantical matching, because it is computation-
ally tractable and semantically sound.
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Plug-in Semantical Matching in LARKS

It is proven in the software engineering area that if the condition of semantical
matching in Definition 4.3 holds, and the signatures of both specifications match,
then T can be directly used in the place of S, that is, T plugs in S.

Definition 4.4 (Plug-in semantical matching of two specifications). Given two
specifications Spec1 and Spec2 in Larks then Spec2 plug-in matches Spec1 if

• The signatures of their variable declaration parts matches (Section 4.1.4.3).
• For every clause C1 in the set of input constraints of Spec1 there is a clause C2
in the set of input constraint of Spec2 such that C1 �: C2.

• For every clause C2 in the set of output constraints of Spec2 there is a clause C1
in the set of output constraints of Spec1 such that C2 �: C1.

where �: denotes the :-subsumption relation between constraints.

:-Subsumption between constraints. One suitable selection of the language and
the relation is the (definite program) clause and the so-called :-subsumption rela-
tion between clauses, respectively [31].7 In the following we will only consider Horn
clauses. A general form of Horn clause is a0 ∨ �¬a1	 ∨ · · · ∨ �¬an	, where each
ai� i ∈ �1� 
 
 
 � n� is an atom. This is equivalent to a0 ∨ ¬�a1 ∧ · · · ∧ an	, which in
turn is equivalent to �a1 ∧ · · · ∧ an	⇒ a0	.8 We adopt the standard notation for that
clause as a0 ← a1� 
 
 
 � an; in PROLOG the same clause is written as a0: a1� 
 
 
 � an.
Examples of definite program clauses are

• Date
year > 1995, sorted(computerInfo),
• before�x� y� ys	← ge�x� y	, and
• scheduleMeeting(group1, group2, interval, meetingDuration, meetTime) ← belongs×

(p1,group1), belongs(p2,group2), subset(meetTime, interval), length(meetTime) =
meetingDuration, available(p1,meetTime), available(p2,meetTime).

We say that a clause C :-subsumes another clause D (denoted as C �: D) if
there is a substitution : such that C: ⊆ D. C and D are :-equivalent if C �: D and
D preceq:C.
Examples of :-subsumption between clauses are

• P�a	← Q�a	 �: P�X	← Q�X	
• P�X	← Q�X	�R�X	 �: P�X	← Q�X	.

Since a single clause is not expressive enough, we need to use a set of clauses to
express the pre and post conditions (that is, the input and output constraints) of a
specification in Larks. A set of clauses is treated as a conjunction of those clauses.
Subsumption between two set of clauses is defined in terms of the subsumption

between single clauses. More specifically, let S and T be such sets of clauses. Then,
we define that S :-subsumes T if every clause in T is :-subsumed by a clause in S.
There is a complete algorithm to test the :-subsumption relation, which is in gen-

eral NP-complete but polynomial in certain cases. On the other hand, :-subsumption
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is a weaker relation than logical implication, that is, from C �: D we can only infer
that C logically implies D but not vice versa.9

5. Examples of matchmaking using Larks

Consider the specifications ‘IntegerSort’ and ‘GenericSort’ (see Examples 3.1 and
3.2) as a request of sorting integer numbers and an advertisement for some agent’s
capability of sorting real numbers and strings, respectively.

IntegerSort

Context Sort
Types
Input xs: ListOf Integer;
Output ys: ListOf Integer;
InConstraints le(length(xs),100);
OutConstraints before(x,y,ys) < − ge(x,y);

in(x,ys) < − in(x,xs);
ConcDescriptions
TextDescription sort of list of at most 100 integer numbers

GenericSort

Context Sorting
Types
Input xs: ListOf Real � String;
Output ys: ListOf Real � String;
InConstraints
OutConstraints before(x,y,ys) < − ge(x,y);

before(x,y,ys) < − preceeds(x,y);
in(x,ys) < − in(x,xs);

ConcDescriptions
TextDescription sorting a list of real numbers or strings

Assume that the requester and provider agent sends the request IntegerSort and
advertisment GenericSort to the matchmaker, respectively. Figure 3 describes the
overall matchmaking process for that request.

1. Context Matching. Both words in the Context declaration parts are sufficiently
similar. We have no referenced concepts to check for terminologically equity.
Thus, the matching process proceeds with the following two filtering stages.

2. Syntactical Matching.
(a) Comparison of Profiles. According to the result of TF-IDF method both spec-

ifications are sufficiently similar:
(b) Signature Matching. Consider the signatures t1 = (ListOf Integer) and

t2 = (ListOf Real�String). Following the subtype inference rules 9., 4.,
and 1. it holds that t1 �st t2, but not vice versa, thus fsm�D11�D21	 = sub.
Analogous for fsm�D12�D22	 = sub.
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AuxiliaryDB
(WordDistance,

 Type Hierarchy)

ConceptDB 
(Ontology)

 Context 
Matching

Syntactical 
 Matching

Semantical
 Matching

AdvertisementDB

Matchmaker Agent

Ranked Set of Agents
with capability to sort

  integer numbers

GenericSort

Requester Agent

IntegerSort

“Find agent that
can sort integer
numbers”

Figure 3. An example of matchmaking using Larks.

(c) Similarity Matching. Using the current auxiliary database for word distance
values similarity matching of constraints yields:

le(length(xs),100) null = 1.0
before(x,y,ys) < −ge(x,y) in(x,ys) < −in(x,xs) = 0.5729
in(x,ys) < −in(x,xs) before(x,y,ys) < −preceeds(x,y)) = 0.4375
before(x,y,ys)< −ge(x,y)) before(x,y,ys) < −preceeds(x,y)) = 0.28125

The similarity of both specifications is computed as:

Sim�IntegerSort�GenericSort	 = 0
64


3. Constraint Matching. The advertisement GenericSort also plug-in matches
with the request IntegerSort, because the set of input constraints of
IntegerSort is :-subsumed by that of GenericSort, and the output con-
straints of GenericSort are :-subsumed by that of IntegerSort. Thus
GenericSort plugs into IntegerSort. Please note that this does not hold
vice versa.

6. Implementation

We did implement the language Larks and the matchmaking process using Larks
in Java. Figure 4 shows the user interface of the matchmaker agent.
To help visualize the matchmaking process, we devised a user interface that traces

the path of the advertisement result set for a request through the matchmaker’s fil-
ters. The filters can be configured by selecting the checkboxes beneath the desired
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Figure 4. The user interface of the matchmaker agent.

filters—disabled filters are darkened and bypassed. As the result set passes from one
filter to the next, the filter’s outline highlights, the number above the filter incre-
ments as it considers an advertisement, and the number above its output arrow
increments as advertisements successfully pass through the filter. Pushing the but-
tons above each inter-filter arrow reveals the result advertisement set for the pre-
ceding filter.

7. Related work

For dealing with semantic heterogeneity among distributed, autonomous informa-
tion sources there exist solutions in the multidatabase and information systems area
for years. Many of them are based on a database-style modeling of data, global
schema, and use of meta-information such as provided by a common ontology or
different domain ontologies for a content-based source selection [2, 14, 15, 39].
Others focus on information retrieval (IR) techniques for best-match queries, and
relevance assessment. Alternative solutions towards an adaptive process for reveal-
ing semantic interdependencies among heterogeneous data objects is proposed, for
example, by SCOPES [34].
However, the main problem of dynamic matchmaking in the Internet is to deal

with the trade-off between performance and quality of matching. Complex reasoning
has to be restricted to allow meaningful semantic matches of requests and advertise-
ments in a reasonable time. Unlike other approaches to matchmaking or brokering
in multi-agent systems [2, 28, 33], the presented matchmaking process using Larks
offers a flexible approach to satisfy both requirements. It does not deal with a global
integration of heterogeneous source descriptions in terms of database schemas, but
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with comparing descriptions of functional capabilities such as constrained actions to
provide services. For this purpose it combines techniques from IR, software engi-
neering and description logics area in an appropriate way to perform such filtering
efficiently. The matchmaker agent does not need to perform any complex query
activities such as, for example, by broker agents in InfoSleuth [33] or the mediator
agent in SIMS [2]. In addition, we have developed protocols for efficient, distributed
matchmaking among multiple matchmaker agents [19]. We now discuss some of the
related works in a more detail.

7.1. Work related to matchmaking and mediation

The earliest matchmaker we are aware of is the ABSI facilitator, which is based
on the KQML specification and uses the KIF as the content language. The KIF
expression is basically treated like the Horn clauses. The matching between the
advertisement and request expressed in KIF is the simple unification with the
equality predicate. Matchmaking using Larks performs better than ABSI in both,
the language and the matching process. The plug-in matching in Larks uses the
:-subsumption test, which select more matches that are also semantically matches.
The SHADE and COINS [28] are matchmakers based on KQML. The content

language of COINS allows for the free text and its matching algorithm utilizes the
tf-idf. The contect language of SHADE matchmaker consists of two parts, one is
a subset of KIF, another is a structured logic representation called MAX. MAX
uses logic frames to declaratively store the knowledge. SHADE uses a frame like
representation and the matcher uses the prolog like unifier.
A more recent service broker-based information system is InfoSleuth [18, 33].

The content language supported by InfoSleuth is KIF and the deductive database
language LDL++, which has a semantics similar to Prolog. The constraints for both
the user request and the resource data are specified in terms of some given cen-
tral ontology. It is the use of this common vocabulary that enables the dynamic
matching of requests to the available resources. The advertisements specify agents’
capabilities in terms of one or more ontologies. The constraint matching is an inter-
section function between the user query and the data resource constraints. If the
conjunction of all the user constraints with all the resource constraints is satisfiable,
then the resource contains data which are relevant to the user request.
Another related research area is that on mediators among heterogenous infor-

mation systems [1, 45]. Each local information system is wrapped by a so-called
wrapper agent and their capabilities are described in two levels. One is what they
can provide, usually described in the local data model and local database schema.
Another is what kind of queries they can answer; usually it is a subset of the SQL
language. The set of queries a service can accept is described using a grammar-like
notation. The matching between the query and the service is simple: it just decides
whether the query can be generated by this grammar. This area emphasizes the
planning of database queries according to heterogeneous information systems not
providing complete SQL sevices. Those systems are not supposed to be searched
for among a vast number of resources on the Internet. The description of capabil-
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ities and matching are not only studied in the agent community, but also in other
related areas.

7.2. Work related to capability description

The problem of capability and service descriptions can be tackled at least from the
following different approaches:

1. Software specification techniques. Agents are computer programs that have some
specific characteristics. There are numerous work for software specifications in
formal methods, like model-oriented VDM and Z [35], or algebraic-oriented
Larch. Although these languages are good at describing computer programs in
a precise way, the specification usually contains too much details to be of inter-
ests to other agents. Besides, those existing languages are so complex that the
semantic comparison between the specifications is impossible. The reading and
writing of these specifications also require substantial training.

2. Action representation formalisms. Agent capability can be seen as the actions that
the agents perform. There are a number of action representation formalisms
in AI planning like the classical one the STRIPS. The action representation
formalism are inadequate in our task in that they are propositional and not
involving data types.

3. Concept languages for knowledge representation. There are various terminological
knowledge representation languages. However, ontology itself does not describe
capabilities. On the other hand, it provides auxiliary concepts to assist the spec-
ification of the capabilities of agents.

4. Database query capability description. The database query capability description
technique is developed as an attempt to describe the information sources on
the Internet, such that an automated integration of information is possible. In
this approach the information source is modeled as a database with restricted
quering capabilities.

7.3. Work related to service retrieval

There are three broad approaches to service retrieval. One is the information
retrieval techniques to search for relevant information based on text, another is
the software component retrieval techniques [16, 20, 50] to search for software
components based on software specifications. The third one is to search for Web
resources that are typically described as database models [30, 45].
In the software component search techniques, Zaremski and Wing [50] defined

several notions of matches, including the exact match and the plug-in match,
and formally proved the relationship between those matches. Goguen et al. [16]
propsed to use a sequence of filters to search for software components, in order to
increase the efficiency of the search process. Jeng and Cheng [20] computed the dis-
tance between similar specifications. All of these works are based on the algebraic
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specification of computer programs. No concept description and concept hierarchy
are considered in their work.
In Web resource search techniques, Li and Danzig [30] proposed a method to look

for better search engines that may provide more relevant data for the user concerns,
and rank those search engines according to their relevance to user’s query. They
propose the directory of services to record descriptions of each information server,
called a server description. A user sends his query to the directory of services, which
determines and ranks the servers relevant to the user’s request. Both the query and
the server are described using boolean expression. The search method is based on
the similarity measure between the two boolean expressions.

8. Conclusion

The Internet is an open system where heterogeneous agents can appear and dis-
appear dynamically. As the number of agents on the Internet increases, there is a
need to define middle agents to help agents locate others that provide requested
services. In prior research, we have identified a variety of middle agent types, their
protocols and their performance characteristics. Matchmaking is the process that
brings requester and service provider agents together. A provider agent advertises
its know-how, or capability to a middle agent that stores the advertisements. An
agent that desires a particular service sends a middle agent a service request that
is subsequently matched with the middle agent’s stored advertisements. The middle
agent communicates the results to the requester (the way this happens depends on
the type of middle agent involved). We have also defined protocols that allow more
than one middle agent to maintain consistency of their advertisement databases.
Since matchmaking is usually done dynamically and over large networks, it must be
efficient. There is an obvious trade-off between the quality and efficiency of service
matching in the Internet.
We have defined and implemented a language, called Larks, for agent adver-

tisement and request and a matchmaking process using Larks. Larks judiciously
balances language expressivity and efficiency in matching. Larks performs both
syntactic and semantic matching, and in addition allows the specification of con-
cepts (local ontologies) via ITL, a concept language.
The matching process uses five filters, namely context matching, comparison of

profiles, similarity matching, signature matching and semantic matching. Different
degrees of partial matching can result from utilizing different combinations of these
filters. Selection of filters to apply is under the control of the user (or the requester
agent).
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Notes

1. In the future, we plan to allow for using ISO/IEC 13211-1 standard compliant Prolog programs to
describe constraints and functional capabilities.

2. For syntax and set-theoretical semantics of used concept language ITL we refer to [43].
3. For methods of determining subsumption or equality of concepts defined in an ontology using a

concept language such as ITL we refer to Section 3.3.2.
4. For a further discussion on possible loss of semantics due to mapping among multiple different

ontologies we refer to for example [40].
5. This is similar to the common use of domain namespaces in XML [49] for semantically tagging Web

page contents.
6. The relationships are fuzzy, and one cannot possibly associate all concepts with each other.
7. A clause is a finite set of literals, which is treated as the universally quantified disjunction of those

literals. A literal may be positive or negative. A positive literal is an atom, a negative literal is the
negation of an atom. A definite program clause is a clause with one positive literal and zero or more
negative literals. A definite goal is a clause without positive literals. A Horn clause is either a definite
program clause or a definite goal.

8. The literal a0 is called the head of the clause, and �a1 ∧ · · · ∧ an	 is called the body of the clause.
9. Please also note that the :-subsumption relation is similar to the query containment in database.

When advertisements are database queries, specification matching is reduced to the problem of
query containment testing.
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ABSTRACT
We present an approach to hybrid semantic Web service
matching that complements logic based reasoning with ap-
proximate matching based on syntactic IR based similarity
computations. The hybrid matchmaker, called OWLS-MX,
applies this approach to services and requests specified in
OWL-S. Experimental results of measuring performance and
scalability of different variants of OWLS-MX show that un-
der certain constraints logic based only approaches to OWL-
S service I/O matching can be significantly outperformed by
hybrid ones.

Categories and Subject Descriptors
H.3.3 [Information Search and Retrieval]: Retrieval
models; H.4 [Information Systems Applications]: Mis-
cellaneous

Keywords
OWL-S, matchmaking, information retrieval

1. INTRODUCTION
Key to the success of effectively retrieving relevant ser-

vices in the future semantic Web is how well intelligent ser-
vice agents may perform semantic matching in a way that
goes far beyond of what standard service discovery proto-
cols such as UPnP, Jini, or Salutation-Lite can deliver. Cen-
tral to the majority of contemporary approaches to semantic
Web service matching is that the formal semantics of services
specified, for example, in OWL-S or WSMO are explicitly
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defined in some decidable description logic based ontology
language such as OWL-DL [8] or F-Logic, respectively. This
way, standard means of description logic reasoning can be
exploited to automatically determine services that semanti-
cally match with a given service request based on the kind
of terminological concept subsumption relations computed
in the corresponding ontology. Prominent examples of such
logic-based only approaches to semantic service discovery
are provided by the OWLS-UDDI matchmaker [16], RACER
[11], MAMA [5], and the WSMO service discovery approach
[20].

These approaches do not exploit semantics that are im-
plicit, for example, in patterns or relative frequencies of
terms in service descriptions as computed by techniques
from data mining, linguistics, or content-based information
retrieval (IR). The objective of hybrid semantic Web ser-
vice matching is to improve semantic service retrieval per-
formance by appropriately exploiting means of both crisp
logic based and approximate semantic matching where each
of them alone would fail.

Consider, for example, a pair of real world concepts that
are semantically synonymous or very closely related, but
differing in their terminological definitions which are part of
the underlying ontology. In particular, the crisp conjunc-
tive logical concept expressions are differing with respect to
a few pairs of unmatched logical constraints only. In this
case, both concepts would be logically classified as disjoint
siblings in a concept subsumption hierarchy such that any
description logic reasoner would fail to detect the original
real world semantic relationship. As a consequence, if the
semantic comparison of both concepts is essential to dis-
cover services that are relevant to a given request, any logic
based only matching approach would necessarily fail. The
underpinning general problem is that standard logical spec-
ification of real world concept semantics is known to be in-
adequate. One operational way to cope with this problem
would be to tolerate logical matching failures up to a speci-
fied extent by complementary approximate matching based
on syntactic concept similarity computations. Of course, we
acknowledge that the adaptation to the latter eventually is
on the user’s end.

In this paper, we present the first hybrid OWL-S ser-
vice matchmaker called OWLS-MX, that exploits means of
both crisp logic based and IR based approximate matching.
Our experimental evaluation shows that under certain con-
straints this way of matching can indeed outperform logic
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based only approaches.
The remainder of the paper is structured as follows. After

brief background information on OWL-S in section 2, we
present the hybrid matching filters, the generic algorithm of
OWLS-MX together with its variants, and a simple example
in section 3. Some details on the implementation of OWLS-
MX version 1.1 are given in sections 4. The experimental
results of measuring performance and scalability of OWLS-
MX are presented in section 5, before we briefly comment
on related work in section 6, and conclude in section 7.

2. OWL-S SERVICES
In the following, we briefly introduce the essentials of the

semantic Web service description language OWL-S that are
needed to understand the concepts of hybrid service match-
ing. For more details, we refer the reader to, for example,
[13].

Figure 1: Parametric structure of OWL-S service
profiles

OWL-S is an OWL-based Web service ontology, which
supplies a core set of markup language constructs for de-
scribing the properties and capabilities of Web services in
unambiguous, computer-intepretable form. The overall on-
tology consists of three main components: the service profile
for advertising and discovering services; the process model,
which gives a detailed description of a service’s operation;
and the grounding, which provides details on how to inter-
operate with a service, via messages. Specifically, it specifies
the signature, that is the inputs required by the service and
the outputs generated; furthermore, since a service may re-
quire external conditions to be satisfied, and it has the effect
of changing such conditions, the profile describes the precon-
ditions required by the service and the expected effects that
result from the execution of the service.

To the best of our knowledge, the majority of current
OWL-S matchmakers performs service I/O based profile match-
ing that exploits defined semantics of concepts as values of
service parameters hasInput and hasOutput (cf. figure 1).
Exceptions include service process based approaches like in
[3]. There exists no implemented matchmaker that performs
an integrated service IOPE matching by means of additional
reasoning on logically defined preconditions and effects. Re-
lated work on logic based semantic web rule languages such
as SWRL and RuleML is ongoing.

3. HYBRID SERVICE MATCHING
Hybrid semantic service matching performed by the match-

maker OWLS-MX exploits both logic-based reasoning and
content-based information retrieval techniques for OWL-S
service profile I/O matching. In the following, we define the
hybrid semantic filters of OWLS-MX, the generic OWLS-
MX algorithm, and its five variants according to the used
IR similarity metrics.

3.1 Matching filters of OWLS-MX
OWLS-MX computes the degree of semantic matching for

a given pair of service advertisement and request by succes-
sively applying five different filters exact, plug in, sub-

sumes, subsumed-by and nearest-neighbor. The first
three are logic based only whereas the last two are hybrid
due to the required additional computation of syntactic sim-
ilarity values.

Let T be the terminology of the OWLS-MX matchmaker
ontology specified in OWL-Lite (SHIF(D)) or OWL-DL
(SHOIN(D)); CTT the concept subsumption hierarchy of T ;
LSC(C) the set of least specific concepts (direct children)
C′ of C, i.e. C′ is immediate sub-concept of C in CTT ;
LGC(C) the set of least generic concepts (direct parents)
C′ of C, i.e., C′ is immediate super-concept of C in CTT ;
SimIR(A,B) ∈ [0, 1] the numeric degree of syntactic similar-
ity between strings A and B according to chosen IR metric
IR with used term weighting scheme and document collec-
tion, and α ∈ [0, 1] given syntactic similarity threshold;

.
=

and ≥̇ denote terminological concept equivalence and sub-
sumption, respectively.

Exact match. Service S exactly matches request R ⇔ ∀
inS ∃ inR: inS

.
= inR ∧ ∀ outR ∃ outS : outR

.
=

outS . The service I/O signature perfectly matches
with the request with respect to logic-based equiva-
lence of their formal semantics.

Plug-in match. Service S plugs into request R ⇔∀ inS ∃
inR: inS ≥̇ inR ∧ ∀ outR ∃ outS : outS ∈ LSC(outR).
Relaxing the exact matching constraint, service S may
require less input than it has been specified in the re-
quest R. This guarantees at a minimum that S will
be executable with the provided input iff the involved
OWL input concepts can be equivalently mapped to
WSDL input messages and corresponding service sig-
nature data types. We assume this as a necessary con-
straint of each of the subsequent filters.

In addition, S is expected to return more specific out-
put data whose logically defined semantics is exactly
the same or very close to what has been requested by
the user. This kind of match is borrowed from the soft-
ware engineering domain, where software components
are considered to plug-in match with each other as de-
fined above but not restricting the output concepts to
be direct children of those of the query.

Subsumes match. Request R subsumes service S ⇔∀ inS

∃ inR: inS ≥̇ inR ∧ ∀ outR ∃ outS : outR ≥̇ outS .
This filter is weaker than the plug-in filter with re-
spect to the extent the returned output is more spe-
cific than requested by the user, since it relaxes the
constraint of immediate output concept subsumption.
As a consequence, the returned set of relevant services
is extended in principle.
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Subsumed-by match. Request R is subsumed by service
S ⇔ ∀ inS ∃ inR: inS ≥̇ inR ∧ ∀ outR ∃ outS : (outS.
= outR ∨ outS ∈ LGC(outR)) ∧ SimIR(S, R) ≥ α.
This filter selects services whose output data is more
general than requested, hence, in this sense, subsumes
the request. We focus on direct parent output con-
cepts to avoid selecting services returning data which
we think may be too general. Of course, it depends
on the individual perspective taken by the user, the
application domain, and the granularity of the under-
lying ontology at hand, whether a relaxation of this
constraint is appropriate, or not.

Logic-based fail. Service S fails to match with request R
according to the above logic-based semantic filter cri-
teria.

Nearest-neighbor match. Service S is nearest neigh-

bor of request R ⇔ ∀ inS ∃ inR: inS ≥̇ inR ∧ ∀ outR

∃ outS : outR ≥̇ outS ∨ SimIR(S, R) ≥ α.

Fail. Service S does not match with request R according to
any of the above filters.

The OWLS-MX matching filters are sorted according to
the size of results they would return, in other words accord-
ing to how relaxed the semantic matching. In this respect,
we assume that service output data that are more general
than requested relaxes a semantic match with a given query.
As a consequence, we obtain the following total order of
matching filters

Exact < Plug-In < Subsumes < Subsumed-By <
Logic-based Fail < Nearest-neighbor < Fail.

3.2 Generic OWLS-MX matching algorithm
The OWLS-MX matchmaker takes any OWL-S service as

a query, and returns an ordered set of relevant services that
match the query each of which annotated with its individ-
ual degree of matching, and syntactic similarity value. The
user can specify the desired degree, and syntactic similarity
threshold. OWLS-MX then first classifies the service query
I/O concepts into its local service I/O concept ontology. For
this purpose, it is assumed that the type of computed ter-
minological subsumption relation determines the degree of
semantic relation between pairs of input and concepts.

Auxiliary information on whether an individual concept is
used as an input or output concept by any registered service
is attached to this concept in the ontology. The respective
lists of service identifiers are used by the matchmaker to
compute the set of relevant services that I/O match the
given query according to its five filters.

In particular, OWLS-MX does not only pairwisely deter-
mine the degree of logical match but syntactic similarity
between the conjunctive I/O concept expressions in OWL-
Lite. These expressions are built by recursively unfolding
each query and service input (output) concept in the local
matchmaker ontology. As a result, the unfolded concept
expressions are including primitive components of a basic
shared vocabulary only. Any failure of logical concept sub-
sumption produced by the integrated description logic rea-
soner of OWLS-MX will be tolerated, if and only if the de-
gree of syntactic similarity between the respective unfolded
service and request concept expressions exceeds a given sim-
ilarity threshold.

The pseudo-code of the generic OWLS-MX matching pro-
cess is given below (cf. algorithms 1 - 3). Let inputsS = {
inS,i|0 ≤ i ≤ s}, inputsR = { inR,j |0 ≤ j ≤ n}, outputsS

= { outS,k|0 ≤ k ≤ r}, outputsR = { outR,t|0 ≤ t ≤ m},
set of input and output concepts used in the profile I/O
parameters hasInput and hasOutput of registered service
S in the set Advertisements, and the service request R,
respectively. Attached to each concept in the matchmaker
ontology are auxiliary data that informs about which regis-
tered service is using this concept as an input and/or output
concept.

Algorithm 1 Match: Find advertised services S that best
hybridly match with a given request R; returns set of
(S, degreeOfMatch, SIMIR(R, S)) with maximum degree
of match (dom) unequal FAIL (uses algs. 2 and 3 to com-
pute dom), and syntactic similarity value exceeding a given
threshold α.
1: function match(Request R, α)
2: local result, degreeOfMatch, hybridF ilters = {

subsumed-by, nearest neighbour}
3: for all (S, dom) ∈ candidatesinputset(inputsR) ∧

(S, dom′) ∈ candidatesoutputset(outputsR) do
4: degreeOfMatch ← min(dom, dom′)
5: if degreeOfMatch ≥ minDegree ∧ (

degreeOfMatch /∈ hybridF ilters ∨
simIR(R,S) ≥ α) then

6: result := result ∪ { (S, degreeOfMatch,
simIR(R,S) ) }

7: end if
8: end for
9: return result

10: end function

In the following section, we present five variants of this
generic OWLS-MX matchmaking scheme.

3.3 OWLS-MX variants
We implemented different variants of the generic OWLS-

MX algorithm, called OWLS-M1 to OWLS-M4, each of which
uses the same logic-based semantic filters but different IR
similarity metric SIMIR(R,S) for content-based service I/O
matching. The variant OWLS-MO performs logic based
only semantic service I/O matching.

OWLS-M0. The logic-based semantic filters Exact, Plug-

in, and Subsumes are applied as defined in section
3.1, whereas the hybrid filter Subsumed-By is utilized
without checking the syntactic similarity constraint.

OWLS-M1 to OWLS-M4. The hybrid semantic match-
maker variants OWLS-M1, OWLS-M3, and OWLS-
M4 compute the syntactic similarity value SimIR (outS ,
outR) by use of the loss-of-information measure, ex-
tended Jacquard similarity coefficient, the cosine sim-
ilarity value, and the Jensen-Shannon information di-
vergence based similarity value, respectively.

Based on the experimental results of measuring the per-
formance of similarity metrics for text information retrieval
provided by Cohen and his colleagues [4], we selected the top
performing ones to build the OWLS-MX variants. These
symmetric token-based string similarity measures are de-
fined as follows.
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Algorithm 2 Find services which input matches with that
of the request; returns set of (S, dom) with minimum degree
of match dom unequal FAIL.

1: function candidatesinputset(inputsR)
2: local H , dom, r
3: � If a service input matches with multiple request

inputs the best degree is returned
4: H := { (S, inS,i, dom) ∈ S

j=1..n

candidatesinput(inRj ) | dom = argmaxl{
(S, inS,i, doml) |1 ≤ l ≤ n, 1 ≤ i ≤ s} }

5: � If all inputs of service S are matched by those of
the request, S can be executed, and the minimum
degree of its potential match is returned

6: for all S ∈ Advertisement do
7: if { (S, inS1 , dom1), · · · , (S, inSs , doms) } ⊆ H

then
8: r := r ∪ { (S, min(dom1, · · · , doms)) }
9: end if

10: end for
11: � Services with no input can always be exe-

cuted and are preliminary exact-match can-
didates: servNoIn() = { (S, exact) | S ∈
Advertisements ∧ inputsS = ∅ }

12: � Remaining, unmatched services are at least
nearest neighbour-match candidates: rem-

Serv() = { (S, nearest neighbour) | S ∈
Advertisements ∧ 〈S, degreeOfMatch′〉 /∈ r }

13: return r := r ∪ servNoIn() ∪ remServ()
14: end function
15:
16: function candidatesinput(inR,j) �

Classify request input concept into ontology, and use
the auxiliary concept data to collect services that at
least plug-in match with respect to its input.

17: local r
18: r := r∪ { (S, inS, exact) | S ∈ Advertisements,

inS ∈ inputsS, inS
.
= inR,j , }

19: r := r∪ { (S, inS, plug-in ) | S ∈ Advertisements,
inS ∈ inputsS, inS ≥̇ inR,j , }

20: return r
21: end function

Algorithm 3 Find services which output matches with that
of the request; returns set of (S, dom) with minimum degree
of match unequal FAIL.

1: function candidatesoutputset(outputsR)
2: local r, dom
3: if outputsR = ∅ then
4: return { (S, exact) | S ∈ Advertisements }
5: end if
6: for all S ∈ Advertisements do
7: if (S, domt) ∈ candidatesoutput(outR,t) ∧

domt ≥ subsumes for t = 1..m then
8: r := r ∪ { (S, min{dom1, · · · , domm})}
9: else if (S, domt) ∈ candidatesoutput(outR,t)

∧ domt ∈ { exact, subsumes } for t = 1..m
then

10: r := r ∪ { (S, subsumed-by }
11: end if
12: end for
13: � Any remaining, unmatched service is a potential

nearest neighbour-match: remServ() = { (S,
nearest neighbour) | S ∈ Advertisements ∧
S /∈ r }

14: return r := r ∪ remServ()
15: end function
16:
17: function candidatesoutput(outR,t) � Classify request

output concept into ontology, and use the auxiliary
concept data to collect services with output concepts
that match with outR,t.

18: local r
19: r := r ∪ { (S, exact) | outS

.
= outR,t }

20: r := r ∪ { (S, plug-in) | outS ∈ LSC(outR,t) ∧ S
/∈ r }

21: r := r ∪ { (S, subsumes) | outS ≤̇ outR,t ∧ S /∈ r
}

22: r := r ∪ { (S, subsumed-by) | outS ∈ LGC(outR,t)
}

23: return r
24: end function
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• The cosine similarity metric

SimCos(S, R) =
�R · �S

||�R||22 · ||�S||22
(1)

with standard TFIDF term weighting scheme, and the
unfolded concept expressions of request R and ser-
vice S are represented as n-dimensional weighted index
term vectors �R and �S respectively. �R·�S =

Pn
i=1 wi,R×

wi,S , ||X||2 =
qPn

i w2
i,X , and wi,X denotes the weight

of the i-th index term in vector X.

• The extended Jacquard similarity metric SimEJ(S, R) =

�R · �S

||�R||22 + ||�S||22 − �R · �S
(2)

with standard TFIDF term weighting scheme.

• The intensional loss of information based similarity
metric SimLOI(S, R) =

1 − LOIIN (R,S) + LOIOUT (R, S)

2
(3)

LOIx(R, S) =
|PCR,x ∪ PCS,x| − |PCR,x ∩ PCS,x|

|PCR,x| + |PCS,x| (4)

with x ∈ {IN, OUT}, PCR,x and PCS,x set of primi-
tive components in unfolded logical input/output con-
cept expression of request R and service S

• The Jensen-Shannon information divergence based sim-
ilarity measure SimJS(S, R) = log2 − JS(S, R) =

1

2log2

nX
i=1

h(pi,R) + h(pi,S) − h(pi,R + pi,S) (5)

with probability term frequency weigthing scheme, e.g.,
pi,R denotes the probability of i-th index term occur-
rence in request R, and h(x) = −xlogx,

The extended Jacquard metric is a standard for mea-
suring the degree of overlap as the ratio of the number of
shared terms (primitive components) of unfolded concepts
of both service and request, and the number of terms pos-
sessed by either of them. In contrast to the TFIDF/cosine
similarity metric, it does not favor the document with com-
mon terms. The Jensen-Shannon measure is based on the
information-theoretic, non-symmetrical Kullback-Leibler di-
vergence measure. It measures the pairwise dissimilarity of
conditional probability term distributions between service
and request text rather than looking at the whole collec-
tion as it is the case for the TFIDF/cosine, or the extended
Jacquard metric. The loss of (intensional) information in
case some concept A is terminologically substituted by con-
cept B, can be measured as the inverse ratio of the number of
matching primitive components with those which remain un-
matched in terminologically disjoint unfolded concept con-
straints. The symmetric LOI-based similarity value for a
given pair of service and request is then computed analo-
gously for all I/O concept definitions involved.

3.4 Example
Let us illustrate the hybrid service retrieval with OWLS-

MX by means of a simple example. Suppose the concept

subsumption hierarchy or taxonomy of the OWLS-MX match-
maker ontology, the service request R for physicians of hos-
pital h that provide treatment to patient p, and relevant
service advertisements S1 and S2 are as shown in figure 2.

Figure 2: Example of hybrid service matching with
OWLS-MX

Service S1 is considered semantically relevant to request
R, since it returns for any given person p and hospital h,
the individual surgeon of h that operated on p. Likewisely,
service S2 is relevant to R, since it returns those emergency
physicians who provided emergency treatment to p before
her transport to hospital h. Hence, both services S1 and S2

should be returned as matching results to the user.
However, the logic based only variant OWLS-M0 deter-

mines S1 as plug-in matching with R but fails to return S2,
since the formal semantics of the output concept siblings
”emergency physician” and ”hospital physician” in the on-
tology are terminologically disjoint. In this example, the set
of terminological constraints of unfolded concepts c corre-
spond to the set of primitive components (cp) of which the
individual concepts are canonically defined in the match-
maker ontology T . Hence, the unfolded concept expressions
are as follows.

• unfolded(Patient, T ) = (and Patientp Personp)

• unfolded(Hospital, T ) = (and Hospitalp (and
MedicalOrganisationp Organisationp))

• unfolded(HospitalPhysician, T ) = (and
HospitalPhysicianp (and Physicianp Personp))

• unfolded(Surgeon, T ) = (and Surgeonp (and
HospitalPhysicianp (and Physicianp Personp)))

• unfolded(EmergencyPhysician, T ) = (and
EmergencyPhysicianp (and Physicianp Personp))

As a result, for example, OWLS-M1 would return S1 as
plug-in matching service with syntactic similarity value of
SimLOI (R, S1) = 0.87. In contrast to OWLS-MO, it also
returns S2, since this service is nearest-neighbor matching
with the request R: Their implicit semantics exploited by
the IR similarity metric LOI (cf. (5), (6)) with SimLOI
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(R, S2) =
(1− 5−4

5+4 )+(1− 4−2
3+3 )

2
= 0.78 ≥ α = 0.7 is sufficiently

similar. Our preliminary experimental results show that this
kind of matching relaxation may be useful in practice.

4. IMPLEMENTATION
We implemented the OWLS-MX matchmaker variants ver-

sion 1.1 in Java using the OWL-S API 1.1 beta with the tab-
leaux OWL-DL reasoner Pellet developed at university of
Maryland (cf. http://www.mindswap.org). As the OWL-S
API is tightly coupled with the Jena Semanic Web Frame-
work, developed by the HP Labs Semantic Web research
group (cf. http://jena.sourceforge.net/), the latter is
also used to modify the OWLS-MX matchmaker ontology.

Figure 3: OWLS-MX v1.1 screenshot: Definition of
service request and relevance set

Figures 3 to 5 show some screenshots of the OWLS-MX
version 1.1 graphical user interface.

Figure 4: OWLS-MX v1.1 screenshot: Selection of
OWLS-MX variant

After parsing service advertisements and requests, the re-
spective input and output concepts are analysed and, if nec-
essary, added to the local matchmaker ontology together
with auxiliary data on their unfolding. As a consequence,
the matchmaker ontology is dynamically built and grow-
ing with the number of services and underlying ontologies
loaded. In addition, the matchmaker ontology is extended
with auxiliary information for each concept whether it is
used as an input or output concept of which service reg-
istered at the matchmaker. Service requests are treated

similarly, except that they are not stored in the extended
matchmaker ontology.

Figure 5: OWLS-MX v1.1 screenshot: Display of
selected type of results (performance)

For each service request concept, the service identifiers
attached to its immediate parent and child concepts of the
enhanced matchmaker ontology are retrieved. The semantic
degree of matching for each service is then determined by
applying the semantic filters on this set of matching candi-
dates. After this step, the syntactic similarity is computed
by applying the selected IR similarity metric to the strings
of unfolded concepts of the query and each registered ser-
vice. Both the semantic degree of match and the syntactic
similarity value determine the hybrid degree of matching of
one service with the request. If this hybrid degree is better
than or equal to the minimum degree specified by the user,
then this service will be returned as potentially relevant.

In practice, OWLS-MX spend the largest amount of time
with classifying the ontologies used by the registered services
to check for new concepts not known to the matchmaker,
and then to classify them into the matchmaker ontology.

5. EXPERIMENTAL EVALUATION
For measuring the service I/O retrieval performance of

each OWLS-MX variant we used the OWL-S service re-
trieval test collection Owls-TC v2. This collection consists
of more than 570 services specified in OWL-S 1.1 covering
seven application domains, that are education, medical care,
food, travel, communication, economy, and weaponry. The
majority of these services were retrieved from public IBM
UDDI registries, and semi-automatically transformed from
WSDL to OWL-S. Owls-TC v2 provides a set of 28 test
queries each of which is associated with a set of 10 to 20 ser-
vices that two of the co-authors subjectively defined as rel-
evant according to the standard TREC definition of binary
relevance [17] 1. The collection Owls-TC v2 is available as
open source at
http://projects.semwebcentral.org/projects/owls-tc/.

In terms of measuring the retrieval performance of each
OWLS-MX variant, we adopted the evaluation strategy of

1Please note, that no standardized test collection for OWL-
S service retrieval does exist yet. Therefore, like with any
other reported results on retrieval performance of alterna-
tive OWL-S service matchmakers developed by different re-
search groups world wide, we have to consider both our test
collection and experimental results as preliminary.
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micro-averaging the individual precision-recall curves [18].
Let Q be the set of test queries (service requests) in Owls-

TC, A the sum of relevant documents of all requests in Q,
AR the answer set of relevant services (service advertise-
ments) for request R ∈ Q. For each request R, we consider
λ = 20 steps up to its maximum recall value, and measure
the number BλR| of relevant documents retrieved (recall) at
each of these steps. Similarly, we measure related precision
with the number Bλ of retrieved documents at each step λ.
The micro-averaging of recall and precision (at step λ) over
all requests, as we used it for performance evaluation is then
defined as

Recλ =
X
R∈Q

|AR ∩ BλR|
|A| , P recλ =

X
R∈Q

|AR ∩ BλR|
|Bλ| (6)

The micro-averaged R-P curves of the top and worse per-
forming IR similarity metric together with those for the
OWLS-MX variants as well as the average query response
time plots are displayed in figures 4 and 5, respectively.
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These experimental results provide, in particular, evidence
in favor of following conclusions.

• The best IR similarity metric (Cosine/TFIDF) applied
to the concatenated unfolded service profile I/O con-
cept expressions performs close to the pure logic based
OWLS-M0 (see figure 6: Best IR SnTdIO (Cos) vs.
OWLS-M0). But OWLS-M0 is only superior to IR
based matching (cf. figure 6: Worst IR IO (JS) denot-
ing Jensen-Shannon divergence based similarity met-
ric) at the very expense of its recall. However, for dis-
covering semantic web services, precision may be more
important to the user than recall, since the set of rel-
evant services is supposed to be subject to continuous
change in the semantic Web in practice.

• Pure logic based semantic matching by OWLS-M0 can
be outperformed by hybrid semantic matching, in terms
of both recall and precision. That is the case, for exam-
ple, by use of the best performing hybrid matchmaker
OWLS-M4 (cf. figure 6). The main reason for this
is, that the additional IR based similarity check of the
nearest-neighbor filter allows OWLS-M1 to M4 to find
relevant services that OWLS-M0 would fail to retrieve.

• Hybrid semantic matching by OWLS-MX can be out-
performed by each of the selected syntactic IR similar-
ity metrics to the extent additional parameters with
natural language text content are used. That is the
case, for example, by applying the cosine similarity
metric to the extended set of service profile parame-
ters including not only hasInput and hasOutput but
also serviceName and textDescription (cf. figure 6).

• Both pure logic based and all hybrid OWLS-MX match-
makers are significantly outrun by IR based service re-
trieval in terms of average query response time almost
by size of magnitude (cf. figure 7). This is due to the
additional computational efforts required by OWLS-
MX to determine concept subsumption relationships
in NEXPTIME description logic OWL-DL based on
the imported large ontologies the OWL-S services re-
fer to.

6. RELATED WORK
Quite a few semantic Web service matchmakers have been

developed in the past couple of years such as the OWLS-
UDDI matchmaker [16], RACER [11], SDS [12], MAMA [5],
HotBlu [6], and [10]. Like OWLS-MX, the majority of them
does perform profile based service signature (I/O) matching.
Alternate approaches propose service process-model match-
ing [3], recursive tree matching [2], P2P discovery [1], auto-
mated selection of WSMO services [20] and METEOR-S for
WSDL-S services [19]. Except LARKS [15], none of them
is hybrid, in the sense that it exploits both explicit and
implicit semantics by complementary means of logic based
and approximate matching. To the best of our knowledge,
OWLS-MX is the only hybrid matchmaker for OWL-S ser-
vices yet.

The OWLS-MX matchmaker bases on LARKS [15]. How-
ever, LARKS differs from OWLS-MX in that it uses a pro-
prietary capability description language and description logic
different from OWL-S and OWL-DL, respectively. Further-
more, LARKS does not perform any subsumes and subsumed-
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by nor nearest-neighbour matching, and has not been exper-
imentally evaluated yet.

The purely logic based variant OWLS-M0 of OWLS-MX is
quite similar to the OWLS-UDDI matchmaker [16] but dif-
fers from it in several aspects. Firstly, the latter makes use
of a different notion of plug-in matching, and does not per-
form additional subsumed-by matching. Secondly, OWLS-
M0 classifies arbitrary query concepts into its dynamically
evolving ontology with commonly shared minimal basic vo-
cabulary of primitive components instead of limiting query
I/O concepts to terminologically equivalent service I/O con-
cepts in a shared static ontology as the OWLS-UDDI match-
maker does.

7. CONCLUSIONS
Our approach to hybrid semantic Web service matching,

called OWLS-MX, utilizes both logic based reasoning and
IR techniques for semantic Web services in OWL-S. Ex-
perimental evaluation results provide evidence in favor of
the proposition that building semantic Web service match-
makers purely on description logic reasoners may be insuffi-
cient, hence should give a clear impetus for further studies,
research and development of more powerful approaches to
service matching in the semantic Web across disciplines.
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Abstract

In this paper, we present an approach to hybrid semantic
web service matching based on both logic programming,
and syntactic similarity measurement. The implemented
matchmaker, called WSMO-MX, applies different matching
filters to retrieve WSMO-oriented service descriptions that
are semantically relevant to a given query with respect to
seven degrees of hybrid matching. These degrees are re-
cursively computed by aggregated valuations of ontology
based type matching, logical constraint and relation match-
ing, and syntactic similarity as well.

1 Introduction

The problem of efficiently retrieving relevant services in

the envisioned semantic web has been solved so far by only

a few approaches for services described in OWL-S [15, 10],

and WSML [7, 17]. Though, existing proposals for rule

based service mediation in WSMO do not provide a general

purpose matchmaking scheme for services in WSML.

This, in particular, motivated us to develop a hybrid se-

mantic matchmaker, called WSMO-MX, that applies dif-

ferent matching filters to retrieve WSMO services that are

semantically relevant to a given query including the goal

to be satisfied. Both services and goals are described in a

Logic Programming (LP) variant of WSML, called WSML-

MX, which is based on WSML-Rule. The hybrid matching

scheme of WSMO-MX combines the ideas of hybrid se-

mantic matching realized by OWLS-MX [10], the object-

oriented structure based matching proposed by Klein &

König-Ries [9], and the concept of intentional matching in-

troduced by Keller et. al [6].

The remainder of this paper is structured as follows. In

section 2, we introduce WSML-MX, align it with WSML-

Rule, and describe the modelling of services in WSML-

MX. Section 3 presents the hybrid semantic matching ap-

proach of our matchmaker WSMO-MX by means of its dif-

ferent filters of matching, which is then exemplified in sec-

tion 4. We provide some details of the implementation of

WSMO-MX in section 4, and briefly discuss related work

and conclude in section 5 and 6, respectively.

2 Service modelling with WSML-MX

The web service modelling language WSML is the

formal language for the web service modelling ontology

(WSMO). However, WSML still is under development, and

there is no full-fledged reasoner with WSML parser avail-

able yet. Therefore we developed a formally grounded vari-

ant of WSML called WSML-MX directly in F-Logic [8, 1].

WSML-MX is similar expressive as WSML-Rule, which

has a different (more verbose) syntax as F-Logic but can be

mapped into this.

Central to WSML-MX is the notion of derivative which

is an extended version of the object set introduced by Klein

and König-Ries [9]. A derivative DT in WSML-MX encap-

sulates an ordinary concept T (in this context called type)

defined in a given ontology by attaching meta-information

merely about the way how T can be matched with any other

type. Such information is defined in terms of different meta-

relations of the derivative DT . As type T is defined to be ei-

ther atomic or a complex type with relations, the derivative

DT can also have a set of relations different from T , though

this set is empty by default. The structure of a derivative

is shown in figure 1. Per naming convention, the identifier

of a derivative DT of type T is denoted by T Dn such as

Person D42 for type Person.

WSML-MX uses the main and clearly motivated el-

ements required for service matching from WSML, that

are goal, service, capabilities, preconditions, and

postconditions but not effect and assumption. Please

note that the formal semantics of capabilities in WSML is

still open. Any service in WSML-MX is modelled as a

derivative with a relation called capability and a derivative

of type capability as range. Pre- and postcondition are re-

lations of the latter derivative both referring to a so called

1

M Klusch, 2008 183/466



Figure 1. Derivative structure in WSML-MX

state. A state is a set of state parts, which are derivatives

each defined as atomic, or as complex by means of rela-

tions with derivatives as range. Hence, any service deriva-

tive in WSML-MX can be represented as a directed object-

oriented graph with derivatives considered as nodes and re-

lations between them as edges, as shown in figure 2.

Figure 2. Service derivative in WSML-MX

The language WSML-MX allows for constraints on both

relations and derivatives formulated in the full Horn frag-

ment of F-logic. Hence, WSML-MX constraints are as ex-

pressive and, in general, only semi-decidable as are WSML-

Rule axioms. In WSMO-MX, we use relative query con-

tainment for constraint matching (cf. section 3.2.3). How-

ever, matching of parts of WSML-MX expressions repre-

sented as acyclic object-oriented graphs without constraints

is decidable in polynomial time. The emphasis of WSML-

MX on these parts of service modelling is motivated not

only by clear separation of computationally tractable ele-

ments but the fact that it allows the matchmaker for a more

detailed explanatory feedback to the user in case the match-

ing of given service and goal derivatives failed.

An example for a service in WSML-MX is shown in fig-

ure 3; the service offers tickets for any trip between any

two German towns, but if the user departs from Berlin, her

destination must be Hamburg.

Figure 3. Example service in WSML-MX

3 Hybrid matching of derivatives

3.1 Overview

The result of matching a derivative DG from a goal

description with a derivative DW from a service descrip-

tion is a vector v ∈ R7 of aggregated valuations of

ontology based type matching, logical constraint match-

ing, relation matching, and syntactic matching. Each

real-valued entry in the so called valuation vector v =
(π≡, π�, π�, π�, π∼, π◦, π⊥) with πi ∈ [0, 1] (i ∈ {≡,�
,�,∼,�, ◦,⊥}) and

∑
πi = 1, denotes the extent to which

both derivatives DG and DW match with respect to the hy-

brid semantic matching degrees πi of WSMO-MX.

These degrees are the logical relations equivalence,

plug − in known from software component retrieval [18]

or the similar rule of consequences from Hoare logic [4],

inverse − plugin, intersection and disjunction (fail)
as degrees of logic based semantic match. The degree

of fuzzy similarity refers to a non-logic based semantic

match such as syntactic similarity, while the degree neutral
stands for neither match nor fail, hence declares the toler-

ance of matching failure. The set-theoretic semantics of the

hybrid matching degrees are given in Table 1 based on the

relations between the maximum possible instance sets of

the derivatives DG and DW , denoted by G and W . Since

we use the heuristic relative query containment for the con-

straint matching, these sets are restricted to instances in the

matchmaker knowledge base which satisfy the constraints.

In order to compute the degrees of hybrid semantic

matching of given goal and service derivative, WSMO-MX

recursively applies different matching filters to their precon-

ditions and postconditions, and returns not only the aggre-

gated matching valuation vector but also annotations of the

matching process results as a kind of explanatory feedback

to the user. That facilitates a more easy iterative goal refine-

ment by the user in case of insufficient matching results.

The individual matching filters and their valuation for the

degrees of hybrid semantic matching are described in sub-

sequent sections, and exemplified in section 4.

2
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order symbol degree of match pre post
1 ≡ equivalence G = W
2 � plugin G ⊆ W W ⊆ G
3 � inverse-plugin G ⊇ W W ⊇ G
4 � intersection G ∩W �= ∅
5 ∼ fuzzy similarity G ∼ W
6 ◦ neutral by derivative specific definition
7 ⊥ disjunction (fail) G ∩W = ∅

Table 1. Degrees of hybrid semantic matching of WSMO service and goal derivatives

3.2 Matching filters

3.2.1 Type matching

The matching of types TG and TW of the goal and ser-

vice derivative DG and DW is performed by means of

computing the degree of their semantic relation in the

matchmaker ontology according to a requested type sim-

ilarity relation TSR defined as meta-relation values in

DG[typeSimRel→→TSR]. WSMO-MX offers the follow-

ing derivative type similarity relations (in F-Logic):

• equivalent: TW = TG ∨ TW :: TG ∧ TG :: TW

• sub: TW :: TG (TW subtype of TG); super: TG :: TW

• sibling: ∃TP .TG :: TP ∧TW :: TP∧
¬(∃TX .∃TY .TX ∈ {TG, TW }∧TX :: TY ∧TY :: TP );
types with one immediate common ancestor (parent).

• spouse:

∃TC .TC :: TG ∧ TC :: TW ∧ ¬(∃TX .∃TY .TX ∈
{TG, TW } ∧ TC :: TY ∧ TY :: TX); types with one

immediate common descendant (child)

• comAnc (common ancestor):

∃TP .TG :: TP ∧ TW :: TP

• comDes (common descendant):

∃TC .TC :: TG ∧ TC :: TW

• relative: exists a path in the undirected ontology

graph between TG and TW

The maximum distance TD ∈ N\{0} between types in the

matchmaker ontology with respect to which each of the lat-

ter three relations gets evaluated to true is specified in the

goal derivative in terms of DG[typeDistance→→TD]. TD
is the path length between both types in the undirected on-

tology graph; for the type relations comAnc and comDesc
it must hold that the addition of the path lengths from both

derivatives to their nearest common child/parent type is at

most TD. Optionally, the same restriction can be imposed

on the type relations sub and super with TD greater or

equal the path length from DG to DW .

The valuation of the type matching of DG and DW for

each of the hybrid semantic matching degrees of WSMO-

MX is listed in Table 2. If more than one type similarity

relation TSR is specified in the goal, the maximum of the

valuation vectors is selected as a result.

3.2.2 Relation matching

Given that the DG and DW are complex, the hybrid

semantic matching must continue recursively with com-

paring their relations. Let the relation signatures of

DG and DW be defined as follows: DG[R1⇒⇒E1; ...;
Rk⇒⇒Ek; S1⇒⇒F1; ...; Sl⇒⇒Fl; ...; Sm⇒⇒Fm], and

DW [R1⇒⇒G1; ...; Rk⇒⇒Gk; T1⇒⇒H1; ...; Tn⇒⇒Hn],
where R1, ..., Rk, S1, ..., Sm, T1, ..., Tn are unique relation

names with
⋃

i∈[1,m] Si ∩
⋃

j∈[1,n] Tj = ∅ and derivatives

E1, ..., Ek, G1, ...Gk, F1, ..., Fm, H1, ...,Hn the respective

ranges of the relations.

The relations R1, ..., Rk of the goal derivative DG for

which equally named relations do exist in DW are valuated

for the hybrid degree of matching by recursively matching

their ranges with each other. That is, WSMO-MX attempts

to match the (goal) derivatives Eτ with the (service) deriv-

atives Gτ for all τ ∈ [1, k] and compute the respective val-

uation vectors.

We assume that for all relations Sµ, µ ∈ [1, l] in

DG that cannot be paired with an equally named rela-

tion in DW (under unique name assumption for shared

namespaces) there exist one so called missing strategy
which indicates the matchmaker how to cope with this prob-

lem. Such a missing relation strategy is specified in the

goal in terms of DG[missingStrat@(Sµ)→→MSµ], with

MSµ ∈ {assumeEquivalent, assumeFailed, ignore}.

The valuations for relations with missing strategies are

given in table 3. It lists also the valuations for the rela-

tions without missing strategy (Sl, . . . Sm and T1, . . . , Tn),

which depend on whether they are part of a pre- or postcon-

dition.

The final valuation vector for the recursive relation

matching between DG and DW is an aggregation of all

valuation vectors computed for the missing relations, and

those for the relation range derivative matchings. The cor-
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type valuation vector
similarity valpre valpost

relation ( π≡,π�,π�,π�,π∼,π◦,π⊥ ) ( π≡,π�,π�,π�,π∼,π◦,π⊥ )

equivalent ( 1 , 0 , 0 , 0 , 0 , 0 , 0 ) ( 1 , 0 , 0 , 0 , 0 , 0 , 0 )

sub ( 0 , 0 , 1 , 0 , 0 , 0 , 0 ) ( 0 , 1 , 0 , 0 , 0 , 0 , 0 )

super ( 0 , 1 , 0 , 0 , 0 , 0 , 0 ) ( 0 , 0 , 1 , 0 , 0 , 0 , 0 )

sibling ( 0 , 0 , 0 , 1 , 0 , 0 , 0 ) ( 0 , 0 , 0 , 1 , 0 , 0 , 0 )

comAnc ( 0 , 0 , 0 , 1 , 0 , 0 , 0 ) ( 0 , 0 , 0 , 1 , 0 , 0 , 0 )

spouse ( 0 , 0 , 0 , 0 , 1 , 0 , 0 ) ( 0 , 0 , 0 , 0 , 1 , 0 , 0 )

comDes ( 0 , 0 , 0 , 0 , 1 , 0 , 0 ) ( 0 , 0 , 0 , 0 , 1 , 0 , 0 )

relative ( 0 , 0 , 0 , 0 , 1 , 0 , 0 ) ( 0 , 0 , 0 , 0 , 1 , 0 , 0 )

Table 2. Valuation of type matching for hybrid matching degrees

missing valuation vector
strategy valpre,webservice/valpost,goal valpost,webservice/valpre,goal

( π≡,π�,π�,π�,π∼,π◦,π⊥ ) ( π≡,π�,π�,π�,π∼,π◦,π⊥ )

assumeEquivalent ( 1 , 0 , 0 , 0 , 0 , 0 , 0 ) ( 1 , 0 , 0 , 0 , 0 , 0 , 0 )

none ( 0 , 1 , 0 , 0 , 0 , 0 , 0 ) ( 0 , 0 , 1 , 0 , 0 , 0 , 0 )

ignore ( 0 , 0 , 0 , 0 , 0 , 1 , 0 ) ( 0 , 0 , 0 , 0 , 0 , 1 , 0 )

assumeFailed ( 0 , 0 , 0 , 0 , 0 , 0 , 1 ) ( 0 , 0 , 0 , 0 , 0 , 0 , 1 )

Table 3. Valuation of relation matching with missing strategies for hybrid matching degrees

responding relation matching algorithm is outlined in the

subsequent section (cf. algorithm 5).

3.2.3 Constraint matching

Let D a derivative, C a F-Logic rule body and XD a

free variable in C, then we call c a constraint of D,

if D[constraint→→c]. and ∀XD.satCons(XD, c) ← C.
holds. Variable XD is bound with potential instances of D,

and satCons verifies whether such an instance satisfies c.

A derivative can have zero or many constraints including a

special constraint for nominals; the respective meta-relation

oneOf denoted as D[oneOf→→{i1, . . . , im}] means that an

instance of D has to be one of i1, . . . , im.

In WSMO-MX, the matching of logical constraints of

goal and service derivatives is performed by means of so

called relative query containment. That is, any clause A
is relatively contained in clause B, or B relatively implies

A, with respect to a given knowledge base KB, denoted by

A �KB B, if the answer set QKB(A) of querying KB with

A, is a subset of QKB(B). Under the open world assump-

tion, KB does not contain all possible instances of a query

(universal closure), hence relative query containment can

only be considered as an approximation of logical impli-

cation (query containment) which is, in general, undecid-

able for first-order languages such as F-Logic [2]. An al-

ternative would be to approximate logical implication by

means of clause theta-subsumption [13] which is, in gen-

eral, NP-complete decidable [3]. Since fast deterministic

algorithms for partial testing of theta-subsumption are also

known [14], the correct but incomplete theta-subsumption

relation is used as a consequence relation in many ILP sys-

tems [12], and the matchmaker LARKS [16].

However, for pragmatic reasons of implementation,

WSMO-MX uses relative query containment for matching

constraints over the instances stored in the matchmaker

ontology. For each derivative D of type T , WSMO-MX

determines a set of potential instances against which its

constraints are evaluated as queries. This set comprises all

instances of the concept T and instances of derivatives of

type T :

∀D,XD. potentialInstance(D,XD) ←
∃T. D[type→→T ]∧
(XD : T ∨ (∃DT . DT [type→→T ] ∧ XD : DT )).

The constraint matching filter then returns only those

instances of this set which satisfy all constraints of D:

∀XD, D. satAllCons(XD, D) ←
potentialInstance(D,XD)∧
(∀C.D[constraint→→C] → satCons(XD, C))∧
((∃X. D[oneOf→→X]) → D[oneOf→→XD]).

The valuation of constraint matching is determined

by the type of the set relation ρ, which is defined

as IKB(DG) ρ IKB(DW ) over the set IKB(D) :=
{XD|satAllCons(XD, D)} of matching instances of

derivative D with respect to the given knowledge base KB
of the matchmaker (cf. table 4).
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set valuation vector
relation valpre valpost

IKB(DG) ρ IKB(DW ) ( π≡,π�,π�,π�,π∼,π◦,π⊥ ) ( π≡,π�,π�,π�,π∼,π◦,π⊥ )

IKB(DG) = IKB(DW ) ( 1 , 0 , 0 , 0 , 0 , 0 , 0 ) ( 1 , 0 , 0 , 0 , 0 , 0 , 0 )

IKB(DG) ⊇ IKB(DW ) ( 0 , 0 , 1 , 0 , 0 , 0 , 0 ) ( 0 , 1 , 0 , 0 , 0 , 0 , 0 )

IKB(DG) ⊆ IKB(DW ) ( 0 , 1 , 0 , 0 , 0 , 0 , 0 ) ( 0 , 0 , 1 , 0 , 0 , 0 , 0 )

IKB(DG) ∩ IKB(DW ) �= ∅ ( 0 , 0 , 0 , 1 , 0 , 0 , 0 ) ( 0 , 0 , 0 , 1 , 0 , 0 , 0 )

IKB(DG) ∩ IKB(DW ) = ∅ ( 0 , 0 , 0 , 0 , 0 , 0 , 1 ) ( 0 , 0 , 0 , 0 , 0 , 0 , 1 )

Table 4. Valuation of constraint matching for hybrid matching degrees

3.2.4 Syntactic matching

The filter of WSMO-MX for syntactic matching of goal and

service derivatives, DG and DW , is intended to comple-

ment those for semantic matching as described above. For

this purpose, it transforms the description of each deriv-

ative into a weighted keyword vector as known from in-

formation retrieval, and applies one of the selected syn-

tactic similarity metrics cosine, extended Jaccard, loss-of-

information (LOI), and weighted LOI [10], depending on

the user preferences specified as instances of the following

meta-relations of goal derivatives DG.

• DG[synSimUsage→→U ] with U ∈ {alternative,
compensative, complementary} specifies whether

syntactic matching shall be performed either as an ex-

clusive alternative to semantic matching, or only in

case of semantic matching failure, or in any case.

• DG[synSimScope→→S] with S ∈ {scpType,
scpRelation, scpDescription} denotes whether only

the types, or the relations, or the whole text of the

description of the derivatives are used for syntactic

matching. In case of scpType, all type names (no rela-

tion names) of the derivative are recursively unfolded

in the matchmaker ontology and the resulting set of

primitive components used to compute a weighted key-

word vector, whereas for scpRelation only the relation

names of the derivative are used for this purpose. Any

combination of scopes is allowed.

• DG[synSimMetric→→M ] with M ∈ {cosine, loi,
loiWeighted, jaccard} specifies which IR similarity

metric to use. For details of computation, we refer to

[10].

• DG[synSimMinDegree→→α] with α ∈ [0, 1] spec-

ifies the minimum degree of syntactic similarity re-

quired (threshold).

The valuation of syntactic matching is considered only

with respect to the degree of fuzzy similarity π∼ and set to

0, if the computed syntactic similarity value does not exceed

α, and to 1 otherwise.

3.2.5 Parameter matching

A derivative can be tagged to be an input and/or output pa-

rameter by the meta-relation param. The parameter match-

ing filter checks whether goal and service derivative are dif-

ferently tagged and returns no valuation vector but an an-

notation indicating the deviations. This allows the service

requester to understand the interface of the service and if

needed to adjust the interface as it was expected and de-

noted by the parameters tags in the goal description.

3.2.6 Intentional matching

Optionally, WSMO-MX does perform a kind of intentional

matching of goal and service derivatives. For this pur-

pose, we adopt the approach proposed by Keller et al. [6].

In particular, the semantics of their notions of ∃-intention

and ∀-intention correspond with the evaluation of our meta-

relation existentialIntention to true and false, respec-

tively. The valuation vector of hybrid semantic matching

can be ”intentionally recomputed” by its multiplication with

the transformation matrix that corresponds to the requested

combination of intended provision of relevant instances as

it is declared for the goal and the service derivative by the

requester and provider, respectively.

The case in which ∀-intentions are declared for both

derivatives, DG and DW , is equal to not using intentions at

all, hence can simply be ignored by WSMO-MX. As a con-

sequence, there remain three cases for each pre- and post-

condition matching. These are computed by means of six

intentional matching matrices (to be multiplied with the val-

uation vector) of which we show only those for the postcon-

dition matching cases 1: (1) Ipost,∃G,∀W : only DG has an

∃-intention, (2) Ipost,∀G,∃W : only DW has an ∃-intention,

(3) Ipost,∃G,∃W : both derivatives have ∃-intentions. The

matrices are defined as follows.

1For the cases of precondition matching the lines and columns for π�
and π� in the matrices have to be inverted.
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Ipost,∃G,∀W =




1 0 0 0 0 0 0
1 0 0 0 0 0 0
0 0 1 0 0 0 0
0 0 1 0 0 0 0
0 0 0 0 1 0 0
0 0 0 0 0 1 0
0 0 0 0 0 0 1




Ipost,∀G,∃W =




1
2

1
2 0 0 0 0 0

0 1 0 0 0 0 0
1
5

1
5

1
5

1
5 0 0 1

5
0 0 1

3
1
3 0 0 1

3
0 0 0 0 1 0 0
0 0 0 0 0 1 0
0 0 0 0 0 0 1




Ipost,∃G,∃W =




1 0 0 0 0 0 0
1 0 0 0 0 0 0
1
3 0 1

3 0 0 0 1
3

1
3 0 1

3 0 0 0 1
3

0 0 0 0 1 0 0
0 0 0 0 0 1 0
0 0 0 0 0 0 1




Due to space restrictions, we refer the interested reader

for more details to [5].

3.3 WSMO-MX matching algorithm

The request for a semantically relevant service is speci-

fied by the user as a goal derivative in WSML-MX, together

with a matching configuration Conf . The configuration

contains default values for minimum syntactic similarity de-

gree, weights for the aggregation of different matching filter

results, and the minimum valuation of each degree of hybrid

matching returned by the matchmaker. WSMO-MX takes

the precondition state and the postcondition state of each

advertised service from its local knowledge base (cf. algo-

rithm 1), and then matches them pairwise with the states of

the given goal (cf. algorithm 2). In case of no precondi-

tions, the result of their matching is set to equivalence by

default.

The state of the goal is matched with that of the ser-

vice by matching their state part derivatives (cf. algorithm

3) and then recursively by the pairwise matching of rela-

tion range derivatives of equally named relations (cf. al-

gorithm 5). Subsequently, WSMO-MX computes the max-
imum weighted bipartite graph match, where nodes of the

graph correspond to the goal and service state parts and the

computed valuation vectors act as weights of edges existing

between matched state parts.

At each step in the recursion, the parameter matching fil-

ter is applied first, since its result, an annotation record, is

not valuated for any of the hybrid matching degrees. Then

each of the semantic matching filters (type, constraint, and

relation matching) is applied. Syntactic matching is per-

formed in case one of these filters fails (compensative), or

complementary in any case, if not specified differently. The

user can also ask for just a first coarse-grained filtering by

means of exclusively syntactic matching without any se-

mantic matching.

Finally, all valuation vectors computed during recursive

matching of goal and service derivatives are aggregated into

one single valuation vector. For aggregation, each individ-

ual valuation vector is weighted for the respective matching

filter as specified in the configuration (Conf ) for the given

goal; the weighting is assumed to be equal by default. This

aggregated valuation of hybrid matching degrees is then re-

computed with respect to the intentions of the considered

derivatives (cf. in section 3.2.6).

The overall result of the matching process is a ranked

list of services with their hybrid matching valuation vec-

tor, and annotations. Services are ranked with respect to

the maximum value of hybrid semantic matching degrees in

descending order (cf. table 1), starting with π≡.

Algorithm 1 WSMO-MX matching of query (goal G, con-
figuration Conf ) with registered services in WSML-MX:
matchGoal

1: function MATCHGOAL(G, Conf )

WS := GETREGISTEREDWEBSERVICES( )

2: SG,pre := GETPRECONDITION(G)

3: SG,post := GETPOSTCONDITION(G)

4: Confpre := Conf + (modus : pre)
5: Confpost := Conf + (modus : post)
6: Wmatched := empty set

7: for all W ∈ WS do
8: SW,pre := GETPRECONDITION(W )

9: SW,post := GETPOSTCONDITION(W )

10: (V alW,pre, AnnW,pre) :=

MATCHSTATES(SG,pre,SW,pre, Confpre)

11: (V alW,post, AnnW,post) :=

MATCHSTATES(SG,post,SW,post, Confpost)

12: Wmatched += (W, V alW,pre, V alW,post,
AnnW,pre, AnnW,post)

13: end for
14: return Wmatched

15: end function

3.4 Implementation

WSMO-MX has been fully implemented in Java 5 and

F-Logic using the F-Logic reasoner OntoBroker2. Its main

components are a matching engine which is interfaced

with an ontology manager communicating with the rea-

soner. Type and constraint matching is done directly within

the OntoBroker, whereas the WSMO-MX matching engine

2developed by Ontoprise, http://www.ontoprise.de
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Algorithm 2 matchStates
1: function MATCHSTATES(SG,SW , Conf )

2: � build bipartite weighted graph from

3: � matching state parts of goal and webservice

4: Graph := empty graph

5: for all StatePartG ∈ SG do
6: for all StatePartW ∈ SW do
7: (V alW , AnnW ) := MATCHDERIVATIVES

(StatePartG, StatePartW , Conf)
8: if ¬ ISFAIL(V alW ) then
9: Graph += edge(StatePartG,

StatePartW , V alW , AnnW )
10: end if
11: end for
12: end for
13:

14: � find maximum weighted graph matching

15: M := GETGRAPHMATCHING(Graph)

16: (V al, Ann) := GETVALANN(M,Conf )

17:

18: � valuate not matched state parts

19: SG−M := NOTMATCHEDSTATEPARTS(SG,M )

20: SW−M := NOTMATCHEDSTATEPARTS(SW ,M )

21: for all StatePartG ∈ SG−M do
22: V al += VALSTATEPART(goal, Conf )

23: Ann += (G, W, state,

(StatePartG, notMatched, goal))
24: end for
25: for all StatePartW ∈ SW−M do
26: V al += VALSTATEPART(webservice, Conf )

27: Ann += (G, W, state,

(StatePartW , notMatched, webservice))
28: end for
29:

30: � normalize cumulated valuation

31: V al /= |M | + SG−M + SW−M

32: return (V al, Ann)
33: end function

Algorithm 3 matchDerivatives
1: function MATCHDERIVATIVES(DG, DW , Conf )

2:

3: if DG = DW then return ((1, 0, 0, 0, 0, 0, 0), ())
4: end if
5:

6: AnnParams := MATCHPARAMS(DG, DW )

7: synMatchUsage :=

GETSYNMATCHINGUSAGE(DG, Conf )

8:

9: if synMatchUsage = alternative then
10: (V alSyn, AnnSyn) :=

MATCHSYNTACTIC(DG, DW , Conf )

11: if ¬ISFAIL(V alSyn) then
12: Ann += AnnParams + AnnSyn

13: return (V alSyn, Ann)
14: end if
15: end if
16:

17: (V alSem, AnnSem) :=

MATCHSEMANTIC(DG, DW , Conf )

18:

19: if ISFAIL(V alSem) then
20: if synMatchUsage = compensative then
21: (V alSyn, AnnSyn) :=

MATCHSYNTACTIC(DG, DW , Conf )

22: if ¬ISFAIL(V alSyn) then
23: Ann += AnnParams + AnnSyn

24: return (V alSyn, Ann)
25: end if
26: end if
27: else if synMatchUsage = complementary then
28: (V alSyn, AnnSyn) :=

MATCHSYNTACTIC(DG, DW , Conf )

29: if ¬ISFAIL(V alSyn) then
30: Ann += AnnParams +AnnSyn +AnnSem

31: V al :=

AGGREGATEVAL(V alSem, V alSyn, Conf )

32: return (V al, Ann)
33: end if
34: else
35: Ann += AnnParams + AnnSem

36: V al :=

AGGREGATEVAL(V alSem, null, Conf )

37: return (V al, Ann)
38: end if
39: end function
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Algorithm 4 matchSemantic
1: function MATCHSEMANTIC(DG, DW , Conf )

2: (V alType, AnnType) :=

MATCHTYPES(DG, DW , Conf )

3: (V alCons, AnnCons) :=

MATCHCONSTRAINTS(DG, DW , Conf )

4: (V alRel, AnnRel) :=

MATCHRELATIONS(DG, DW , Conf )

5:

6: V al := (V alType, V alCons, V alRel)
7: Ann := AnnType + AnnCons + AnnRel

8:

9: return (V al, Ann)
10: end function

Algorithm 5 matchRelations
1: function MATCHRELATIONS(DG, DW , Conf )

2: � RelsG - relations defined only for DG

3: � RelsW - relations defined only for DW

4: � RelsG,W - relations defined for both

5: (RelsG, RelsW , RelsG,W ) :=

GETRELATIONS(DG, DW )

6:

7: � for all relations defined in DG and DW

8: � match the derivatives in their range

9: for all R ∈ RelsG,W do
10: RangeG := GETRELRANGE(DG)

11: RangeW := GETRELRANGE(DW )

12: (V alRange, AnnRange) :=

MATCHDERIVATIVES(RangeG, RangeW )

13: V al += V alRange

14: Ann += AnnRange

15: end for
16: � valuate relations defined only for DG

17: for all R ∈ RelsG do
18: MSR :=

GETMISSINGSTRATEGY(DG, R, Conf )

19: V al +=

VALUATEMISSREL(webservice, MSR, Conf )

20: Ann += (DG, DW , rel,

(R,missing, webservice,MSR))
21: end for
22: � valuate relations defined only for DW

23: for all R ∈ RelsW do
24: V al += VALUATEMISSREL(goal, null, Conf )

25: Ann += (DG, DW , rel, (R,missing, goal))
26: end for
27:

28: V al /= |RelsG| + |RelsW | + |RelsG,W |
29: end function

takes the results and does the rest, that is relation matching,

syntactic matching, aggregation of valuation vectors, state

matching including the computation of maximum weighted

bipartite graph matching. The OntoBroker loads the match-

maker ontology from a given set of F-Logic files that con-

tain the types, derivatives (including goals and services), in-

stances, and constraints, as well as the rules for type and

constraint matching, unfolding and some auxiliary tasks.

In an upcoming version of WSMO-MX, the goals will be

passed by the matching engine to the ontology manager

only at the time of the respective request to the matchmaker.

4 Example

Goal, service, ontology. Suppose the user defines a goal

derivative Ticket D4 as shown in figure 4. That is, she is

looking for any ticket for a trip between two arbitrary towns,

but if it starts in Berlin, then it must not end in Bremen.

Please note, that the user may specify matching relaxations

for any object of the goal as exemplified, but also different

weights for the matching filters to be applied. In this exam-

ple, we assume the filters to be equally weighted.

Figure 4. Example goal in WSML-MX

The part of the type hierarchy in the matchmaker ontology

and all instances used in this example are shown in figure 5.

For reasons of efficiency and data privacy, mediation

between service providers and requesters by means of an

autonomous matchmaker is not appropriate for constraint

matching over different instance bases. Alternatively, an

autonomous WSMO-MX matchmaker could perform con-

straint matching without instance sets by polynomial means

of theta-subsumption reasoning for restricted set of Horn

clauses like in LARKS [16]. This is part of our future work

on WSMO-MX.

In this example, the service derivative Ticket D5 given

in section 2 will be matched against the goal derivative

Ticket D4. Please note, that the service offers tickets for

any trip between any two German towns, but if the user

8
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Figure 5. Example ontology (type hierarchy
and instances)

departs from Berlin, her destination must be Hamburg.

Matching. Since the capabilities of both goal and service

derivatives do not include any precondition, the hybrid se-

mantic matching of them is restricted to the matching of

their postcondition states as follows.

1. match types: the types of Ticket D4 and Ticket D5

are equal. Hence the valuation is v1 =
(1, 0, 0, 0, 0, 0, 0).

2. match parameters: both are output parameters, no

annotation necessary

3. match relations

(a) departure: the types of Town D3 and German-

Town D1 are not equivalent, but Town D3 allows

subtypes. Since GermanTown is a subconcept of

Town, the valuation is v2 = (0, 1, 0, 0, 0, 0, 0, 0).

(b) via: this relation is not defined for Ticket D3,

but the missingStrategy for this relation is as-
sumeEquivalent yielding a valuation v3 =
(1, 0, 0, 0, 0, 0, 0, 0).

(c) arrival: analogous to departure types of the

ranges of arrival are subtypes and yield the valu-

ation v4 = (0, 1, 0, 0, 0, 0, 0, 0).

(d) date: is equal in goal and service, hence valuated

as v5 = (1, 0, 0, 0, 0, 0, 0, 0)

(e) purchaser: type matching fails for Customer D1

and Client D1, but compensative syntactic

matching is allowed using loss of information

(LOI) metric. For the unfolding only the types of

the derivatives should be used (scpType), yield-

ing the term vectors (Customer : 1, T own :
1, P erson : 1, Location : 1, T own : 1) and

(Client : 1, T own : 1, P erson : 1, Location :
1, T own : 1) for Customer D1 and Client D1,

respectively. The similarity degree is 0.75, and

therefore greater than the declared minimum of

0.7. The resulting valuation vector is v6 =
(0, 0, 0, 0, 0, 0, 1, 0).

The aggregated relation valuation is v7 = v2+...+v6
5 =

(0.4, 0.4, 0, 0, 0, 0.2, 0)

4. match constraints: Ticket D4 has the constraint c1.

This is satisfied by the instances t1, . . . , t5. The con-

straint c2, which is imposed on Ticket D5 is satisfied

by the instances t3, . . . , t5. That means the instances

for Ticket D5 are a subset of those of Ticket D4 and

hence the valuation is v8 = (0, 1, 0, 0, 0, 0, 0, 0)

Finally, the aggregated valuation for the derivative matching

of Ticket D4 and Ticket D5 is

v9 = v1+v7+v8
3 = ( 7

15 , 7
15 , 0, 0, 0, 1

15 , 0).

5 Related work

To the best of our knowledge, WSMO-MX is the first

implemented full-fledged matchmaker for WSMO-oriented

services. It borrows the approach to recursive object-

oriented structure matching from [9], the notion of inten-

tional matching from [6], and the hybrid semantic matching

from [10]. The mediator based discovery approaches pre-

sented in [7, 17] do not allow for a general goal-service

matching, but require problem specific mapping, or con-

struction rules. Besides, like in [15], they define their no-

tions of match on the assumption that an advertisement

postcondition has to subsume the goal’s postcondition for a

full match, which is diametrically opposed to our approach

and to the original idea of how to match program capabili-

ties initially proposed in [4, 18].

Other relevant approaches to automated selection of se-

mantic web services include those for retrieving relevant

OWL-S services [11, 15]. Most of them rely on DL based

subsumption reasoning. However, OWL still lacks the sup-

port of rules and subsumption reasoning in the underlying

description logic SHOIN (D) is NEXPTIME. Besides,

unlike WSMO, there is no way in OWL-S to link I/O pa-

rameters in the signature with preconditions and effects as

shared variables. Thus, most OWL-S matchmakers perform

9
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signature matching only. OWLS-MX [10] complements the

logic based semantic matching of OWL-S service signa-

tures with syntactic matching, which is also rudimentary

performed in LARKS [16]. For WSMO-MX, we did im-

prove on this idea of OWLS-MX by allowing for a more

fine-grained parametrisation, and integrated interleaving of

syntactic and semantic matching.

6 Conclusions

In this paper we presented the general purpose match-

maker WSMO-MX for services described in WSML-MX

which is a LP based variant of WSML-Rule that facilitates

matching of pre- and postconditions of object-oriented de-

scriptions of goals and services. WSMO-MX applies dif-

ferent matching filters to retrieve WSMO services that are

semantically relevant to a given goal with respect to seven

degrees of hybrid matching. Each of these degrees are re-

cursively computed by aggregated valuations of ontology

based type matching, logical constraint and relation match-

ing, and syntactic similarity of goal and service derivatives.

It integrates signature matching with state matching, and re-

turns not only the final aggregated valuation vector for the

hybrid matching degrees but an annotation of the match-

ing results for interactive goal refinement by the user. Cur-

rently, relation cardinalities are not considered by WSMO-

MX but will be integrated as soon as they become stan-

dardised 3 and supported by an F-Logic reasoner. Though

the matchmaker has been fully implemented, the evaluation

of its performance is ongoing work with generating the re-

quired WSMO service retrieval test collection first. Like

with OWLS-MX, we intend to make WSMO-MX (without

OntoBroker4) available to the semantic community under

GPL-like license at the semwebcentral.org portal.
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Abstract

In this paper, we present a novel approach, named RS2D,
to risk driven semantic service query routing in unstruc-
tured, so called pure P2P networks. Following the RS2D
protocol, each peer dynamically learns about the query an-
swering behavior of its direct neighbours. without prior
knowledge on the semantic overlay. The decision to whom
to forward a given service request is then driven by the es-
timated mixed individual Bayes’ conditional risk of routing
failure in terms of both semantic loss and high communi-
cation costs. The results of our experimental evaluation of
retrieval performance and robustness show that RS2D top
performs compared to other relevant systems.

1. Introduction

The retrieval of relevant services is one key to service
oriented computing in the web and semantic web. As of to-
day, web services are supposed to be still discovered mainly
by means of central repositories or registries such as UDDI
[1]. In contrast, unstructured P2P service networks are ex-
pected to be robust against dynamic changes in the under-
lying network topology at the very expense of adminis-
trative communication overhead in due course of the self-
regulation of the peers. The major challenge of decentral-
ized semantic Web service retrieval in unstructured P2P ser-
vice networks is to keep the communication costs of service
retrieval low with reasonably high precision of the returned
results.

Different approaches to solve this problem have been
proposed in the literature; an accessible survey is provided
in [2]. Whereas broadcast-based approaches are very ro-
bust with high precision they typically suffer from poor
scalability due to their high communication overhead. Ran-
domized routing usually keeps the communication effort
low, but at the expense of low precision of the returned
results. Our solution to this problem is the first risk as-
sessment driven semantic service query routing protocol,

named RS2D. Key idea is to let the peers dynamically learn
the average query-answer behavior of their direct neigh-
bours in the network for making individual probabilistic risk
based routing decisions with respect to both semantic gain
and communication costs. In contrast to other existing ap-
proaches, RS2D does not require any prior knowledge on
the environment including service distribution, global on-
tologies, or network topology. We implemented the RS2D
protocol and experimentally evaluated its performance and
robustness in randomly generated unstructured P2P net-
works in different scenarios.

The remainder of this paper is organized as follows: Af-
ter brief discussion of related work in section 2, we provide
the outline of the RS2D protocol in section 3, and provide
the details of the underlying Bayesian risk based routing
decision rule in section 4. Section 5 provides and discusses
the results of the experimental evaluation of RS2D com-
pared with other relevant approaches. Section 6 presents
some insights into the implementation of the RS2D system
and its simulation, and section 7 concludes the paper.

2. Related Work

The GSD-algorithm by Chakraborty et al.[4] takes ad-
vantage of the hierarchical structure of a global underly-
ing ontology of the semantic network. Peers advertise their
services not as service description, but with an ontological
classification. When a peer gets a request for a service, it
uses this classification to determine the distance between
the requested and the offered services in the ontology tree.
This approach has the clear disadvantage that only a static
and commonly known ontology can be used. Additionally,
sometimes the ontological classification might not be suffi-
cient to find matching services, e.g. if they differ in their
input and output parameters.

Another approach was proposed by Haase et al. with
Bibster [8]. Their system relies on service advertisements
that build up a semantic topology overlay. This is done by
a special advertisement caching policy: peers add adver-
tised services of neighbours to their list of known services
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only if they are semantically close to at least one of their
own services. This way, peers become experts for seman-
tically similar services. When a query then asks for a cer-
tain service, Bibsters routing mechanism chooses those two
neighbours whose expertise is closest to the query. Thus the
query travels along a path of peers with similar expertise
what increases the result precision and decreases communi-
cation overhead. However, the message traffic induced by
the initial exchange of service advertisements is rather high.
Also, prior knowledge about other peers’ ontologies as well
as their mapping to local ontologies is assumed.

To the best of our knowledge, there exist no other rel-
evant and implemented solutions to the problem of decen-
tralized semantic service retrieval in unstructured P2P net-
works.

3 RS2D Routing Protocol Overview

One major challenge of decentralized service retrieval
in unstructured P2P networks, is to achieve a reasonably
high retrieval performance with low communication costs
without any prior knowledge about the environment includ-
ing services, ontologies, or network topology. There is no
central directory or repository in the system. The basic
idea of our solution to the problem is to allow each peer
to quickly learn which of its direct neighbours in the net-
work will probably return relevant semantic web services
for a given query with minimal risk of both semantic loss
and high communication in total. We first outline the RS2D
protocol to be followed by each peer, and then provide the
details of it in subsequent sections.

Let be for each peer v, q a service request (query); S set
of locally known services, Sq the current top-k relevant ser-
vices (URIs) retrieved; a ∈ R the communication effort of
propagating q, that is the number of messages in the rout-
ing subtree for q in the network graph; TS the individual
training set of a peer consisting of information about previ-
ous queries and their results; hop ∈ N the distance from v
in the network. Then, each peer v performs the following
steps:

• Determine the set S ′
q of services that are semantically

relevant to q: S ′
q = Sq ∪ {∀s ∈ S : σ(s, q)}.

The function σ(s, q) ∈ [0, 1] maps the matching re-
sults of the used semantic web service matchmaker
to [0, 1], where σ(s, q) = 0 and σ(s, q) = 1 repre-
sent a matching failure and exact match, respectively.
For our experiments with RS2D, we used the hybrid
OWL-S service matchmaker OWLS-MX [9] which
renders RS2D independent from any fixed global on-
tology, as this matchmaker dynamically maintains a lo-
cal matchmaker ontology by means of logic based rea-

soning upon provided service advertisements and re-
quests (see also sect. 6).

• For each peer vk in the direct neighbourhood of v
(hop = 1):

– Estimate the expected semantic gain E(y), and
communication costs E(a) of forwarding request
r = (q, Sq, S

′
q, a) to vk based on the actual train-

ing set TS.

– Compute the individual Bayes’ conditional risk
of routing r to vk, or not (cf. section 4).

– Send r to vk, if the risk of forwarding is minimal,
or if (initially) TS = ∅ then multicast r to all
neighbours.

• Observe the query answer behavior of neighbour peers
vk by storing received replies with a semantic score
L(S′′

q ) of intermediate results S ′′
q returned and com-

munication costs a per query in the local training set
TS. The semantic score measures the quality of the
set of retrieved services with respect to q by means of
L(Sq) :=

∑
s∈Sq

σ(s, q).

• Reject a received request r, if it has been already pro-
cessed locally, or a fixed number of forwarding steps
(hops) is reached, or the risk of further forwarding is
maximal for each of its neighbours.

• Return set of top-k semantically matching services in
a priority queue if the semantic gain is positive, that is
L(S′′

q ) − L(S′
q) > 0.

Each peer collects the replies on query q it receives from
its neighbours and merges them together with its local re-
sults set which is then returned to the one who did forward
q to it. This way, the result set for a query is created while
being propagated back to its origin. At the same time, each
peer involved in this process continuously learns about the
query answering behaviour of each of its neighbours in gen-
eral. It caches the individual observations in its local train-
ing set each time it receives a reply. This, in turn, enables
each peer to estimate the corresponding risk of forwarding
a query to individual peers.

4 Bayes Risk of Query Routing

The decision of each peer to route a given query q to any
of its neighbours vk is based on the individual estimated
mixed risk of doing so in terms of both semantic gain and
communication costs. The estimated semantic gain E(y),
the estimated communication costs E(a) as well as the
probability with which a neighbour will answer are com-
puted from the training set TS by means of a naive Bayes
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approach [5]. More concrete, the risk assessment driven
routing decision bases on the computation of the individual
Bayes’ conditional risk defined as:

R(αi|x) =
|C|∑

j=1

λ(αi, cj) · P (cj |x) (1)

with

• Binary routing alternatives α0 and α1 for not routing,
respectively, routing the query.

• Query answer class set C = {c0, c1} with classes c0

(= query rejected because it already was processed by
vk) and c1 (= vk answers to the query with a semantic
gain, i.e. with L(S ′′

q ) − L(S′
q) > 0.

• Observation x of query answering behavior of vk for
past queries

• Mixed semantic and communication loss λ(αi, cj) for
routing alternative αi and query answer class cj .

• Conditional probability P of query answering class c j

for given observation x.

Having computed the mixed risk values for each binary
routing alternative for each of its neighbours, the peer then
routes the query q only to those peers for which the corre-
sponding alternative with minimal risk

α∗ = argmin{R(α0|x), R(α1|x)} (2)

is α1, otherwise rejects. This minimizes the overall risk
R =

∫
R(α(x)|x)P (x)dx in compliance with the known

Bayes Decision Rule, in other words a decision for the al-
ternative with minimal overall risk is optimal.

What does an individual peer observe in concrete terms?
From each reply to a given query q it received from some
neighbour vk, it extracts data into a training record t =
(q, S′

q, S
′′
q , L(S′

q), L(S′′
q ), f id, tid, cj, a) and stores it in a

local training set TS. These observation data are as fol-
lows:

q: Request in terms of the description of a desired service
written in a semantic web service description language
such as OWL-S.

S′
q: Set of top-k relevant services retrieved before forward-

ing the request.

S′′
q : Set of top-k relevant services retrieved after forward-

ing the request.

L(S′
q), L(S′′

q ): Semantic score of S ′
q, S′′

q

fid: Identifier of the peer from which the request was re-
ceived.

tid: Identifier of the peer to which the request was for-
warded.

cj : Query answer result class (c0 or c1).

a: Communication effort entailed by the decision to route
the request to vk, i.e. the number of message hops in
the routing subtree of the request.

The observation vector x ∈ N
2 used for risk estimations

is defined as x = (fid, tid). Our experiments showed, that
already the use of these two parameters yield an reason-
ably well prediction. To be able to predict the values of
λ, E(y), E(a) and P (cj |x), we filter the training set in dif-
ferent ways. Let TSp1,...,pz ⊂ TS denote the set of train-
ing records t with parameters p1 to pz set to given values,
for example, TSfid,tid the subset which has the given val-
ues for fid and tid (here: z = 2 having p1 = fid and
p2 = tid).

The estimated semantic loss of routing q to a peer vk (al-
ternatives α0, α1) for possible query answer classes (c0, c1)
based on its average Q/A behavior according to the actual
training set is computed as follows:

λ(α0|·) λ(α1|·)
c0 −E(a)κ 2κ
c1 τE(y) −τE(y)

(3)

The average message transmission costs are denoted by
κ, and assumed to be constant. In addition, the average ex-
pected semantic gain E(y) and average number of messages
E(a) are defined as follows:

E(y) :=
1

|TSfid,tid|
∑

t∈TSfid,tid

[L(S′′
q )]t − [L(S′

q)]t (4)

E(a) :=
1

|TSfid,tid|
∑

t∈TSfid,tid

[a]t (5)

with [x]t extracting the parameter x from observation record
t in the training set TS. The real-valued user preference pa-
rameter τ denotes the weighted relation between maximum
semantic gain (y = 1) and communication costs the user is
willing to accept; in our experiments, we obtained the best
results with τ = 1000. Each of the above defined cases
of semantic loss of a routing decision by an individual peer
v with respect to forwarding a given request to one of its
neighbor peers vk is justified as follows:

λ(α0|c0) No routing of the request to the targeted peer vk

takes place, but it would have been rejected by this peer
anyway. As a consequence, the risk based decision
is of benefit for v in terms of saved communication
efforts (−E(a)κ).
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λ(α0|c1) In this case, peer v does not forward the query to
vk but would have received a positive reply with se-
mantic gain. Hence, the loss is computed in terms of
the costs of the lost opportunity, that is the semantic
gain weighted by its relation to individually prefered
upper bound of communication costs (τE(y)).

λ(α1|c0) Peer v decides to route the query to vk which re-
jects it. Hence, the decision was not beneficial for v in
that it produced unnecessary communication costs of
the specific request and reply.

λ(α1|c1) The request of peer v will be answered by vk with
some expected semantic gain for v. Hence, the deci-
sion is beneficial for v in terms of negative loss (utility
−τE(y)).

Using λ for computing the risk of routing alternatives
α0, α1 does reflect the classical loss relation between utility
and costs:

R(α0|x) = −E(a) · κ · P (c0|x) + τ · E(y) · P (c1|x) (6)

R(α1|x) = 2 · κ · P (c0|x) − τ · E(y) · P (c1|x) (7)

Alternatively, one could have defined the semantic loss
of the query answering class c1 directly as difference be-
tween expected semantic gain and average communication
costs in terms of number and volumes of messages ex-
changed:

λ′(α0|·) λ′(α1|·)
c0 −E(a)κ 2κ
c1 E(y) − E(a)κ −E(y) + E(a)κ

(8)

However, according to the results of our experimental eval-
uation, this option can be significantly improved by the one
chosen in terms of retrieval performance with only slightly
increased communication efforts.

Then, the conditional probability P (cj |x) of possible an-
swering result classes of the considered peer vk based on
its observed Q/A behavior in the past is computed as usual
based on he prior probability P (x|cj), the likelihood P (cj),
and the normalizing evidence factor P (x) from the training
set TS:

P (cj |x) =
P (x|cj) · P (cj)

P (x)
(9)

with

cP (cj) =
|TScj |
|TS| (10)

P (x|cj) =
n∏

l=1

P (xl, cj) (11)

P (x) =
|C|∑

j=1

P (x|cj) · P (cj) (12)

with the probability P (xl, cj) of the occurence of the ob-
servation feature component xl together with class cj de-
fined as

P (xl, xj) =
|TSxl,cj |
|TScj |

(13)

The decision making process heavily relies on the train-
ing set TS that each peer maintains individually. Initially,
when a peer joins the network, its training set TS is empty;
in this case, it sends its queries to all its direct neighbours
until the size (θ(TS))) of its training set, more specifically
TSfid,tid is sufficiently large for continuing with risk as-
sessment driven routing decisions from this point. Our ex-
periments provide evidence in favor of θ(TSfid,tid) = 1
(θTS = 8 when using the alternative semantic loss defini-
tion in equ.(8)).

5 Evaluation

We have implemented the RS2D protocol and evaluated
it by means of simulation. For this purpose, we randomly
generated unstructured, sparsely connected P2P networks
of different size with 50, 100, 200, and 576 peers, and
used the OWLS-TC2 service retrieval test collection [6]
which contains 576 OWL-S services, 36 queries with rele-
vance sets, and the OWLS-MX matchmaker [7] for seman-
tic matching by each peer.

Figure 1. Example of unstructured network of
576 peers used in our experiments

In each simulation run, the queries are sequentially pro-
cessed by each peer to generate the training set, and the top
k (k = 20) services are returned by each peer only. The
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P2P service retrieval performance is measured in terms of
micro-averaged precision and recall against communication
overhead with respect to the maximum hop count for query
propagation.

We evaluated the performance of the RS2D service query
routing mechanism against the following relevant alterna-
tive approaches:

BCST Classic broadcast based routing forwards the query
to all direct neighbours until a maximal number of
hops is reached, or all neighbours reject the query.
BCST always yields optimal precision but at the very
expense of communication efforts.

RND2 Random peer selection: This method randomly se-
lects two direct neighbours of a peer vm to which the
query is forwarded. RND2 has low communication
costs but low precision as well. It is also used by de-
velopers of BIBL in [8] for the comparison of perfor-
mance.

BIBL Bibster-like routing: This routing mechanism sim-
ulates the one used in the P2P system Bibster [8]. In
particular, peers have prior knowledge about a fixed se-
mantic overlay network that is initially built by means
of a special advertisement caching policy. Each peer
only stores those advertisements that are semantically
close to at least one of their own services, and then se-
lects for given queries only those two neighbours with
top ranked expertise according to the semantic overlay
it knows in prior.

5.1 Service retrieval performance

In our experiments, we evaluated two essential aspects of
P2P service retrieval performance measurement:

1. Service distribution to peers: Uniformly at random Vs.
Single peer hosts all relevant services per query

2. Query distribution to peers by the user: Random
querying of peers Vs. One central Q/A peer, as a single
entry point to the system for the user

For reasons of space limitation, we present only represen-
tative results of selected experiments.

Experiment 1: As figure 2 shows, in a network of 576 peers
with evenly distributed 576 services, and random query-
ing of peers, RS2D outperforms BIBL as well as RND2 in
terms of precision with lesser number of hops which yields
a better response time. The same results can be obtained for
RS2D in smaller networks.

However, unlike BCST this nearly optimal performance
of RS2D does not come at the very expense of communi-
cation but only almost one third and twice of that of BCST
and BIBL, respectively, as shown in figure 3.

Figure 2. Experiment 1, Precision: RS2D
outperforms BIBL and RND2, and performs
close to optimal BCST.

Figure 3. Experiment 1, Communication.

In more detail, RS2D performs as bad as broadcast in
its initial training phase while in case of processing the last
query of the test collection in one simulation run, RS2D
outperforms even the more savvy BIBL system (see fig.4).

Please note that this provides evidence in favor of mixed
risk-driven routing based on learned average Q/A behavior
rather than query-specific routing only. It would be interest-
ing to investigate a mix of both approaches in future.
Experiment 2: We also simulated the case of single query
authorities and random querying of peers. In this case, one
peer hosts all services that are relevant to a specific query,
thus possesses the complete relevance set of this particular
query. For each query a different peer was chosen at ran-
dom. Then the queries were executed uniformly at random
from different peers as in the first experiment.

In this case, BIBL is more efficient than its competitors
as it heavily benefits from the exploitation of the given se-
mantic overlay structure for optimal routing. RS2D is out-
performed by BIBL because it is difficult to find the au-
thority for a query when only the average query answer be-
haviour is considered (see fig.5).

Not surprising, in this case the communication costs of
RS2D are higher than that of BIBL with given semantic
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Figure 4. Experiment 1, Communication (first
and last query): While in the initial train-
ing phase RS2D produces as much traffic as
BCST does, it even outruns BIBL’s traffic on
the last executed query due to the learned
average query answering behaviour. BIBL is
more efficient in communication in the first
run because of its exploitation of given se-
mantic overlay knowledge for routing.

topology but still significantly lower than BCST as shown
in figure 6.
Experiment 3: In case where one centrally located peer
executes all 36 queries for the user, thereby acting as a sin-
gle point of entry, with 576 services distributed uniformly
at random in a 576 peer network, and θTS = 1, RS2D
performed as well as BCST in terms of precision (BCST-
/RS2D curves are overlapping in fig.7) but drastically re-
duced communication overhead.

5.2 Robustness

The remaining question is how robust RS2D enabled
unstructured P2P service networks are against dynamic
changes, when peers can enter or leave the network at any
time. For this purpose, we tested RS2D in a 576 peer net-
work where each peer is hosting exactly one service but
wiht only 80% of all the peers ( = 460) being online. Dur-
ing the simulation run, we randomly let new peers join
and leave the network with a rate of about one peer join-
ing/leaving each 5 simulation steps (about 400 join/leave-
operations per simulation run). In case of incomplete return
paths for a query due to relevant peers having left the net-
work, the peer in question tries to find the subsequent peers
in the path. If this strategy fails, it sends out a limited 2-hop

Figure 5. Experiment 2, Precision: RS2D still
is almost optimal. BIBL exploits its given se-
mantic topology to its maximum. Both out-
perform RND2.

Figure 6. Experiment 2, Communication.

broadcast of the answer to its neighbours. If this last fall-
back also fails, the answer to the query is discarded yielding
a total loss of all related intermediate results.

The join operation for a single peer in RS2D enabled
P2P networks is implemented as a simple handshake-
advertisement: Each peer that wants to join the net-
work, broadcasts a one-hop advertisement to all peers
in its direct (one-hop) neighbourhood and then waits for
acknowlegement-messages. If at least one peer answers, the
requesting peer considers itself to be online, and both peers
mutually take themselve for new routing decisions into ac-
count. The leave operation is completely passive: A peer
just drops out and stops answering to messages. Each of
its neighbouring peers will detect this as soon as it wants to
send a new message to the dropped peer, and removes all
training records that relate to this peer from the local train-
ing set.

As shown in figure 8, RS2D turned out to be reason-
ably robust against dynamic changes in the network topol-
ogy. However, the precision went down for all tested rout-
ing mechanisms due to the following reasons. First, some
of the relevant services are provided by offline peers, hence
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Figure 7. Experiment 3, precision: RS2D per-
forms optimal (curve is on that of BCST).
Central peer searches minimal spanning tree
for all queries after initial multicast; Commu-
nication: RS2D outperforms BIBL with signif-
icantly lower communication effort.

were unreachable. Second, some query answers were not
propagated to the querying peer due to broken links in the
network. Please note that the precision of BCST is optimal
for this scenario, and RS2D is close to it but with only half
of its communication efforts. This is because the the initial
training phase is only repeated for recently joined peers - all
stable peers are still risk-evaluated when taking the forward-
decision.

Not surprising, Bibster-like routing performs poor in dy-
namic environments since its semantic topology breaks to
the same extent the network topology changes. Building up
a semantic topology is a very costly process as each peer has
to advertise its hosted services at the cost of one advertise-
ment message propagated over 3 hops in our experiments
leading to a traffic load of about 212.000 messages in a 576
peer network, and about 5.800 messages for each of the 36
queries.

For more details on the RS2D performance and robust-
ness experiments, we refer the interested reader to the RS2D
experiment web page [3].

Figure 8. Experiment 4, dynamic: Preci-
sion goes down for all routing methods but
RS2D significantly outruns both Bibster and
random selection, hence is more robust to
network-fluctuation. However, this comes
at the very expense of communication over-
head compared to Bibster, though half of that
of Broadcast.

6 Implementation

The RS2D approach to OWL-S service retrieval in un-
structured P2P networks has been implemented in Java 1.5,
and evaluated by simulation on one server. The architec-
ture of the simulator is shown in figure 9; the simulator
also provides PHP-script based online visualization of the
experimental evaluation results.

For computing the numeric semantic score LS(Sq) used
by RS2D for its risk based routing decision (cf. section 3),
we defined a simple linear mapping (σ(s, q)) of the oputput
of the semantic Web service matchmaker OWLS-MX [9] to
the interval [0, 1] as shown in figure 10.

The OWLS-MX code is available at [7]. OWLS-MX
takes any OWL-S service description as a query, and re-
turns an ordered set of relevant services that match the query
in terms of both crisp logic based and syntactic similarity
according to five different filters and selected IR similar-
ity metric. Logical subsumption failures produced by the
integrated description logic reasoner of OWLS-MX are tol-
erated, if the computed syntactic similarity value is suffi-
cient. What makes OWLS-MX particularly suitable to ser-
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Figure 9. Architecture of RS2D Simulator.

vice retrieval in unstructured semantic P2P service networks
is its capability to dynamically maintain a local ontology,
hence renders RS2D independent from the use of any fixed
global ontology like in GSD. It classifies arbitrary query
concepts into its dynamically evolving ontology based on
a commonly shared minimal basic vocabulary of primitive
components instead of limiting query I/O concepts to ter-
minologically equivalent service I/O concepts in a shared
static ontology as, for example, the OWLS-UDDI match-
maker does.

For our experiments, we used the OWL-S service re-
trieval test collection OWLS-TC which is available at [6].
The collection consists of 576 OWL-S 1.1 services; its size
in particular limited the maximum size of the unstructured
P2P networks of our experiments as we neither did extend
the collection nor distributed dummy service copies to peers
for simulation.

7 Conclusion

We presented a first approach, named RS2D, to risk as-
sessment driven semantic service retrieval in unstructured
P2P networks without prior knowledge on the semantic
overlay. It relies on the dynamic learning of averaged query-
answer behavior of peers for minimal mixed routing risk.
Experimental evaluation of RS2D showed that it is very ro-
bust and fast with reasonably high precision compared to

Fail
-

NN
-

Exact
-

Subsumes
-

Plug-In
-

dom / sim

sigma

1.0

0.0

1.0 0.0 0.01.0 0.01.0 1.0 0.0 1.0 0.0

Figure 10. Used mapping of the degrees of
semantic service matching returned by the
OWLS-MX matchmaker to [0,1] for computing
the numeric semantic score.

other existing relevant approaches. It is, however, weak
in finding single query authority peers, and requires initial
training, though only for an acceptable amount of time. We
intend to make RS2D publicly available under GPL-like li-
cense at semwebcentral.org.
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Abstract

We present an OWL-S service composition planner, called
OWLS-Xplan, that allows for fast and flexible composition
of OWL-S services in the semantic Web. OWLS-Xplan con-
verts OWL-S 1.1 services to equivalent problem and domain
descriptions that are specified in the planning domain descrip-
tion language PDDL 2.1, and invokes an efficient AI plan-
ner Xplan to generate a service composition plan sequence
that satisfies a given goal. Xplan extends an action based
FastForward-planner with a HTN planning and re-planning
component.

Introduction
One of the striking advantages of web service technology is
the fairly simple aggregation of complex services out of a
library of simpler or even atomic services. The same is ex-
pected to hold for the domain of semantic web services such
as those specified in WSMO or OWL-S. The composition of
complex services at design time is a well-understood princi-
ple which is nowadays supported by many broadly available
tools and other composition planners such as SHOP2.

Hierarchical task network (HTN) planners such as
SHOP2 perform well in domains for which complete and
detailed knowledge on at least partially hierarchically struc-
tured action execution patterns is available, such as, for ex-
ample, in scenarios of rescue planning. In domains in which
this is not the case, i.e., no concrete set of methods and de-
composition rules that lead to an executable plan are pro-
vided, an HTN planner would not find the solution due to the
fixed structure of hierarchical action decompositions stored
in its database. That inherently limits the degree of qual-
ity of any HTN planner to that of its used methods that are
created by human experts.

In contrast, action based planners are able to find a so-
lution based on atomic actions as they are described in
the methods, but without using the structure of the latter.
Atomic actions can be combined in multiple ways to solve
a given planning problem. But how to cope with planning
problems that are in part hierarchically structured according

∗This work has been supported by the German Ministry of Ed-
ucation and Research (BMBF 01-IW-D02-SCALLOPS), and the
European Commission (FP6 IST-511632-CASCOM).
Copyright c© 2005, American Association for Artificial Intelli-
gence (www.aaai.org). All rights reserved.

to decomposition rules and methods but not solvable exclu-
sively by means of HTN planning?

For this purpose, we developed a hybrid AI planner
Xplan (Schmidt 2005) which combines the benefits of
both approaches by extending an efficient graph-plan based
FastForward-planner with a HTN planning component. To
use Xplan for semantic Web-Service composition, XPlan
is complemented by a conversion tool that converts OWL-
S 1.1 service descriptions to corresponding PDDL 2.1 de-
scriptions that are used by Xplan as input to plan a service
composition that satisfies a given goal. In contrast to HTN
planners, Xplan always finds a solution if it exists in the ac-
tion/state space over the space of possible plans, though the
problem is NP-complete. Xplan also includes a re-planning
component to flexibly react to changes in the world state
during the composition planning process. Together the im-
plementations of Xplan and OWLS2PDDL converter make
up the semantic Web service composition planner OWLS-
Xplan.

The remainder of this paper is structured as follows. Sec-
tion 2 provides an overview of the OWLS-Xplan system ar-
chitecture, followed by a brief description of the integrated
converter module OWLS2PDDL in section 3. The core of
OWLS-Xplan, the hybrid planner Xplan, is presented and
compared with SHOP2 in section 4 and 5, respectively. We
conclude in section 6.

OWLS-Xplan Overview
OWLS-Xplan consists of several modules for preprocessinf
and planning. It takes a set of available OWL-S services, a
domain description consisting of relevant OWL ontologies
and a planning query as input, and returns a plan sequence
of composed services that satisfies the query goal.

For this purpose, OWLS-Xplan first converts the domain
ontology and service descriptions in OWL and OWL-S, re-
spectively, to equivalent PDDL 2.1 problem and domain de-
scriptions using its OWLS2PDDL converter. The domain
description contains the definition of all types, predicates
and actions, whereas the problem description includes all
objects, the initial state, and the goal state. Both descriptions
are then used by the AI planner Xplan to create a plan (repre-
senting one composed web service) in PDDL that solves the
given problem in the actual domain and initial state. For rea-
sons of convenience, we developed a XML dialect of PDDL,

M Klusch, 2008 224/466



called PDDXML, that simplifies parsing, reading, and com-
municating PDDL descriptions using SOAP. Table 1 shows
the corresponding notions of both the AI planning and se-
mantic web service domain.

planning domain semantic web service domain
(atomic) operator service profile
(atomic) action atomic web service,

atomic process
complex action service model

method composed web service,
workflow, composite process

Table 1: Correlating notions of the planning and semantic
web service domain

An operator of the planning domain corresponds to a ser-
vice profile in OWL-S: Both operator and profile, in essence,
describe a pattern or template of how an action or web ser-
vice as an instance should look like. A method is a special
type of operator, that allows the user to describe workflows
or composed web services. The planner may use methods as
a hierarchical task network during its planning process.

Converter OWLS2PDDL
The conversion of OWL-S 1.1 service descriptions to
PDDXML requires not only the straight forward transcrip-
tion of types and properties to PDDL predicates but the map-
ping of services to actions (cf. figure 1). Due to space limi-
tations, we only describe the essential translation process.

Figure 1: Mapping between OWL-S service and PDDL ac-
tion description

Any OWL-S service profile input parameter correlates
with an equally named one of an PDDL action, and the
hasPrecondition service parameter can directly be trans-
formed to the precondition of the action by use of predi-
cates. The same holds for the hasEffect condition parame-
ter. Figure 3 provides an example of such a mapping of an
OWL-S 1.1 service that calculates the route from given GPS-
position of an accident to the nearest hospital for an emer-
gency physician to the equivalent PDDL 2.1 action descrip-
tion. Either this service already exists, hence its translation
is part of the planning domain description, or, as a requested

service (query) becomes part of the planning problem de-
scription.

Figure 2: Part of OWL-S 1.1 service description

Figure 3: Part of action description in PDDXML converted
by OWLS2PDDL

However, the conversion of the output of an individual
OWL-S service, that is the information the service offers to
the world, to PDDL turns out to be more problematic. The
problem is that the service hasEffect condition explicitly de-
scribes how the world state will change while this is not nec-
essarily the case for an hasOutput parameter value, though it
indeed could implicitly influence the composition planning
process. However, PDDL does not allow to describe non-
physical knowledge such as train connections produced as
an output of a service.

This problem can be solved by mapping the service output
parameter X to a special type of the service hasEffect pa-
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rameter. In particular, every output variable X is described
in, and added to the current (physical) planning world state
by means of a newly created add-effect predicate in PDDL
uniquely named ”agentHasKnowledgeAbout(X)”. Sim-
ilarly, each input variable Y is mapped to an input pa-
rameter Y of an PDDL action complemented by precondi-
tion predicate ”agentHasKnowledgeAbout(Y )”. OWLS-
Xplan would only use a service description during its
planning process, if the additional precondition predicate
”agentHasKnowledgeAbout(Y )” on available knowl-
edge about service input data is satisfied such that X = Y
holds. Otherwise the service execution could fail since
checking the service preconditions may reveal that they are
not satisfied in the actual world state.

Figure 4: Part of initial world state semi-automatically built
by OWLS-Xplan editor

Figure 5: Part of problem description in PDDXML con-
verted by OWLS2PDDL

Figure 4 shows an example of an inital world state that
has been semi-automatically built by the OWLS-Xplan ed-
itor. In particular, it currently provides application-oriented
templates to the user that allow her to quickly enter, mod-
ify, and validate the initial world state and the query, i.e.,
the goal state, depending on the specific situation and prob-
lem at hand. If the user wants to query the agent for a

medical transporation service, she only has to fill in a few
pre-given templates, thereby setting the values of default pa-
rameters of world state and one requested service with re-
lated OWL ontologies attached to the template. This ini-
tial state and request description is then automatically con-
verted to the corresponding PDDXML problem description
by OWLS2PDDL (cf. figure 5). This, in turn, is fed into
the planner Xplan to find a solution, i.e. a plan sequence of
services or actions on the initial world state that satisfy the
given goal.

The AI planner Xplan
Xplan is a heuristic hybrid search planner based on the FF-
planner developed by Hoffmann and Nebel (Hoffmann &
Nebel 2001). It combines guided local search with graph
planning, and a simple form of hierarchical task networks to
produce a plan sequence of actions that solves a given prob-
lem. This yields a higher degree of flexibility compared to
pure HTN planners like SHOP2 (Sirin et al. 2004) whereas
the use of predefined workflows or methods improves the ef-
ficiency of the FF-planner. In contrast to the general HTN
planning approach, a graph-plan based planner is guaran-
teed to always find a solution independent from whether the
given set of decomposition rules for HTN planning would al-
low to build a plan that contains only atomic actions. In fact,
any graph-plan based planner would test every combination
of actions in the search space to satisfy the goal which, of
course, can quickly become prohibitively expensive.

Xplan combines the strengths of both approaches. It is
a graph-plan based planner with additional functionality to
perform decomposition like a HTN planner. Figure 6 shows
an example of how Xplan of OWLS-Xplan uses only those
parts of a given method for decomposition that are required
to reach the goal state with a sequence of composed services
WS1 and WS3. In contrast, HTN planning would com-
pletely decompose M into WS1 followed by WS2, hence
output also WS2 which is of no use for reaching the goal.

Figure 6: Using parts of methods to reach a goal state in
OWLS-Xplan

Overview
The Xplan system consists of one XML parsing module, and
following preprocessing modules. First, required data struc-
tures for planning are created and filled, followed by the
generation of the initial connectivity graph and goal agenda.
The latter two actions are interleaved with replanning. The
core (re-)planning modules concern the heuritically relaxed
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Figure 7: Architecture of Xplan

graph-plan generation and enforced hill-climbing search (cf.
figure 7).

After the domain and problem definitions have been
parsed, Xplan compiles the information into memory effi-
cient data structures. A connectivity graph is then generated
and efficiently realized by means of a look up table, which
contains information about connections between facts and
instantiated operators, as well as information about numeri-
cal expressions which can be connected to facts. This con-
nectivity graph is maintained during the whole planning pro-
cess and used for the actual search. In case of a replanning
situation, the connectivity graph is adjusted according to the
changed new world state.

Xplan uses an enforced hill-climbing search method to
prune the search space during planning, and a modified ver-
sion of relaxed graph-planning that allows to use (decom-
position) information from hierarchical task networks dur-
ing the efficient creation of the relaxed planning graph, if
required, such as in partially hierarchical domains. Infor-
mation on the quality of an action (service) are utilized by
the local search to decide upon two or more steps that are
equally weighted by the used heuristic.

In addition, Xplan includes a replanning component
which is able to re-adjust outdated plans during execution
time. Therefore, the execution engine informs the planning
module about changed world states, and the Xplan replan-
ning component decides whether the remaining plan frag-
ment to execute is still valid or whether a re-planning has to
be initiated. Figure 9 shows a fragment of the plan descrip-
tion produced by Xplan, i.e., a sequence of actions, that is
the composed sequence of corresponding OWL-S services,
that can be executed by the agent.

We implemented Xplan modularly in C++, using the Mi-
crosoft MSXML Parser for reading PDDXML definitions
and generating plans in XML format. Alternatively, Xplan
also provides an interface for direct interchange of planning
data without having to use PDDXML as interchange format.
Each component of Xplan will be described in more detail
in subsequent sections.

Data preprocessing component
Solving a planning process can be viewed as a search prob-
lem in the space of all possible combinations of action se-

Figure 8: Part of plan description in PDDXML.

quences. Xplan starts off with preprocessing the input data
assigning initial values to each predicate of the given (prob-
lem and domain) state description in PDDL.

Type relation, conversion and simplification of formu-
las. In the second step, Xplan creates a matrix, that describes
all type relations and type inclusions. Predicates which are
neither negative nor positive in the effect list of an opera-
tor are considered static for the complete planning process,
hence are removed from all preconditions and effect lists.
Then, the preconditions and effects are converted to disjunc-
tive normal form.

Operator-templates, instantiation and reduction of
search space. Xplan creates templates from these simpli-
fied operators which are instantiated by all possible combi-
nations of input data based on object instances as described
in the PDDL problem description. The set of instantiated op-
erators is then reduced by means of fixed point computation
leading to useable and relevant operators. This is achieved
by iteratively starting with applying all operators to the ini-
tial state. Facts that are added to the state by operators will
be stored in a potential positive facts list. The respective
operators are marked as relevant. This process is repeated
until either no new facts nor operators are added to the lists.
Operators and facts that are neither reachable nor able to be
fulfilled, are removed from the basis set of instantiated op-
erators. Relations between instantiated methods, complex
actions and atomic actions are built, to speed up the search
and decomposition later on. Furthermore, to guarantee com-
pleteness while searching, all negative facts that have a cor-
responding fact in the potential positive facts list are also
stored in the list of relevant facts. Both relevant facts and
operators are used to build the connectivity graph.

Generation of the connectivity graph and goal
agenda

The connectivity graph is built upon the list of relevant facts,
and relevant operators in an iterative process that detects the
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dependencies between the precondition, add- and delete lists
of operators and facts. Once created, the connectivity graph
remains static during the search and planning process. In
contrast to traditional plan graph algorithms, Xplan does not
consider the complete set of goals as a whole but computes
an ordered list of goals, the so called goal agenda. The cor-
responding goal graph is generated based upon this agenda
and the FALSE-sets of each goal. Finally, the transitive hull
over the goal graph is being computed which is then used to
classify goals into goal sets.

Let (O, I,G) be a planning problem for which a goal
agenda with n goal-sets Gs0, . . . , Gsn exists. The search
algorithm starts with the initial state I0 = I and the first
goal-set Gs0 as the planning goal G. If a solution P1 is
found which leads from I0 to Gs0, then the plan is used on
P1 and I0. The resulting state I1 = Result(I0, P0) is then
used as the starting point for the search using I1 as initial
state and planning goal G = Gs0 ∪ Gs1. Thus all reached
goals Gs0 to Gsk−1 remain valid while searching for a so-
lution for Gsk. For the current planning goal Gk in iteration
k it holds that

Gk =
k⋃

i=0

Gsi

The Xplan search algorithm uses a no-ops first-strategy, i.e.,
goals achieved in previous iterations are marked and only
temporally deleted if they will be generated again later on.
This guarantees that the planner generates no sub-optimal
plans with loops.

The Relaxed Graphplan heuristic
After the goal-agenda has been generated, the search pro-
cess starts. The search consists of two interleaved processes.
The Relaxed Graphplan heuristic (Hoffmann 2000) approx-
imates the distance between the initial state I to all reach-
able states S. These distance values are then used to guide
the forward directed search. After each successful step the
distance values are updated again using the heuristic.

Definition 0.1 A state S = (FS , hS , NS) is defined as

• FS is a set of all facts which are true in state S.
• hS is distance to the goal given by a heuristic.
• NS is a set of helpful action which can be used in state S.

Complex actions and hierarchical task networks
within relaxed Graphplan We have expanded the Re-
laxed Graphplan heuristic based algorithm by adding an
HTN planner component, and utilization of numerical and
boolean facts that can be updated online during the planning
phase by external function calls. As a consequence, not only
atomic operators but also complex actions and methods are
allowed during planning. If a complex action is used while
generating a plan graph of which preconditions on some
graph layer Ei are satisfied, the HTN component then tries
to decompose the complex action using a method-structure
element or complex task. A relevant method is searched
for by looking up the connectivity graph. Since more than
one method could be relevant for decomposition, a heuristic
hd

htn is used to determine the most useful one. The selected

partial task network itself may contain complex actions that
have to be recursively decomposed. Through selection of
useable operators Oi of plan graph layer Ei the algorithm
first tries to select complex actions. If a solution cannot be
found by decomposition, Xplan tries to find a solution with-
out using the HTN component.

External procedure calls Many planners offer the possi-
bility to use numerical values with the standard operators
+,−, ∗,÷, . . . during the planning process. In most cases
these functions are not only bounded in their number but
rather hard-coded in the planner such as in the Metric-FF
planner (Hoffmann 2003). This is a drawback because the
system cannot be expanded without having to change the
code. In contrast, Xplan offers the use of so-called exter-
nal call-back functions. A call-back function is linked to a
predicate by means of a fluent variable which contains its re-
turn value. This way, Xplan is able to obtain actual informa-
tion on the value of predicates during the planning proces by
calling the linked call-back function. The function returns a
boolean value which indicates whether the linked predicate
is set or removed from the world state in the next layer of the
plan graph. New call-back functions can be added without
changing the code of the planner itself.

The fluents are utilized by the planner on both the global
fluent-layer of the plan graph, that represents the current
state in the computed plan, and the local fluent-layer stor-
ing the changed new states of the fluents for their use in the
next planning steps. An update of the global fluent-layer is
performed each time the fast-forward search finds a better
state with respect to a given utility function. The values of
the local fluent-layer are used for calculating those facts that
are satisfied by executable actions of some layer of the plan
graph. The pseudo-code of the algorithm 1 for generating
the relaxed plan graph is provided in the annex of this paper.

Extraction of a relaxed plan from the planning graph
Let (O′, Ix,G) the planning problem to solve and PG the
relaxed plan graph with k layers. Figure 9 shows a simple
example of problem and domain description together with
initial part of a corresponding plan graph.

The search for a relaxed plan starts at the top most layer
Ek−1. For every goal of the current layer E i, i < k, an ac-
tion of Ei−1 is selected that satisfies one or multiple goals.
Let Fi be the set of facts of layer Ei, then the selection of
goals is done by use of a heuristic hd that measures the bar-
rier for executing an action.

hd(o) :=
∑

p∈pre(o)

min{i |p ∈ Fi} + (1 − QoS(o))

with QoS(o) ∈]0, 1] quality of service of action o. The inter-
section of the set of selected actions’ preconditions of E i−1

and the facts of Ei−1 makes up the goal set Gi−1 of layer
Ei−1. This goal set then has to be fulfilled by use of ac-
tions of the subsequent layer Ei−2. The recursion is going
on until the lowest layer of the planning graph with initial
facts is reached. This is then the relaxed plan, that consists
of an action sequence A0 . . . Ak−1. k − 1 is the index of the
first layer which contains all goals of the original problem.
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Figure 9: Part of a plan graph with k = 3 layers

To get an approximation how far away it is from state Ix to
goal G, a heuristic h(Ix) (described in (Hoffmann 2000)):

h(Ix) :=
k−1∑

i=0

|Ai|

The value h(Ix) indicates the length of the relaxed, sequen-
tial solution of O starting with Ix. This value in combina-
tion with the state information Ix constitutes the new search
state S which is included into the search space of the fast
forward search.

Detecting helpful actions
In addition to the heuristic, Xplan computes the set HS of
helpful executable actions for every search state S such that
the goal G eventually can be reached.

Definition 0.2 A helpful action of a search state S is an ac-
tion, that satisfies at least one proposition of the goal set G1

of the first layer in the plan graph. The set of helpful actions
is described as follows:

HS(S) := {o | (pre(o) ⊆ S) ∩ (add(o) ∩ G1(S) �= ∅)}
If there are many helpful actions, then actions of an HTN
decomposition are preferred. The reason is, that such actions
are more highly probable to be succeeded by an useful action
in the task network as part of the relaxed plan.

Local search with enforced hill-climbing
Xplan uses an enforced hill-climbing search algorithm to
search for best reachable states during generation of the
global plan to satisfy a given goal. It combines the standard
search strategy with a breadth search for a better state than
the given one not only in its direct neighborhood but within
the set of successor states of S that are reachable by apply-
ing a helpful action of NS. This search strategy performs as
follows.

• Compute the distance between the starting state I and the
goal state G by use of Relaxed Graphplan, and the set of
helpful actions I .

• Initialize the enforced hill-climbing with I =
(FI , hI , NI) as input.

• Enforced Hill-Climbing analyzes all reachable states that
have been computed. It assigns each state with its approx-
imative distance to the goal by use of Relaxed Graphplan.

• If a better state is found, then include this state into the
current plan, and use it as a basis for further search. Up-
date all fluents on the current layer by invoking the re-
spective call-back functions.

• Terminate if a state S ′ = G is reached in which all given
goals are satisfied. Otherwise, if not at least one goal has
been achieved, the search failed. In this case, a new com-
plete breadth search is instantiated on I to find a solution,
if it exists.

The pseudo-code of the local search by enforced hill-
climbing algorithm is shown in algorithm 2.

Re-planning component

During plan execution, the agent has to check for each action
of the plan whether its preconditions hold, or not. If at least
one precondition is not satisfied, Xplan gets informed about
which facts are invalid, at which position in the plan this
problem occurs, and then checks whether the original plan
still can be executed. Otherwise, it tries to fix the problem
by searching for an alternative path in the connectivity graph
from the actual position in the plan to the goal state. In addi-
tion, it may temporally block unnecessary actions to reduce
the search space, thereby avoiding a complete preprocessing
phase.

Plan patterns

Xplan builds ordered service composition plan sequences
only whereas OWL-S allows for more complex plan struc-
tures such as unordered, choice, if-then-else, iterations,
repeat-until loops, repeat-while loops, split, and split+join.
However, complex plan structures can be formed out of the
produced plan sequence based on its appropriate analysis
and interpretation in posterior. For example, figure 10 shows
how a plan sequence looks like, that can be transformed into
a split+join structure. In this case, the input of WS2 does
not depend on the output of WS1, hence both services may
be executed concurrently. Since both are required to achieve
the given goal, their results have to be joined after execution.

Figure 11 shows an example of how to realize a split struc-
ture. Like in previous example, both services neither influ-
ence each other, nor share a common goal to reach, thus can
be executed in parallel.

However, the plan structures ”choice” and ”unordered se-
quence” are not realizable by proper interpretation of plan
sequences created by Xplan. Though, the latter problem is
a hard problem for any AI planner in general, including, for
example, Shop2 (Sirin et al. 2004).
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Figure 10: Split + Join interpretation

Figure 11: Split structure of an OWLS-Xplan plan

Related work
A logic-based DAML-S composition planner has been de-
veloped at the UMBC, USA (Sheshagiri, desJardins, &
Finin 2003). This planner uses STRIPS-style services to
compose a plan, given the goal and set of basic services. It
is implemented with JESS (Java Expert System Shell), and
uses a set of JESS rules to translate DAML-S descriptions
of atomic services into planning operations.

One of the currently most prominent service composition
planners is Shop2 (Simple Hierarchical Ordered Planner 2)
developed at the University of Maryland, USA (Wu et al.
2003). It is a hierarchical task network (HTN) planner well-
suited for working with the hierarchically structured OWL-S
process model. The authors proved the correspondence be-
tween the semantics of Shop2 and situation calculus seman-
tics of the OWL-S process model. The implemented Shop2
soundly and completely plans over sets of OWL-S descrip-
tions, and treats the output of a web service as effects that
either change the planning agent’s knowledge, or the world
state. Shop2, like HTN planner in general, replaces those
elements of the provided methods (workflows) by special
methods or atomic actions until the composition plan con-
tains only atomic actions that correspond to available web
services. During planning, web services are not executed,

hence do not affect the world state.
Both Xplan and Shop2 base on the closed world assump-

tion, use PDDL for problem description, allow external
(call-back) functions to be bounded to variables and exe-
cuted during planning, and generate total ordered, instan-
tiated plan sequences for a given initial state, goal and plan-
ning domain. Among others, the main difference between
Shop2 and Xplan is inherent to the individual planning pro-
cesses. In essence, Shop2 plans are generated by use of
given decomposition rules (methods), hence a solution to
the planning problem is not always guaranteed to be found
(Lotem, Nau, & Hendler 1999). In contrast, hybrid Xplan as
part of OWLS-Xplan tries to plan by means of (a) method
decomposition using only relevant parts of it, discarding
useless actions, thereby reducing the plan size, and (b) if
this is not successful, uses its relaxed graph plan algorithm
to find a solution, if it exists.

Conclusion
We presented an OWL-S service composition planner, called
OWLS-Xplan, that allows for fast and flexible off-line com-
position of OWL-S services by use of an OWLS2PDDL con-
verter, and a hybrid AI planner that combines relaxed Graph-
plan FF-planner with local search and HTN based planning,
and a re-planning component. OWLS-Xplan has been im-
plemented in C++ and Java, and is currently in use in a pro-
totyped medical health information service system. It is in-
tended to make the OWLS-Xplan code package available to
the community at www.semwebcentral.org.
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function BuildRelaxedPlanningGraph() computes
relaxedPlanningGraph or fails
input: InitialFacts[] : List of Facts
input: GoalFacts[] : List of Facts
local: CurrentLayerFacts[], NextLayerFacts[] : List of
Facts
local: CurrActivActions[] : List of Actions
local: CurrentLayer : int
begin

CurrentLayerFacts = IntitialFacts;CurrentLayer = 0;
while ! AllGoalsActive(GoalFacts) do

foreach Fact f in CurrentLayerFacts do
Increment precondition counter of actions
which f is a precondition of;

end
foreach Fact f in CurrentLayerFacts do

/* First collect all action,
that are a result of a
method decomposition and
compute the layer, when it
is earliest executed. */

CurrActivHTNActions +=
GetActiveHTNActions(CurrentLayer,f );
/* Select all remaining

executable actions, that
are part of the
current-layer */

CurrActivActions +=
GetActivePrimitiveActions(CurrentLayer,f );

end
foreach Action a in CurrActivHTNActions do

if all preconditions of a are satisfied AND
Layer of a == CurrentLayer then

/* a is executable, all
preconditions are
fulfilled and is
executable in the layer
*/

NextLayerFacts +=
GetAddedFactsFromAction(a);
RemoveFromList(a,CurrActivHTNActions);

end
end
foreach Action a in CurrActivActions do

if all preconditions of a are satisfied AND
Layer of a == CurrentLayer then

NextLayerFacts +=
GetAddedFactsFromAction(a);
RemoveFromList(a,CurrentActivateActions);

end
end
CurrentLayerFacts = NextLayerFacts;
NextLayerFacts = <>;
/* Increasing layer counter and

continue with next layer. */
CurrentLayer = CurrentLayer + 1;
if CurrentLayerFacts == <> then
/* If a fix point is reached

regarding facts and actions
and the goal isn’t fulfilled,
the problem isn’t solvable.
*/

if ! AllGoalsActive(GoalFacts) then
return FAILURE;

end
end
return CurrentLayer;

end

Algorithm 1: Generating a relaxed plan graph

function DoEnforcedHillClimbing() computes
validPlan: Plan or fails
input: InitialState : State input: GoalState : State

local: S : State /* the current computed
state */

local: S’ : State /* possible successor of S
*/

local: currPlan : Plan /* current plan */
local: hS : int /* the distance of S to a

goal computed by use of Relaxed
Graphplan */

local: hS′ : int local: NS[] : List of Actions /* List
of helpful action based on state S
*/

local: NS′ [] : List of Actions

begin
/* The initial plan is empty */
currPlan = <>;
S = InitialState; /* Compute the distance

from starting state to goal */
hS = BuildRelaxedPlangraph(S,GoalState);
/* Compute helpful actions for S

*/
NS = GetHelpfulActions(S);
while hS �= 0 do

/* Searching with breadth search
for a state S’ with HS′ < HS

within NS and their
successors. BFS Expand
computes for every relevant
state the distance between
goal and helpful actions.
This is done by
BuildRelaxedPlangraph and
GetHelpfulActions */

S’ = BFS Expand(S,NS);
if S’ == NULL then

return FAILURE;
else

/* If a state S’ is found,
the action sequence is
attached to the end of the
current plan, that enables
to get from S to S’. */

currP lan =
currP lan + ActionsPath(S, S′);
/* Update fuents of the

global fluent-layer */
UpdateGlobalFluents(S,S’);
/* The search goes on

beginning with S’. NS′ is
computed before by
BFS Expand and can still be
use. */

S = S’;
NS = NS′ ;

end
end
return currPlan;

end

Algorithm 2: Local Search by enforced hill-climbing
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Abstract 
 

In this paper, we present the implementation, 
evaluation, and application of our OWL-S service 
composition planner OWLS-XPlan. Medical services 
described in OWL-S 1.1 and ontologies are converted to 
initial state and goal descriptions in PDDL 2.1, which are 
then used by the fast heuristic FF planner XPlan for 
generating an execution complete composition plan. 
Results of experimental evaluation of XPlan shows its top 
performance compared with other selected AI planners. 
OWLS-XPlan is used in an agent based mobile e-Health 
system for emergency medical assistance planning tasks. 
 
1. Introduction 

 
. Though the composition of complex Web services 

attracted much interest in different fields related to 
service oriented computing, there are only a few 
implemented composition planning tools publicly 
available for the semantic Web such as the HTN 
composition planner SHOP2 [11, 12] for OWL-S 
services. One problem with pure HTN planners is that 
they require task specific decomposition rules and 
methods developed at design time, hence are not 
guaranteed to solve arbitrary planning problems. That, in 
particular, motivated the development of our hybrid off-
line composition planner for OWL-S 1.1 services, called 
OWLS-XPlan [13], which is guaranteed to find a solution 
if it exists, though the corresponding planning problem 
remains to be NP-complete.  

OWLS-XPlan is integral part of the prototypically 
implemented agent based mobile eHealth system, called 
Health-SCALLOPS, for secure emergency medical 
assistance planning tasks, such as patient repatriation and 
relocation to selected hospital. An extended version of 
OWLS-XPlan, called OWLS-XPlan+, that allows for 
heuristic quasi-online re-planning of composite OWL-S 
services has also been implemented and is currently in 
use in a different e-health application scenario within the 
European project CASCOM.  

 
The remainder of this paper is structured as follows. 

Section 2 briefly introduces OWLS-XPlan, followed by 
the results of the performance evaluation of its core 
planning module XPlan, and its implementation in 
sections 3 and 4, respectively. The use of OWLS-XPlan 
in the Health-SCALLOPS application is described in 
section 5. We briefly refer to related work and conclude 
in sections 6 and 7, respectively. 
 
2. OWLS-XPlan Overview 

 
The semantic web service composition planner 

OWLS-XPlan consists of several modules for pre-
processing and planning of composite OWL-S services 
(cf. figure 1). It takes a set of available OWL-S 1.1 
services, related OWL ontologies, and a planning request 
(goal) as input, and returns a planning sequence of 
relevant OWL-S services that satisfies the goal. 

 
 
 
 

 
 
 
 
 
 
 
 

Figure 1. OWLS-XPlan overview 
 
For this purpose, it first converts a given domain 

ontology and service descriptions in OWL and OWL-S 
1.1, respectively, to equivalent PDDL 2.1 problem and 
domain descriptions using an integrated OWLS2PDDL 
converter. The domain description contains the definition 
of all types, predicates and actions, whereas the problem 
description includes all objects, the initial state, and the 
goal state. Both descriptions are then used by the AI 
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planner XPlan to create a plan in PDDL that solves the 
given problem in the actual domain. An operator of the 
planning domain corresponds to a service profile in 
OWL-S, while a method is a special type of operator for 
fixed complex services that OWLS-XPlan may use during 
its planning process. For reasons of convenience, we 
developed a XML dialect of PDDL, called PDDXML, 
that simplifies parsing, reading, and communicating 
PDDL descriptions using SOAP. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 2. XPlan planning module 
 
The planning module XPlan (cf. figure 2) is a heuristic 

hybrid FF planner based on the FF planner developed by 
Hoffmann and Nebel [4, 5, 6]. It combines guided local 
search with relaxed graph planning, and a simple form of 
hierarchical task networks (HTN) to produce a plan 
sequence of actions that solves a given problem. If 
equipped with HTN methods (composed services), XPlan 
uses only those parts of decomposed methods that are 
required to reach the goal state 
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Figure 3.  XPlan planning step example: (a) Create 
relaxed planning graph RPG, (b) extract relaxed plan 
RP from RPG, (c) Select heuristically optimal helpful 

action (bold green) as action in the plan sequence; 
h(RP) = Number of actions in the relaxed plan 

heuristically equals the length of RP and P. 
 
For each sub-goal g of the determined goal agenda, at 

each planning step i, XPlan quickly builds a relaxed 
planning graph RPG(i) in a fast goal reachability test 
heuristically ignoring negative effects of actions, and the 
corresponding relaxed plan RP(i) in a backward pass 
from g to Si.  

The relaxed plan contains all paths of applicable 
actions that lead from g to Si, of which only those in its 
first action-layer 0 are called helpful. In the following, 
XPlan focuses on the helpful actions of RP(i) only, hence 
reduces the search space. Please note that the relaxed plan 
is not necessarily correct.  

In order to decide which helpful action to select as the 
next action in a valid plan sequence, it applies each of 
them to Si and adds the previously ignored Del-list facts 
yielding the complete state Sij, where j in {1,.., l}, denotes 
the j-th helpful action applied to state Si .   

For each of these states the relaxed plan RPG(i,j) is 
built to heuristically search for the relaxed plan RP(i,j) 
with heuristically minimal length h(RP(i,j)). In this 
context, the "plan length" h(RP(i,j)) just denotes the sum 
of all actions in all action-layers of the RP. Finally, XPlan 
retains the action Aij with heuristically minimal goal-
distance and starts the next planning step i+1 with Sij. If 
there are multiple RPs of equal length, it repeats the same 
decision process starting at state Si1 (like a breadth first 
search restricted on helpful actions), and then Si2, ..., Sil 
until a minimum is found.    

Eventually, all created plans for sub-goals g of the 
goal agenda are respectively concatenated which yields 
the final plan sequence P. The plan then gets executed, 

and if it fails, XPlan allows re-planning from the most 
recent valid state produced by action execution, to avoid a 
total re-planning, if possible. For more details on OWLS-
XPlan in general, and XPlan in particular, together with 
examples of service translation from OWL-S to 
PDDXML we refer the reader to [13]. The software 
package OWLS-XPlan 1.0 is available at [15].  

 
3. Evaluation of XPlan 
 
We evaluated the performance of XPlan, using the 
publicly available benchmark of the international 
planning competition IPC3 [2], and compared the results 
with that of the four top performing IPC3 participants, i.e. 
FF planner, Sim-Planner, and the HTN planners TLPlan, 
and Shop2. XPlan was tested without task specific 
methods. Planning performance was measured in terms of  

(a) the planning completeness, i.e. the total 
percentage of solved problems (cf. figure 4),  

(b) the average plan length (cf. figure 5), and  
(c) the average plan quality, i.e. the average distance 

of individual plans from the optimal plan length 
(cf. figure 6)  

in relation to the complexity of the given problems. The 
complexity of a planning problem is defined as the 
number of objects of the type definitions specified in the 
given planning problem domain description. We grouped 
all test cases of the IPC3 test scenarios leading to 122 
problems in total into complexity classes with an 
increasing number of objects. 
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Figure 4. Completeness 
 

First, we tested the completeness of planning (cf. figure 
4). It turned out that XPlan fails to find a solution for 
problems of mid range complexity only, whereas the FF 
planner failed to solve the most complex problems. There 
were no results reported for TLPlan and SHOP2 for the 
last six test cases, they failed a lot in solving problems of 
low and mid range complexity, but performed very well 
in solving more complex problems. Main reason is that 
the HTN planners turned out to be equipped with methods 
that better enabled them to solve highly complex 
problems in most domains. 
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Figure 5. Average plan length 

 
Figure 5 summarizes the results of testing the average 
plan length in relation to the complexity of the problem 
definition. The HTN planners produced shorter plans than 
their competitors with increasing complexity of the 
problem, whereas XPlan outperformed all other planners 
for given problems of low and mid range complexity. 
 

difference to local optimal plan length

0,00

5,00
10,00

15,00
20,00

25,00

30,00
35,00

40,00

100 200 500 1000 5000 10000 15000 30000 50000 100000

complexity groups

pl
an

 s
te

p

XPlan FF Simplanner TLPlan SHOP2
 

Figure 6. Average plan quality 
 
Finally, we measured the average plan quality in terms of 
the average distance of individual plans from the optimal 
solution of a given problem (cf. figure 6). That is, we 
counted the number of additional plan steps of a solution 
generated by an individual planner compared to that of 
the shortest plan created for the given problem, averaged 
over all test cases per complexity class. In this respect, 
except for the most complex problems, XPlan 
outperformed the other planners 
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Figure 7.  Average run time for conversion and 
planning by OWLS-XPlan 

. 
We did not have specific information about the 
underlying 
computing hardware used in the IPC3 competition for run 
time measurement. Figure 7 shows the reasonably fast run 
time of converting and planning by OWLS-XPlan on a 
Siemens-Fujitsu Amelio 1425 notebook with 1.8 Ghz 
Intel Centrino, and 1 GB RAM. 
 
4. Implementation 
 
OWLS-XPlan has been implemented in Java and C++, 
and provides an integrated graphical user interface (cf. 
figure 8 and 9).  
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Figure 8. OWLS-XPlan graphical user interface (1) 

 
The planning component XPlan is implemented in C++, 
uses the Microsoft MSXML parser for PDDXML 
definitions and generating plans in XML format. Besides, 
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XPlan also provides an interface for direct interchange of 
planning data without having to use PDDXML as 
interchange format. In addition, OWLS-XPlan provides 
an integrated PDDXML editor that allows the 
experienced user to directly change the planning goal, and 
edit the initial state ontology for a given planning 
problem. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 9. OWLS-XPlan graphical user interface (2) 

 
This initial state ontology is assumed to be provided to 
the system for planning; we acknowledge that this 
assumption might be a major hurdle for inexperienced 
users to actually use the OWLS-XPlan software, so we 
are currently working on a novice user query interface for 
OWLS-XPlan version 2. The resulting plan is being 
displayed (cf. fig. 17) and can be further optimized with 
respect to given QoS parameters by means of ILP based 
optimization with newly available equivalent services. 
OWLS-XPlan v1 has been made publicly available to the 
semantic web society at the portal semwebcentral.org on 
December 16, 2005 [15]. 
 
5. Application Health-SCALLOPS 
 
The service composition planner OWLS-XPlan is used in 
an agent based mobile eHealth system for emergency 
medical assistance (EMA) planning tasks, called Health-
SCALLOPS. OWLS-XPlan runs on the server of a 
national EMA centre to support the planning of patient 
relocation to selected hospitals, or patient repatriation. 
Medical transport services are offered on line by a variety 
of medical transport companies in the internet.  

 
Use case scenario. For the use case of Health-
SCALLOPS as sketched in figure 10, we developed 33 
appropriate business application services in OWL-S 1.0 
with imported OWL ontologies. We distinguish between 
the following five roles Health-SCALLOPS users can 
take 
 
1. Patient, or someone acting on his/her behalf,  
2. EMA centre for medical mission planning,  
3. Emergency physician with an ambulance car,  
4. Hospital physician for local treatment and triggering 

of relocation to a selected hospital, and  
5. Health insurance of the patient.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 10. Health-SCALLOPS use case (overview) 

 
Suppose, for example, that Mika meets with an accident. 
The emergency call to the emergency medical assistance 
centre (EMA) is given by Mika using his personal Health-
SCALLOPS software agents on his PDA. In response to 
this call, EMA is planning an appropriate medical mission 
by use of OWLS-XPlan, and alerts the emergency 
medical doctor in an ambulance car requesting him/her to 
accomplish this mission. The mission data contain not 
only the exact GPS position of and summary of the 
situation given by the patient but the route to the scene 
and the nearest selected hospital. After providing first aid, 
the emergency doctor sends the mission data and pre-
diagnosis to the hospital doctor to allow for preparation 
of emergency treatment. Upon arrival at the hospital, the 
doctor recognizes an additional fissure of Mika’s eye that 
requires further special treatment in an eye-clinic abroad. 
On behalf of Mika, the doctor asks the EMA centre to 
plan for this mission of medical patient transport 
planning. Given that a variety of different medical and 
non-medical transport companies provide their services 
on the semantic web, EMA is composing an appropriate 
transport plan for Mika which a distinguished EMA 
assistant is then executing.   
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Mobile Health-SCALLOPS. The mobile graphical user 
interface of Health-SCALLOPS provides role-based 
functionality to the individual user, and has been 
implemented in Java for running under WinMobile 2003 
on HP's iPAQ PocketPC series 5500 (cf. figure 11). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 11. Mobile Health-SCALLOPS GUI (part of) 

 
It allows for the initialization (by the patient, the 
eyewitness of an accident, or hospital doctor), the 
planning (by EMA centre), and the execution of EMA 
missions (by mobile emergency physician in ambulance 
car), and also offers GPS-based route planning.  
 
Secure and executable composition plans. In Health-
SCALLOPS, we use a variant of OWLS-XPlan that 
generates privacy preserving and executable medical 
mission plans. For ensuring the executability of planned 
sequences of mission related services on the WSDL-
grounding level (operation modes, message types) we 
adopted the approach presented in [16]. In particular, the 
planning oriented matchmaker module, OWLS-MXP, a 
variant of OWLS-MX [17], is responsible for 
continuously checking all pairs of available WSDL 
service groundings of advertised OWL-S services for 
their I/O composability at data type level. In particular, it 
checks whether all pairs of XSLT data types of output-
input parameter bindings as stated in the OWL-S process 
models are coherently matching (either type equivalence 
or type subsumption). This is to ensure a valid data flow 
between consecutive services of the semantic service 
composition plan. OWLS-MXP provides OWLS-XPlan 
with the set of currently available OWL-S services each 

which annotated with a list of grounding composable 
services. This enables OWLS-XPlan to check at the end 
of each planning step whether the actual composition plan 
extended by one helpful action (cf section 2) is also 
executable. 
For verifying whether the generated plan preserves the 
privacy of patient data before actually executing it, the 
secure composition planning agent (SCPA) of the EMA 
centre in the Health-SCALLOPS application scenario 
performs as follows [18]. 
 

 
 

Figure 12: Secure Health-SCALLOPS service 
composition planning (overview) 

 
The SCPA gets the request for some desired service in 
OWL-S from the user, as well as her local security 
policies in terms of the security classification of personal 
data and clearance of known OWL-S services as input. It 
then attempts to discover services that are semantically 
relevant to the request using the integrated OWLS-MX 
matchmaker. 
In addition, it collects the corresponding security types 
published by the respective web service provider agents. 
If the matchmaker finds services detected as being 
equivalent to the requested one, it directly passes the top 
ranked one according to its QoS value to the security 
checking module for letting it verify whether its 
published security policy complies with both given local 
security policies and the web service’s security type.  
If no equivalent service is found, the OWLS-MX module 
passes the set of services to its composition planner, 
named OWLS-Xplan. In case a composition plan with 
more than one service is generated, the compliance of 
published security types of all web services involved in 
the plan is checked against the local security policies of 
the user.  
In contrast to usual access control mechanisms, the 
security checking of the SCPA relies on type-based 
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information flow analysis. Thereby, the approach also 
includes dynamically computed data of web services and 
their security classification, and its proliferation to other 
services. In any case, the composition plan gets executed 
only if the security types of all web services meet the 
local security policies. So, the plan as a whole is formally 
verified as being secure. Otherwise the SCPA triggers a 
re-planning activity to be performed as follows. The 
security checker provides the matchmaker module with a 
set F(P) of services of plan P that caused P to not comply 
with the local security policies, in order to select one 
semantically equivalent service with a different published 
security policy for each or at least some of them. If 
successful, the composition planner simply modifies the 
original plan considered by replacing each service in F by 
its substitute, and returns the modified plan to the security 
checker for verification. If there exists no services in F(P) 
for which equivalent service can be found (and which are 
not yet tried), the composition planner generates a new 
plan by means of heuristic replanning [9]. In any case, if 
the modified plan is also provably insecure, the SCPA 
repeats the same procedure until a secure composition 
plan is generated, or it returns a failure otherwise. 
More details on the security checking of OWL-S service 
plans generated by OWLS-XPlan are provided in [18]. 
 
6. Related work 
 

There exist quite a few different approaches to service 
composition planning in the literature. They can roughly 
be classified into process oriented approaches, and data or 
signature oriented approaches. Members of the first 
presumes a goal that specifies the global behaviour of the 
desired service in terms of the set of possible desired 
conversations, or process flow to be accomplished by 
synthesizing the process models of available services that 
can either be modified during composition [2], or not [1]. 
Specification of the behaviour usually takes the form of 
FSMs, situation calculus [8], or linear temporal branching 
logic formulas. Any signature-oriented or data-driven 
composition approach does not take the process of a 
service into account but tries to instantiate a goal 
specification given by the signature of a desired service, 
i.e. its input/output behaviour together with constraints 
and user preferences only. Such an instance is a sequence 
of atomic or other composite services considered as black 
boxes that accomplishes the goal. 

OWLS-XPlan falls into the latter category, and is 
tightly related to classical planning in AI. An overview of 
AI planning techniques and their application to the Web 
service composition planning problem is provided in [9]. 
An accessible approach to solutions of the problem of 
cyclic composition planning via model checking is in 
[14]. 

The service composition planner that is most relevant 
to OWLS-XPlan is Shop2 (Simple Hierarchical Ordered 
Planner 2) developed at the University of Maryland, USA 
[12]. Shop2 is a hierarchical task network (HTN) planner 
well-suited for working with the hierarchically structured 
OWL-S process model. Shop2, like HTN planner in 
general, replaces those elements of the provided methods 
(workflows) by special methods or atomic actions until 
the composition plan contains only atomic actions that 
correspond to available web services. During planning, 
web services are not executed, hence do not affect the 
world state. 

Both XPlan and Shop2 base on the closed world 
assumption, use PDDL, allow external (call-back) 
functions, and generate totally ordered and instantiated 
plan sequences for a given initial state, goal and planning 
domain. However, among others, they differ in their way 
of planning. In essence, Shop2 plans are generated by use 
of pre-given decomposition rules (methods), hence a 
solution to the planning problem is not always guaranteed 
to be found [7]. In contrast, the hybrid XPlan as part of 
OWLS-XPlan first tries to plan by means of method 
decomposition, and if this is not successful, it exploits its 
relaxed graph plan algorithm to find a solution, if it 
exists. In addition, for decomposition of given methods it 
is using only relevant parts by discarding useless actions, 
thereby reducing the plan size in total. 

 
7. Conclusion 
 
We presented the implementation, evaluation, and 
application of our OWL-S service composition planner 
OWLS-XPlan. Selected emergency medical assistance 
related services described in OWL-S 1.1 and 
corresponding OWL ontologies are converted to initial 
state and goal descriptions in PDDL 2.1. These are then 
used by the fast planner XPlan for generating an 
execution complete composition plan. Results of 
experimental evaluation of XPlan show its top 
performance compared with other selected AI planners. 
OWLS-XPlan is used in an agent based mobile e-Health 
system for emergency medical assistance planning tasks. 
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Abstract 
 
In this paper, we present an extension of our OWL-S 

service composition planner OWLS-XPlan that allows for 
quasi-online re-planning of composite OWL-S services 
without full restart of the actual planning process, and 
preliminary experimental evaluation results. 
 

1. Introduction 
 

Though the AI based composition planning of complex 
Web services attracted much interest recently [5, 11], only 
a few planning tools are actually available for the 
semantic Web, such as the HTN based composition 
planner SHOP2 [7, 8, 4], or OWLS-XPlan [9] for OWL-S 
services. However, none of these planners copes with the 
open world assumption of OWL, but performs more or 
less efficient CWA based off line planning. 

In open environments, like the semantic Web, non-
deterministically occurring events such as broken service 
links, change of facts, or goal, and availability of new 
services may affect the actual planning process of a 
composite service. The actual plan, or parts of it, may 
become invalid or sub-optimal even before its full 
generation. Invalid plans may be caused by, for example, 
services that became unavailable, or facts that satisfied a 
precondition of some service in the current planning 
sequence changed such that the semantic compatibility 
with its preceding service is invalid. Newly introduced 
services may cause sub-optimality of the current plan in 
terms of its path length to the given goal state. None of the 
currently available OWL-S service composition planners 
does allow for dynamic re-planning, which in turn 
motivated us to extend our own planner OWLS-XPlan to 
accomplish this task. Basic idea of OWLS-XPlan+ is to 
re-use as much as possible of the existing plan such that 
the minimally modified plan as a whole remains valid in 
the changed world state. Though the state of the world 
gets checked for any changes that may affect the current 

plan at the end of each plan step, and if so, triggers 
immediate re-planning off-line, but actions are executed 
only after a plan has been eventually created that is 
guaranteed to reach the given goal. This is in contrast to 
classical on-line planning approaches where typically a 
planner generates conditional plans that branch over 
observations, while a controller executes actions in the 
plan, and monitors observations to decide which branch to 
execute. Any kind of interleaving framework, in general, 
cannot guarantee that a goal state will be reached, unless 
the domain is proven to be safely explorable. Services 
provided by autonomous providers cannot be assumed to 
be executable under full control and observation of the 
planning site, nor to be delivered charge free even in 
scenarios of tight collaboration with respective service 
providers.  We set the context by briefly introducing our 
service composition planner OWLS-XPlan in section 2, 
and then describe the dynamic re-planning by its extended 
planning module XPlan+ in section 3. We present 
preliminary experimental evaluation results in section 4, 
and conclude in section 5. 
 

2. OWLS-XPlan Overview 
 
The semantic web service composition planner OWLS-

XPlan consists of several modules for pre-processing and 
planning of composite OWL-S services (cf. figure 1).  

 
 
 
 
 
 
 
 
 
 

 
Fig. 1.  OWLS-XPlan Architecture 
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It takes a set of available OWL-S 1.1 services, related 
OWL ontologies, and a planning request (goal) as input, 
and returns a planning sequence of relevant OWL-S 
services that satisfies the goal. For this purpose, it first 
converts a given domain ontology and service descriptions 
in OWL and OWL-S 1.1, respectively, to equivalent 
PDDL 2.1 problem and domain descriptions using an 
integrated OWLS2PDDL converter. The domain 
description contains the definition of all types, predicates 
and actions, whereas the problem description includes all 
objects, the initial state, and the goal state. Both 
descriptions are then used by the AI planner XPlan to 
create a plan in PDDL that solves the given problem in the 
actual domain. An operator of the planning domain 
corresponds to a service profile in OWL-S, while a 
method is a special type of operator for fixed complex 
services that OWLS-XPlan may use during its planning 
process. 

 
 
 
 
 
 
 
 
 
 

 
Fig. 2: The planning module XPlan 

 
The planning module XPlan (cf. figure 2) is a heuristic 

hybrid FF planner based on the FF planner developed by 
Hoffmann and Nebel [1, 2, 3]. It combines guided local 
search with relaxed graph planning, and a simple form of 
hierarchical task networks to produce a plan sequence of 
actions that solves a given problem. If equipped with 
methods, XPlan uses only those parts of methods for 
decomposition that are required to reach the goal state 
with a sequence of composed services. Due to space 
restrictions, for more details on OWLS-XPlan in general, 
and XPlan in particular, we refer the reader to [9]. The 
sources are available at [12]. 

 
3. Dynamic Re-Planning by XPlan+ 
 
We modified the original XPlan module of OWLS-XPlan 
to allow for event driven heuristic re-planning of 
composite services during the actual planning process. 
The corresponding OWL-S composition planner is called 
OWLS-XPlan+. The modified planner XPlan+ does 
perform, in essence, highly frequent event driven off-line 
re-planning under closed world asumption with heuristic 
computation of best re-entry points for re-planning at the 

end of each planning step if the currently produced plan, 
or plan fragment gets affected by the observed change. 
External changes in the world state concern converted 
OWL ontologies, individuals and the set of available 
services during the internal planning process each of 
which potentially affecting the respective operators, 
actions, predicates, facts and objects in the PDDXML 
problem and domain descriptions as well as already 
generated partial plans. For event monitoring, we 
equipped XPlan+ with an event listener for distinguished 
classes of events (cf. figure 3). 

 
Fig. 3: Modified planning module XPlan+ 

 
In each plan step i, before applying selected helpful 

action A to the state Si, however, XPlan+ listens for 
events of state changes. If no events are in its event queue, 
it applies A to Si and proceeds with plan step i+1. The 
plan fragment from initial state S0 to Si is correct and, due 
to the selection of helpful actions in the minimal relaxed 
plan, approximated optimal. XPlan+ triggers re-planning 
in the following cases of observed events of world state 
changes: (1) An operator (service) instantiation (action) 
becomes available. This is the case if (a) a new operator       
has been introduced, or (b) the world state (set of facts) 
changed such that an operator whose instantiation was      
impossible before can be instantiated now, or (c) new 
predicates which are part of the preconditions or effects of 
an operator are introduced, making it possible to 
instantiate this operator; (2) An operator (service) of the 
plan is not possible anymore, if any of the opposites of 
cases 1.a - 1.c holds; (3) The goal state changed due to a 
change of the original planning request. Each of these 
cases is handled separately as described in subsequent 
sections. If facts or objects change, it searches for the first 
operator which precondition is satisfied by the new fact, 
and starts re-planning from there, while the helpful actions 
get instantiated with the new fact(s). The case in which a 
predicate p( ) changes can be reduced (a) to the latter case 
of changed facts, if new facts are added; (b) to the case of 
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change of operator o, if preconditions or effects of o 
include p( ); or (c) to the case of fact changes, if the 
deletion of p() implies the deletion of all instances of p( ). 
It is assumed that the planning state consistency is 
checked by means of an appropriate module as intergal 
part of both XPlan and XPlan+. 

 

3.1. Case of new operator 
If a new operator (service) becomes available, XPlan+ 

first checks whether re-planning might yield a shorter plan 
by comparing the old with the newly generated relaxed 
plan. If positive, it heuristically determines the point in the 
plan where the new operator might first be helpful to start 
the re-planning from there. 

Re-planning decision. XPlan+ first uses the same 
initial state as for the original (partial) plan P plus the new 
operator o to build the relaxed plan graph RPG, and 
extract a new relaxed plan RP'. Second, it estimates the 
length h(RP') of RP' by applying the same relaxed plan 
length heuristic as done for determining h(RP), that is the 
sum of all actions in all action-layers of the RP’. It is the 
number of all (helpful) actions of RP' as solution paths in 
the RPG for the initial state. If h(RP') < h(RP) holds, it 
continues with re-planning. Otherwise no re-planning is 
performed. 

Re-planning. How much of the old plan P can be 
reused for the new plan P', means what would be the best 
position to restart planning with the new operator o? In 
order to determine this position, XPlan+ heuristically 
takes the index of the layer of the new RP' at which o 
occurs first as position e, else (if o is not in RP') sets 
position e = -1 and stops, and retains the old plan 
(fragment) P until this position. In other words, the 
position e of starting re-planning is the minimal number of 
actions before first occurrence of o. Second, it applies all 
operators from the old plan occurring before e in the new 
plan, and then tries to identify the instances of o which are 
applicable to the current state. For this purpose it checks 
whether the precondition of o is satisfied in the RP'. If no 
instance of o is applicable, it tries to apply more operators 
from the old plan until an instance of o eventually 
becomes applicable. If this fails, a complete re-planning 
has to be started. Otherwise it applies the new operator o. 
That is, XPlan+ identifies a re-entry point in the original 
plan by searching for already planned operators (actions) 
which correspond to helpful ones in the current state, and 
continues with the first step from this position. If no such 
position can be found, start full re-planning of the plan. If 
the goal is not yet reached, extend the plan until the goal 
is reached by continuing with the normal planning process 
like XPlan. 

3.2. Case of lost operator 
If a planned operator becomes unavailable, the actual 

plan is invalid. XPlan+ tries to replace the affected 

operator(s) by replacing it with alternative ones which 
achieve the same effect as the lost one. In case of success, 
the remainder of the plan can be re-used, which reduces 
re-planning time significantly. 

Re-planning decision. XPlan+ first marks all actions 
in the plan which are affected, because of the fact that the 
respective operator does not exist anymore, or some 
precondition does not hold anymore. If no actions are 
marked, it continues with the normal planning process like 
XPlan.  

Re-planning. For each affected action, XPlan+ creates 
a relaxed plan RP' from S0. It then uses (inverse) enforced 
hill climbing search to circumvent the affected operator by 
applying alternative operators if possible. Basically, the 
planner identifies a re-entry point in the old plan P by 
searching for already planned actions in P which 
correspond to helpful actions in the current state, and 
continues with re-planning from this position. If no such 
position can be found, the remainder of the plan has to be 
re-planned completely. Otherwise, if the goal is not yet 
reached, extend the plan until the goal is reached by 
continuing with the normal planning process like XPlan. 

 

3.3. Case of new goal 
If the given planning goal did change, re-planning is 

necessary in case the new goal cannot be satisfied by the 
current plan at all, or could even be achieved by a shorter 
plan.  

Re-planning decision. XPlan+ quickly creates a 
relaxed plan for the new goal from the initial state S0, and 
marks all actions in the already existing plan P which are 
also contained in the new relaxed plan. 

Re-planning. For each non-marked action, XPlan+ 
uses enforced hill climbing search to circumvent the 
action by applying alternative operators, identifies a re-
entry point in the old plan by searching for planned 
actions in the old plan P which correspond to helpful 
actions in the current state, and continues planning from 
this position. That is, XPlan+ starts heuristic re-planning 
with the action in currently valid P that precedes first 
occurrence of o. If no such position can be found, the 
remainder of the plan has to be re-planned completely. If 
the goal is not yet reached, XPlan+ extends the plan until 
it is reached by continuing with the normal planning 
process like XPlan. 

 

4. Preliminary Evaluation 
 

The comparative analysis of the computational 
complexity of planning with XPlan+ and XPlan, as 
depicted in figure 5, is concerned with situations where a 
new operator becomes available, or an operator is deleted 
just before the initial planning is finished (for plans with 
at least 20 steps). The denotation "Online(n)", with n = 
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0,1,2 refers to the case where an observed event does 
affect the plan at n positions. As a consequence, XPlan+ 
has to build n relaxed plans during its partial re-planning, 
whereas the pure off-line planner XPlan denotated in the 
figure as "Offline" would do a full re-planning. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 4: Computational complexity of planning with 

XPlan+ (quasi.-)online vs. XPlan (full restart/offline) 
 

The resulting planning time offsets for all cases applied 
to a simple blocks world related plan of 28 steps with 
initially five operators is shown in figure 4. Only new 
operators where introduced during the planning process 
that theoretically would lead to a shorter plan. XPlan+ 
gained more momentum compared to XPlan with 
increasing number of such events, and the later in the plan 
they did occur. This is also experimentally confirmed by 
the measured run time of XPlan+ (cf. figure 5) which 
decreased in absolute terms mainly due to its heuristic re-
use of plan parts as described above. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 5: Measured run time of XPlan+ vs. XPlan 

 
5. Conclusion 
 

We presented an extension of the planning module of 
our OWL-S service composition planner OWLS-XPlan, 
named XPlan+, that allows for quasi-online re-planning of 

composite OWL-S services with reasonable performance 
according to preliminary evaluation results. We are 
currently working on the integration of the implemented 
XPlan+ into OWLS-XPlan, and plan to make the resulting 
service composition planner OWLS-XPlan+ publicly 
available at semwebcentral.org  
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BSCA-P: Privacy Preserving Coalition
Forming Among Rational Web Service Agents

Bastian Blankenburg, Matthias Klusch
In this paper, we propose a coalition formation protocol, called BSCA-P, that allows intelligent agents to negotiate game-

theoretically stable coalitions for Web service trading with a maximum of individual monetary profit, while keeping certain
kinds of financial data private. We show that no agent has to reveal its local service sales value and final payoff, and can
achieve a certain degree of both agent and service anonymity while still successfully participating in rational coalitions.

1 Introduction

In today’s increasingly networked and competitive world, the ap-
propriate utilization of pay per use Web services are considered
as one major key to the success of commercial service oriented
business applications in domains such as e-logistics, tourism, and
entertainment. In the near future, intelligent service agents are
not only supposed to search for, interact with, and compose, but
also negotiate access to, and execute such Web services on be-
half of its user, or other agents. In fact, they may exhibit some
form of economically rational cooperation by forming coalitions
to share the created joint monetary value while at the same time
maximizing their own individual payoff. According to classical
microeconomics, means and concepts of cooperative game the-
ory are inherently well suited to this purpose.
However, the public revelation of quantity and value of local ser-
vice sales, and individual requests for particular services required
to play cooperative games with complete knowledge could lead
to an unsolicited competitive advantage in web service oriented
business. The problem is, how can certain kinds of local finan-
cial data be kept private while still successfully participating in
coalition negotiations to maximize individual profits? Research
on privacy preserving coalition formation is in its infancies; first
solutions to this problem have been presented in [1, 2]1.

The remainder of this paper is organized as follows. In sec-
tion 2, we introduce basic notions of service agents, coalition
theory, and negotiation used throughout this paper. Section 3
provides an analysis and examples of how certain types of fi-
nancial information can be kept private during negotiation of
coalitions, whereas in section 4, we prove that at the communi-
cation level, service requests can only be anonymized by means
of an anonymous routing protocol. Finally, the overall coalition
formation protocol BSCA-P is then presented with its computa-
tional and communication complexity in section 5. We conclude
in section 6.

2 Coalitions of Service Agents

In this section, we introduce the basic notions of Web service
agents and cooperative game theory that are required to under-
stand the approach proposed in subsequent sections.

1This paper is an extended version of [2].

2.1 Service Agents

We consider a Web service to be any kind of task-oriented, XML-
based business application software that is location transparent,
i.e., network accessible from anywhere with one or multiple pro-
tocols of the IP suite, possibly enlarged with additional descrip-
tive metadata to describe its semantics for service consumers,
programmable via an API, and loosely coupled with other soft-
ware applications to implement processes within, or across en-
terprises. It is supposed to be registered and located by means
of web service registries, or intelligent middle agents [5]. Ex-
amples of ontology languages for describing Web services range
from WSDL for the contemporary Web, to WSDL-S, OWL-S,
and WSMO for the future semantic Web.

Unfortunately, in recent literature, the terms agent and Web
service are often used interchangeably. An autonomous service
agent is a special kind of intelligent information agent [4] that is
supposed to pro-actively search for, interact with, and compose,
but also negotiate access to, and execute atomic, or composed
Web services on behalf of its user, or other agents. In con-
trast, Web services are considered passive in that they are not
expected to be able to, for example, autonomously decide upon
its invocation, or intelligently (re-)plan the composition of its
own or other services either individually, or in joint cooperation
with other services.

There are, in principle, three different ways of how an indi-
vidual service consumer or provider agent can interact with an
network accessible Web service, that is via (1) the service inter-
face, or communication with another service agent that either
(2) provides this and possibly multiple other services, or even
(3) temporarily integrates parts of the service code into its own
on demand, thereby changing the individual reactive agent be-
haviour accordingly. In this paper, we adopt the second perspec-
tive of interaction, and do not differentiate between the offering
of atomic, or composite web services WS by service agents.

However, we do assume that each agent a is equipped with
an individual model of monetary valuation wa(WS) of each lo-
cal, or remote service WS it can deliver to its users. Besides,
the local execution of its own services does produce a certain
amount of costs ca(WS) per invocation. Any pair of service
agents a, a′ is interested to access or execute, respectively, a
particular service WS provided by a′ only if is possibly prof-
itable to do so, i.e., wa(WS) > ca′(WS). Since we further
assume an individual service agent to act economically rational,
it will try to negotiate a profitable joint agreement for cooper-
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offers:
•Web service ws1 (local execution cost: 1 k€)
requests:
•Web service ws2 (local sales value: 2 k€)

offers:
• ws2 (c: 1 k€)
• ws4 (c: 2 k€)

requests:

• ws3 (v: 2 k€)

offers:
•ws3 (c: 1 k€)
requests:
•ws1 (v: 3 k€)

1

2

3

30)(})3,1({
1)(0})3,1({

133

111

=−=
−=−=

wsvlw
wsclw

1)(0})2,1({
20)(})2,1({

222

211

−=−=
=−=

wsclw
wsvlw

C {i} {1,2} {1,3} {2,3} {1,2,3}
v(C) 0 1 2 1 4

3-Agent 
Coalition Game

Figure 1: Example coalition game for three web service agents.

ation with other service agents in a coalition to maximize its
individual payoff. Such an agreement includes the commitment
of each coalition member to deliver both relevant local services
and those it is planning to compose jointly with other members,
as well as the implementation of the negotiated payoff distribu-
tion among them. Such kind of rational cooperation between
Web service agents can be described in terms of cooperative, or
coalition games.

2.2 Coalition Games

According to microeconomics, a coalition game (A, v) is con-
stituted by a given set A of service agents, and the value v of
every possible joint coalition C ⊆ A among them. Each coali-
tion value v(C)

v(C) :=
X
a∈C

lwa(C) (1)

is the maximum monetary gain that can be achieved by cooper-
ation between the members of coalition C. This gain is defined
by the sum of the so called local worth lwa(C) of each agent
a ∈ A in C as its member.

Let Ea(C) denote the set of services that are executed by
a ∈ A, and Ra(C) the set of services of members of C which
are accessed by a. The local worth of a in C

lwa(C) :=
X

WS∈Ra(C)

wa(WS)−
X

WS∈Ea(C)

ca(WS) (2)

is its total monetary contribution to C (without sidepayments),
that is the difference between the local income of the service
agent by charging its users for relevant data produced by local,
or remote services offered by another coalition member, and the
cost of executing its local services as requested.

Example 1 Consider a 3-agent coalition game as shown in fig-
ure 1. Service agent a1, for example, offers its own web service
ws1 to any other known agent of the game, that are service
agents a2 and a3. Each local execution of its service would cost
a1 an amount of 1ke, but produces no monetary income as it is
of no relevance for its own users. Hence, its self value is zero.

Agent a3 is requesting access to service ws1 from a1, as
it can charge its local users with an total amount of 3ke per

use, but does not offer any service of interest for users of a1

in turn. As a consequence, the local worth of a1 in a joint
coalition with a3 is lwa1(C1) = −ca1(ws1) = −1 whereas that
of a3 is lwa3(C1) = −ca3(ws1) = 3. Summing up the local
worths of all agents in every possible coalition yields the set
of coalition values which is the cooperative game to solve by
negotiation: What coalitions shall the agents form, and how
then to distribute the coalition values to their members?

2.3 Stable coalitions

A solution (S, u) of a cooperative game (A, v) is a partition S
of the set of agents, means a set of disjunct coalitions that have
been formed together with a distribution u of their coalition
values to each agent as member of respective coalitions. This
payoff distribution is assumed to be efficient, that is the joint
benefit is distributed completely without any loss, and individual
rational, such that no agent gets less than it could obtain by
staying alone.

As soon as the coalitions have been formed, the computed
payoff distribution will be implemented by means of certain side-
payments that are to be exchanged among the agents. In our
case, each service agent a as a member of a certain coalition C
may only claim for some sidepayment spu(a, C) by other agents,
if the difference

spu(a, C) := u(a)− lwa(C); (3)

spu(C∗, C) :=
X

a∈C∗

spu(a, C), C∗ ⊆ C (4)

between its assigned payoff u(a), that is the money it shall get,
and its local worth lwa(C) in C, that is its local income based
on charging its own users, is positive. Otherwise, it has to make
a sidepayment of an amount of |spu(a, C)| to other agents in
C. If the payoffs u are distributed without loss, the same holds
for its implementation by exchange of sidepayments between
members of a coalition.

Corollary 1 Let C ∈ S, (S, u) be a solution of a game (A, v).
If C∗ = C, we write spu(C). Then spu(C) = 0, if an only if u
is efficient wrt. S.

A solution is called stable, in case no agent could have an
incentive to leave its coalition due to its assigned payoff. There
exist different stability concepts in game theory from which we
adopted, for the work reported in this paper, an efficient vari-
ant of the Shapley value [7], the so called bilateral Shapley value.

Definition 1 The union C of two disjoint coalitions C1, C2 ⊂
A\∅ is called a bilateral coalition, with C1 and C2 called founders
of C. A bilateral coalition C is called recursively bilateral iff it is
the root node of a binary tree denoted by TC for which (a) every
non-leaf node is a bilateral coalition, and its founders and sub-
coalitions are its children, and (b) every leaf is a single agent
coalition. For the depth d(C∗, TC) of a node C∗ in TC with
either C∗ = C, or C∗ ⊂ C∗∗, C∗∗ ∈ TC it holds that

d(C∗, TC) =


d(C∗, TC) = 0 if C∗ = C
d(C∗, TC) = d(C∗∗, TC) + 1 otherwise

A coalition structure S for (A, v) is called (recursively) bi-
lateral if ∀C ∈ S : C is (recursively) bilateral, or C = a, a ∈ A.
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Figure 2: Binary tree of bilateral coalitions for the example game.

The bilateral Shapley value σb(C, Ci, v),Ci, i ∈ {1, 2} of the
bilateral coalition C is defined as the Shapley value of Ci in the
game ({C1, C2}, v):

σb(Ci, C, v) =
1

2
v(Ci) +

1

2
(v(C)− v(Ck)) (5)

with k ∈ {1, 2}, k 6= i.
Given a recursively bilateral coalition structure S for a game

(A, v), a payoff distribution u is called recursively bilateral Shap-
ley value stable iff for each C ∈ S, every non-leaf node C∗ in
TC : u(C∗

i ) = σb(C
∗
i , C∗, vC∗), i ∈ 1, 2 with ∀C∗∗ ⊆ A :

vC∗(C∗∗) =

8<:
σb(C

p
k , Cp, vCp) if Cp ∈ TC ,

C∗ = C∗∗ = Cp
k , k ∈ 1, 2

v(C∗∗) otherwise
(6)

In other words, when merging two recursively bilateral coali-
tions into one its value will be distributed down the correspond-
ing coalition tree to its members by means of recursively replac-
ing the coalition value of the respective parent coalition with its
payoff, that is the bilateral Shapley value.

Example 2 Consider our example game, and the bilateral coali-
tion C1 = {a1} ∪ {a3}. Since v({a1}) = v({a3}) = 0, it
holds that σb({a1}, {a1}∪{a3}, v) = σb({a1}, {a1}∪{a3}, v) =
0+ 1

2
(2−0) = 1. Merging of C1 with C2 = {a2} (C = C1∪C2)

yields v(C) = 4 and v(C2) = 0, thus σb(C1, C, v) = 2 + 1
2
(4−

2) = 3 and σb(C2, C, v) = 0+ 1
2
(4−2) = 1. Recursively replac-

ing the coalition value v(Ci) in (5) with the bilateral Shapley
value of Ci then leads to the following payoff distribution (cf. fig-
ure 2): u(a1) = σb({a1}, {a1}∪{a3}, v∗) = 0+ 1

2
(3−0) = 1.5

and u(a3) = σb({a3}, {a1} ∪ {a3}, v∗) = 0 + 1
2
(3− 0) = 1.5.

2.4 Negotiation of stable coalitions

The BSCA protocol for negotiating such stable coalitions does
restrict negotiation to pairs of voted leaders of coalitions of given

maximum size, thereby reducing the communication complexity.
Each coalition leader recursively distributes the potential joint
coalition value to those agents that are members of its current
coalition according to the bilateral Shapley values (cf. figure
2). Coalitions are formed bilaterally per round based on coali-
tion proposals that are mutually accepted based on the expected
maximum of individually rational payoffs for the agents involved.
However, to determine these potential payoffs, the BSCA proto-
col requires each agent to reveal its local worth to every potential
coalition partner per round.

From the knowledge about the local worth of an agent in
some coalition, one could easily deduce, for example, its mone-
tary self value, that is the local income of the agent from selling
its own services exclusively to its own users. Further, from the
distribution of service requests, and the known set of local worth
values, any third party could easily deduce that some agent does
apparently have a stronger interest in certain services offered by
some agents than by others. These kinds of revelation could
lead to an unsolicited competitive advantage of these parties in
web service oriented business after, or in parallel to playing this
particular coalition game.

In general, that is the problem of how to preserve data pri-
vacy in cooperative games playing: To what extent an individual
service agent could keep its self values, and expected final pay-
offs private to other agents such that all agents are negotiating
a solution of still the same game that is stable according to the
bilateral Shapley value? More general, what is the trade off for
any service agent between hiding certain kinds of private finan-
cial data from potential collaboration partners, and collectively
rational profit making?

3 Non-Disclosure of Financial Data

The basic idea to solve this problem is that each agent should
not disclose its total local worth in a potential joint coalition to
any other agents but the amount resulting from collaboration
only. This so called additional local worth is the difference be-
tween its local worth in the merger C and its current coalition.
In fact, any coalition (leader) C1 can locally compute its bilat-
eral Shapley value uC(C1) = v(C1) + 1

2
av(C1, C2) in a joint

coalition C with some other coalition C2 simply by means of
its self value, and an equal distribution of the additional joint
coalition value av(C1, C2). The latter value is computed by
summing up the additional local worths of the agents in each
of the bilateral coalition founders. As a consequence, coalition
C1 could compute its expected payoff without knowing anything
about the total local worth of its potential coalition partner C2.

In more detail, (5) can be rewritten as

σb(Ci, C, v) = v(Ci) +
1

2
· (v(C)− v(C1)− v(C2)) (7)

with i ∈ {1, 2}. Thus, the additional coalition value

av(C1, C2) := v(C1 ∪ C2)− v(C1)− v(C2) (8)

produced by forming coalition C1 ∪ C2 is evenly distributed
among C1 and C2. For recursively bilateral Shapley value stable
payoff distributions, this means that each child node in the coali-
tion tree gets half of the additional payoff of its parent node.
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The share of the total payoff that a node gets is thus directly de-
pendent on its depth in the tree, which is shown by the following
lemma.
Lemma 1 Let (S1, u1) and (S2, u2) configurations for a game
(A, v), with u1 and u2 being recursively bilateral Shapley value
stable, and ∃C1, C2 ∈ S1 : C = C1 ∪ C2 ∈ S2. Then

∀C∗ ∈ TC : u2(C
∗) = u1(C

∗) +
av(C1, C2)

2d(C∗,TC)

Proof: Induction over d(C∗, TC). The case d(C∗, TC) =
0 is obvious because of the efficiency of σb and definition of
av. For d(C∗, TC) = 1, we have C∗ = Ci, i ∈ {1, 2} and
u2(Ci) = σb(Ci, C, v) = v(Ci)+

1
2
av(C). Again because of the

efficiency of σb, v(Ci) = u1(Ci), and thus v(Ci) + 1
2
av(C) =

u1(Ci) + av(C)

2d(C∗,TC ) . In case d(C∗, TC) = k > 1 and lemma

1 holds for all C∗∗ with d(C∗∗, TC) < k, we have C∗ = Cp
i ,

i ∈ {1, 2}, Cp ∈ TC , d(Cp
i , TC) = d(Cp, TC)+1 and u2(C

p
i ) =

σb(C
p
i , Cp, vCi) with vC

p
i
(Cp) = u2(C

p) = u1(C
p)+ av(C)

2d(Cp,TC ) .
Applying 6 and 7, we get

u2(C
p
i ) = v(Cp

i ) +
1

2
(u2(C

p)− v(Cp
i )− v(Cp

k))

= v(Cp
i ) +

1

2
(u1(C

p) +
av(C)

2d(Cp,TC)
− v(Cp

i )− v(Cp
k))

= v(Cp
i ) +

1

2
(u1(C

p)− v(Cp
i )− v(Cp

k))

+
av(C)

2d(Cp,TC)+1

= u1(C
p
i ) +

av(C)

2d(C
p
i ,TC)

For the merge of C1 and C2 to form C = C1∪C2, we further
define the additional local worth of agent a ∈ Ci, i ∈ {1, 2}:

alwa(Ci, C) := lwa(C)− lwa(Ci), (9)

and the summarized additional local worth for a subcoalition
C∗ ∈ TCi

alw(C∗, Ci, C) :=
X

a∈C∗

alwa(Ci, C) (10)

Also, note that

av(C1, C2) =
X
a∈C

lwa(C)−
X

a∈C1

lwa(C1)−
X

a∈C2

lwa(C2)

= alw(C1, C1, C) + alw(C2, C2, C) (11)

The following theorem shows that in order to compute its
sidepayment when merging coalitions C1 and C2, each subcoali-
tion C∗ ∈ TCi only needs to consider its sidepayment for the
case without the merge and the additional local worths of C1,
C2 and C∗:
Theorem 1 Let (S1, u1) and (S2, u2) configurations for a game
(A, v), with u1 and u2 being recursively bilateral Shapley value
stable, and ∃C1, C2 ∈ S1 : C = C1∪C2 ∈ S2. Then ∀C∗ ∈ TCi ,
i ∈ {1, 2}:

spu2(C
∗, C) =spu1(C

∗, Ci)− alw(C∗, Ci, C)

+
alw(C1, C1, C) + alw(C2, C2, C)

2d(C∗,TC)

ws2 (c: 1 k€)
ws4 (c: 2 k€)
ws3 (v: 2 k€)

Expected benefit of agent 1 from coalition {1,2} ?
alw1({1}, {1,2}) = 2, alw2({2}, {1,2}) = -1
av({1}, {2}) = 1, u(1) = v({1})+.5*av({1},{2})

u1=<0.50.5, 0.5, 00.5, 0>
Expected benefit agent 1 from coalition {1,3} ?

alw1({1}, {1,3}) = -1, alw2({2}, {1,2}) = 3
av({1}, {3}) = 2, u(1) = v({1})+.5*av({1},{3})

u1=<11, 0, 1>

ws3 (c: 1 k€)
ws1 (v: 3 k€)

ws1 (c: 1 k€)
ws2 (v: 2 k€)

1
v=0

2
v=0

3
v=0Expected benefit of agent 2 from coalition {2,3} ?

alw2({2}, {2,3}) = 2, alw3({2}, {1,2}) = -1
av({2}, {3}) = 1

u1=<0, 0.50.5, 0.5>

Negotiation round 1:

Preferences: 3 > 2

Preferences: 1 = 3 Preferences: 1 > 2

Figure 3: Privacy preserving negotiation of coalitions (round 1).

Proof: Remember that for any u, spu(C∗, C) =
P

a∈C∗ u(a)−
lwa(C) = u(C∗)−

P
a∈C∗ lwa(C) (see 4). Because of lemma 1,

9 , 10 and 11, we can rewrite

spu2(C
∗, C) = u1(C

∗)−
X

a∈C∗

lwa(C) +
av(C1, C2)

2d(C∗,TC)

= u1(C
∗)−

X
a∈C∗

(lwa(Ci) + alwa(Ci, C))

+
av(C1, C2)

2d(C∗,TC)

= spu1(C
∗, Ci)− alw(C∗, Ci, C) +

av(C1, C2)

2d(C∗,TC)

= spu1(C
∗, Ci)− alw(C∗, Ci, C)

+
alw(C1, C1, C) + alw(C2, C2, C)

2d(C∗,TC)

Please note that in case of C∗ = Ci, it holds that
spu1(C

∗, Ci) = 0, because of Ci ∈ S1 and corollary 1. Hence,
in order to obtain recursively bilateral Shapley value stable pay-
off distributions by repeatedly merging coalitions, all subcoali-
tions have to inform each other only about their additional local
worths. Absolute local worths as well as coalition values do not
have to be revealed at all. This is in contrast to the tradi-
tional way of negotiating stable coalitions with complete prior
knowledge about local worth and coalition values that constitute
the game to be solved. We acknowledge that this does hold in
particular for the bilateral Shapley value but not necessarily for
other game-theoretic stability concepts.

Example 3 Consider, again, our example coalition game (cf.
fig. 1). During the first negotiation round, it turns out that
agents a1 and a3 would prefer each other as a coalition partner,
since both of them could obtain a higher individually rational
payoff in a joint coalition than each could get in a separate coali-
tion with agent a2 (cf. figure 3). Agent a2 is even indifferent in
respect to the coalition it would prefer.

More concrete, {a1} and {a3} form a coalition C1, with
alwa1({a1}, C1) = −1−0 = −1 and alwa3({a3}, C1) = 3−0 =
3. According to theorem 1 we get

spu({a1}) = 0 +
(−1) + 3

21
− (−1) = 2

Page 4

M Klusch, 2008 275/466



1
v=0

2
v=0

3
v=0

Negotiation round 2:

C1
v=2
C1

v=2

C
v=4
C

v=4

S1={ {1,3}, {2} }
u1=<0.5, 0.5, 0>

Expected benefit from grand coalition
C = {1,2,3} ?

alw1({1,3}, C) = 2
alw3({1,3}, C) = -1
alw2({2], C) = 1

av({1,3}, {2}) = 2

u2({2}) = v({2}) + .5 * av({1,3}, {2}) 
=1 > v({2}) = 0  individual rational

u2({1,3}) = v({1,3}) + .5 * av({1,3}, {2}) = 3
recursively distributed down the tree:

u2({1}) = v({1}) + .5 * u2({1,3}) = 1.5 

u2({3}) = v({3}) + .5 * u2({1,3}) = 1.5            
> v({1}) = v({3}) individual rational

S2 = { {1,2,3} }, 

u2 = <1.5, 1, 1.5>

Figure 4: Privacy preserving negotiation of coalitions (round 2).

and

spu({a2}) = 0 +
(−1) + 3

21
− 3 = −2.

Thus, the net amount received by a1 and a3 are

u(a1) = lwa1(C1) + spu({a1}) = −1 + 2 = 1

= σb({a1}, {a1} ∪ {a3}, v)

and

u(a3) = lwa3(C1) + spu({a3}) = 3− 2 = 1

= σb({a2}, {a1} ∪ {a2}, v).

In the second round, agent a2 negotiates with the leader
of the newly formed coalition C1 for joining as it is individu-
ally rational to do so: Its expected payoff in a potential grand
coalition amounts to 1ke, that is it may obtain more by means
of cooperation than it would by staying alone. On the other
hand, forming of coalition C1 is consent with this proposal for
the same reason: Its bilateral Shapley value of 3ke, recursively
distributed down the coalition tree to agents a1 and a3, yields
a rational expected payoff for both members.

More concrete, their additional local worths in the grand
coalition C are

alwa1({a1}, C) = 1− (−1) = 2,

alwa3({a3}, C) = 2− 3 = −1

alw(C1, C1, C) = alwa1({a1}, C) + alwa3({a2}, C) = 1

alw(C2, C2, C) = 1− 0 = 1

The additional coalition value is thus

av(C1, C2) = alw(C1, C1, C) + alw(C2, C2, C) = 2

Applying theorem 1 again, we get the new payoff distribution u∗

with

spu∗(C1) = 0 +
1 + 1

21
− 1 = 0

(= spu∗(C2))

The net payoffs of C1 and C2 are equal to their bilateral Shapley
values:

u∗(C1) = lwa1(C) + lwa3(C) + spu∗(C1)

= 1 + 2 + 0 = 3 = σb(C1, C, v)

u∗(C2) = lwa2(C) + spu∗(C2)

= 1 + 0 = 1 = σb(C2, C, v)

For sidepayments within C1, we again apply theorem 1:

spu∗({a1}, C) = spu({a1}, C1) +
1 + 1

22
− 2

= 2 + 0.5− 2 = 0.5

spu∗({a3}, C) = spu({a3}, C1) +
1 + 1

22
+ 1

= −2 + 0.5 + 1 = −0.5

Consequently, the net payoffs of a1 and a3 are equal to their
recursively bilateral Shapley value stable payoffs:

u∗(a1) = lwa1(C) + spu∗(a1)

= 1 + 0.5 = 1.5 = σb({a1}, C, v)

u∗(a3) = lwa3(C) + spu∗(a2)

= 2 + (−0.5) = 1.5 = σb({a3}, C, v)

4 Anonymity of Service Requests

Another issue of privacy concerns the non-disclosure of private
non-financial information of an individual service agent such as
the number and kind of services it does request from some other
agent. Even if service agents were enforced to negotiate stable
coalitions based on the exchange of their additional local worths
only, the question is whether they still would be able to deduce
such kind of knowledge about service oriented interests of po-
tential competitors from the set of additional local worths?

Unfortunately, it turns out that this indeed is possible.
For example, consider a bilateral coalition C = C1

S
C2 with

alw(C1, C) > 0. From this information, one can deduce that
lw(C1, C) > lw(C1, C1) = v(C1), which implies that agents in
C1 produce more value, and/or less costs than in C. That, in
turn, means that at least one agent in C1 did request services
that are offered by agents in C2. This kind of reasoning chain
can be recursively applied to every sub-coalition of C1 in the
coalition tree. In particular, the first coalition partners of an
agent, that are its direct siblings in the coalition formation tree,
know that it did request some services from them. There is no
way to hide this fact other than by committing each of them to
keep it private, and trust them to do so.

Though the existence of service requests of any individual
agent in coalition C1 can be detected by other agents in coalition
C2, it turns out that they can be anonymized, thus providing
the agents with a weaker notion of privacy at least. To measure
degrees of anonymity, different notions have been proposed in
the literature, such as total, or group anonymity, under possi-
bilistic or probabilistic interpretations [6, 3]. In fact, if some
agent in C1 does request some service offered by another agent
in C2, the rest of the agents in C1 could readily observe that,
but do not know what kind of service it is. Likewise, the service
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Checking of desired service and agent anonymity in C = C1 U {2} 
before proposal submission:

alw({2},C)=-1alw({a1}, C)=2

sa(srws2) in C1 = 2

agent 3 does not know
whether agent 1 requests
ws2 or ws4

aa(srws2) wrt C2 = 2
agent 2 does not know
whether agent 1 or 3 
requests ws2

1

alw(C1,C)=1

alw({2},C)=2

1offers:
•ws1 (c: 1 k€)
requests:
•ws2 (v: 2 k€)

3

sa(srws3) in {3} = 1
aa(srws3) wrt C1 = 1

agents 1 and 3 know
that agent 2 requests
ws3 

2

offers:
•ws2 (c: 1 k€)
•ws4 (c: 2 k€)
requests:
•ws3 (v: 2 k€)

offers:
•ws3 (c: 1 k€)
requests:
•ws1 (v: 3 k€)

2

av(C)=2

Figure 5: Individual service request anonymities.

Figure 6: Options of encrypted service request message ”onion”
routing from agent a2 to agent a3.

provider agent in C2, with |C2| ≥ 2 knows that its service has
been requested by an agent in C1 but not which one (cf. figure
5).

We can quantify these kinds of possibilistic anonymity for
each service WS requested by an individual agent a ∈ C1 in
terms of

• service anonymity sa(WS, C1) = |
S

a∈C2
OSa| within

C1 in terms of the number of services offered by members
of C2, such that, in the extreme, no agent knows which
of its coalition partners does access what specific service,
and

• agent anonymity aa(WS, C2) = |C1| with respect to C2

in terms of the size of its actual coalition C1, since from
the perspective of agents in C2, any agent in C1 might
be the originator of the service request.

Assuming that each agent specifies its desired (default) min-
imum degrees of service and agent anonymity for each web
service WS it is interested in, any request and coalition pro-
posal to potential cooperation partners will be submitted, i.e.,
WS ∈ Ra(C), if and only if these requirements are met.

To maintain the above mentioned types of anonymity also
at the communication level, we adopt the simple onion rout-
ing protocol [8] to anonymize the exchange of service request
messages between the service agents. In essence, each service
request message gets routed between sender and receiver via
randomly selected intermediate agents each of which encrypting
the message with its individual public key (cf. figure 6). This
way, for communication paths consisting of at least three agents,
no intermediate agent is able to determine both the origin and
the receiver of a service request message nor to decrypt its con-
tent to some extent as guaranteed by the underlying encryption

protocol.

5 Coalition Formation Protocol
BSCA-P

In this section, we finally propose the coalition formation pro-
tocol BSCA-P that makes use of all concepts and means that
have been introduced in the previous sections. We assume that
service offers along with service execution costs are known in
prior.

Algorithm 1 For a game (A, v), S0 := {{a}|a ∈ A}, r := 0
and ∀C ∈ S0 : sp0(C) := 0. In every coalition C ∈ Sr, every
agent a ∈ C performs:

1. Let C ∈ Sr, a ∈ C and S∗ := S \ C.
2. Communication:

(a) For all C∗ ∈ S∗ do:
i. Determine set Ra(C∗) of requests, subject to

the sets OSa∗ of offers for each a∗ ∈ C∗, costs
and minimum anonymity degrees.

ii. For each service request which is in Ra(C) ∩
Ra(C∗) keep the one with minimum costs.

iii. Set alwsa(C∗) := alwa(C, C∗).
iv. For each bilateral coalition Ca, Ca ∈ TC , a ∈

Ca, a = Rep(Ca), wait for a message from
Rep(Ca

i ), i ∈ 1, 2, a /∈ Ca
i containing

alwsRep(C)(C
∗) and set alwsa(C∗) :=

alwsa(C∗) + alwsRep(C)(C
∗).

v. If a = Rep(C) then send alwsa(C∗) to
Rep(C∗); else send alwsa(C∗) to Rep(C+)
with C+ ∈ TC , a = Rep(C+

i ), i ∈ 1, 2, a 6=
Rep(C+).

(b) If a = Rep(C) then receive alwsRep(C∗)(C) and
set
alws(C∗) := alwsRep(C∗)(C) + alwsa(C∗) for all
C∗ ∈ S∗; else go to step 3i.

3. Coalition Proposals:
(a) Set Candidates := S∗, New := ∅ and Obs := ∅
(b) Determine a coalition C+ ∈ Candidates with

∀C∗ ∈ Candidates : alwsa(C+) ≥ alwsa(C∗).
(c) Send a proposal to Rep(C+) to form coalition C ∪

C+.
(d) Receive all coalition proposals from other agents.
(e) If no proposal from Rep(C+) is received and

Candidates 6= ∅,
set Candidates := Candidates \ {C+} and go to
step 3b.

(f) If a proposal from Rep(C+) is received, then form
the coalition C ∪ C+:

i. If o(Rep(C)) < o(Rep(C+)) then set Rep(C∪
C+) := Rep(C); else set Rep(C ∪ C+) :=
Rep(C+).

ii. Inform all other Rep(C∗), C∗ ∈ S∗ \ C+ and
all a∗ ∈ C, a∗ 6= a about the new coalition and
Rep(C ∪ C+)

iii. New :=
˘
C ∪ C+

¯
, Obs :=

˘
C, C+

¯
(g) Receive all messages about new coalitions. For

each new coalition C1 ∪ C2 and RepC1∪C2 , set
Candidates := Candidates \ {C1, C2}, New :=
New ∪ {C1 ∪ C2} and Obs := Obs ∪ {C1, C2}.
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(h) Send the sets New and Obs to all other coalition
members a∗ ∈ C, a∗ 6= a

(i) If a 6= Rep(C) then receive the sets New and Obs
from Rep(C).

(j) Set r := r + 1, Sr := (Sr−1 \Obs) ∪New.

(k) For each (sub-)coalition C∗ ∈ TC with Rep(C∗) =
a, determine spr(C

∗) according to theorem 1 (using
spr−1(C

∗) instead of spu(C∗)).

(l) If Cr = Cr−1then stop; else go to step 2

Theorem 2 Let n = |A| and m := maxa∈A{|Ra|}. The com-
putational complexity of the protocol BSCA-P is in O(n3m2).
The communication complexity in terms of the number of ex-
changed messages per agent is in O(n2).

Proof: cf. [2]
After stable coalition configurations have been negotiated

among service agents following the BSCA-P protocol, it will be
implemented by exchange of actual sidepayments. For this pur-
pose, each leader of a (sub-)coalition C makes or receives pay-
ments sp to, or from other leaders of immediate parent and child
coalitions in the binary coalition tree. this way, only leaders of
2-agent coalitions get informed about individual sidepayments,
that are its own, and that of the other agent. As a consequence,
only the very first coalition partner of an individual agent a, that
is its direct neighbour leaf in the coalition tree, might ever know
a’s exact sidepayment, though its individual utility value still
remains private. To ensure anonymous service requests and ac-
cess, we require each agent to follow the simple onion routing
protocol.

6 Conclusions

We proposed a protocol for privacy preserving and stable
coalition formation among rational web service agents. In
particular, the payoffs and utilities of these agents can almost
or even completely be kept private, respectively, during bilateral
negotiations of recursively bilateral Shapley value stable coali-
tions. Further, following the BSCA-P protocol, there is no need
to reveal absolute coalition values to successfully participate
in coalition negotiations at all. However, we showed that the
existence of service requests might not be hidden in general but
anonymized to a specified degree. In summary, the negotiation
protocol BSCA-P allows service agents in the Internet to keep
personal financial data private, while increasing their individual
profits by means of rational cooperation with others in coalitions.
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Abstract

We investigate and discuss safety and privacy preserv-
ing properties of a game-theortic based coalition algorithm
KCA for forming kernel stable coalitions among informa-
tion agents in face of imperfect information on actual coali-
tion values, and changing agent society. In addition, we an-
alyze the chances of deceiving information agents to suc-
ceed in coalition negotiations using the KCA protocol. We
show that a certain type of fraud which leads to an increase
of individual profit can neither be prevented nor detected,
but this comes at the expense of exponentially high compu-
tation costs for the deceiving agent.

1. Introduction

Game-theoretic coalition algorithms can be used by in-
telligent agents as coordination means in a variety of appli-
cations in different environments. Applications in the health
care and m-commerce domain are required to preserve the
privacy of user information to a large extent. In this respect,
one interesting question concerns the relation between the
safety poperties of a given coalition negotiation protocol,
and the privacy of information required to specify the under-
lying coalition game to be solved by the agents according to
the protocol. In particular, what is the minimum amount of
information required for a given coalition algorithm to out-
put stable solutions? Will it be individually beneficial to de-
ceive negotiation partners on local information that is used
to determine the value of joint coalitions? What kinds of in-
formation can be hidden by an agent from selected agents
at what costs in terms of its bargaining position in the coali-
tion negotiation?

As to our knowledge, there is no work on this topic
available yet. Hence, in this paper, we provide some first
thoughts on, and preliminary answers to these questions,
taking a special coalition algorithm KCA [4] for kernel sta-
ble coalition forming as an example.

In section 2, we introduce the reader to the basics of co-
operative game theory, with focus on Kernel stable coalition
forming, to an extent that is necessary to understand the re-
sults presented. Readers who are familiar with the field can
skip this section. In section 3, we analyze and discuss some
safety properties of the KCA protocol for negotiation set-
tings with imperfect information on coalition values, and
changes in the set of negotiating agents. Finally, the chances
of deceiving agents to succeed in coalition negotiations ac-
cording to the KCA protocol are discussed in section 4.

2. Kernel stable coalition forming

In this section, we briefly introduce the reader to the ba-
sic concepts of coalition games, kernel stable coalitions, and
a specific negotiation protocol KCA [4] that can be used by
agents to form such coalitions. For a more comprehensive
introduction to co-operative game theory we refer the reader
to, for example, [2, 5].

2.1. Basics

A co-operative or coalition game (A, v) is defined by a
set A of agents wherein each subset of A is called a coali-
tion, and a real-valued characteristic or coalition value func-
tion v : A → R that assigns each coalition C ⊆ A its
maximum monetary gain. Any set of coalition values for
all possible coalitions defines a coalition game. The self-
value v({ak}) ≡ v(ak) of an agent ak denotes the maxi-
mum profit it may gain without any cooperation with other
agents. It is assumed that each value v(C) does not depend
on the actions of agents outside C, any coalition C forms
by a binding agreement on the distribution of v(C) among
its members, and no side-payments are allowed from C to
any agents outside C within the given game.

The sum of both self-value and marginal contribution to
a coalition C is called the local value or worth lwortha(C)
of agent a for C. An individual agent production utility
function Uk determines the worth of task-related produc-
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tions of agent ak. Agents coalesce to increase their individ-
ual profits that may result from jointly accomplishing their
tasks. The value lwortha(C) of agent a for coalition C is
the total revenue a may obtain for accomplishing its tasks
in C on behalf of its user or other agents in C. Each coali-
tion value is the sum of the local values of its members
(v(C) =

∑
a∈C lwortha(C)).

Stable Solutions of Coalition Games. The solution of a co-
operative game with side payments is a coalition configura-
tion (S, u) which consists of a partition S of A, the coali-
tion structure, and a n-dimensional, real-valued payoff dis-
tribution vector which components are computed by a real-
valued payoff or utility function u. The payoff distribution
assigns each agent in A its utility u(a) out of the value v(C)
of coalition C it is member of in a given coalition structure
S.

In individually rational payoff distributions each agent
gets at least its self-value u(a) ≥ v({a}). For group ratio-
nal distributions, it holds that the group of all agents max-
imises its joint payoff. In Pareto-optimal payoff distribu-
tions no agent is better off in any other valid payoff distri-
bution for the given game and coalition structure.

A configuration (S, u) is called stable if no agent has an
incentive to leave its coalition in S due to its assigned pay-
off u(a). Different characteristics and criterions of stability
define different solution spaces for a co-operative game.

In general, non-super-additive games at least one pair of
potential coalitions is not better off by merging into one.
The meaning of stability of coalitions depends on the con-
sidered discipline and application domain. Many if not most
of the coalition formation algorithms today rely on chosen
game-theoretic concepts for stable pay-off division within
coalitions according to, for example, the Shapley-value, the
Core, the Bargaining Set, or the Kernel [2]. In this paper,
we focus on the latter concept of coalition stability.

Kernel Stable Configurations. The kernel of a co-operative
game (A, v) with respect to a given coalition structure S is
a set of K-stable configurations (S, u) wherein each coali-
tion in S is in equilibrium. Each pair of agents ak, al in C is
in equilibrium, if they cannot outweigh each other in (S, u)
by having the option to get a better payoff in coalition(s) not
in S excluding the opponent agent. The surplus of agent
ak ∈ A with respect to the opponent al in a given con-
figuration (S, u) is skl = maxR/∈S,ak∈R,al /∈R{e(R, u)},
where e(R, u) = v(R) − u(R) denotes the excess of alter-
native coalitions R. Agent ak outweighs al, if skl > slk and
u(al) > v(al). Any pair of agents ak, al is in equilibrium
with respect to (S, u), if one of the following constraints is
satisfied: (skl = slk), or (skl = slk and ul = v(al), or
skl < slk and uk = v(ak).

To compute a K-stable payoff distribution, agents trans-
fer side payments among each other; the demand of agent
ak from al is defined as dkl = min{ (skl−slk

2 , u(al) −

v(al)} ≥ α, and zero else, as an upper limit of any side-
payment α to be added (subtracted) from the payoff u(a k)
(u(al). The transfer scheme converges against a K-stable
(S, u) after O(nlog(re/ε)) iterations with O(n2n) steps
each, where re(u) denotes the relative error.

The kernel of a game is exponentially hard to com-
pute unless, for example, the size of the coalition is lim-
ited by a constant. The kernel appears to be attractive, since
it is unique for any 3-agent game (A, v), assigns symmet-
ric agents of some coalition in a given coalition structure
for (A, v) equal payoff, and is locally Pareto-optimal in the
set K. Polynomial coalition algorithms for polynomial K-
stable coalition configurations have been developed for co-
operative information agents with perfect [4] or imperfect
knowledge [1].

2.2. KCA coalition algorithm

Any set of rational agents can negotiate kernel stable so-
lutions (S, u) of co-operative games (A, v) by using the so
called KCA coalition algorithm [4] which proceeds as fol-
lows.

Each agent a performs

1. Communication

(a) Set ({a1}, . . . , {an}, (v({a1}), . . . , v({an})) to
be the current configuration.

(b) Set each agent to be the coalition leader of its
coalition.

(c) Generate a totally ordered list of all agents sorted
by their overall computational power. The sort-
ing of this list is the same for all agents. It is not
important here how this is exactly done.

(d) Send the set of tasks Ta to all other agents.

(e) Receive the set of tasks of each other agent.

(f) Evaluate the set of tasks accomplishable by a and
send it to all other agents.

(g) For each other agent, receive the set of accom-
plishable tasks.

(h) For every coalition C ⊆ A, evaluate lwortha(C)
and send it to all other agents.

(i) Receive all local values from each other agent.

2. Generating Proposals

(a) If a is not coalition leader of C, a ∈ C, go to 4e.

(b) For each other coalition C ∗ ∈ S, a �∈ C∗ com-
pute a Kernel-stable configuration (S ∗, u∗) with
C ∪C∗ ∈ S∗ and all other coalitions unchanged.
If u∗ strictly dominates u, send (S∗, u∗) as a con-
figuration proposal to the leader of coalition C ∗.

3. Evaluating Proposals
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(a) Receive configuration proposals from the other
coalition leaders.

(b) Evaluate the received proposals. Choose one pro-
posal (S+, u+) that is most beneficial to accept,
i.e. for which u+ strictly dominates u and is not
strictly dominated by u∗ of any other received
proposal (S∗, u∗).

(c) Inform all other coalition leaders about the ac-
cepted proposal.

4. Deciding Upon Coalition Configuration

(a) Receive all accepted proposals from the other
coalition leaders.

(b) If no proposal was accepted, stop.

(c) Choose one proposal to become the new config-
uration. To do this, determine an order of prefer-
ence of the proposals according to the following
keys, priority in descending order:

i. Bilaterally accepted proposals are preferred
to unilaterally accepted ones. An accepted
proposal (S∗, u∗) of coalition C∗ for coali-
tion C+ is bilaterally accepted iff C+ ac-
cepted a proposal of C∗.

ii. If any two proposals (S∗, u∗) and (S+, u+),∑
a∗∈A u∗(a∗) >

∑
a∗∈A u+(a∗) holds,

(S∗, u∗) is preferred to (S+, u+).
iii. If any two proposals are equally pre-

ferrable according to the above proper-
ties, the one which was made by the agent
with the greater computational power is pre-
ferred.

(d) Inform all other coalition members in C about
the new configuration.

(e) If a is not coalition leader, receive the new con-
figuration.

(f) If a is in the coalition, determine the new coali-
tion leader as the agent in the new coalition with
the greatest computational power.

(g) If a is coalition leader, do: if a is in the new coali-
tion, inform all other coalition leaders about a be-
ing the new coalition leader. If a is not in the new
coalition, receive the new coalition leader of the
new coalition.

(h) If the grand coaltion was formed or a previously
defined time for the coalition formation process
is exceeded, stop.

(i) Go to 2.

It is assumed that the time for message exchange is lim-
ited, and inter-agent communication is correct. Please note
that according to the KCA protocol, in each round at most

one new coalition is formed (as a merger of two coalition of
the previous configuration), and the computation of a kernel
stable payoff distribution with respect to a proposed coali-
tion may affect also the payoffs of those agents that are not
involved in that proposal.

3. Safety properties of the KCA

3.1. Safe KCA with incomplete information

Unknown Tasks. Suppose agent a1 does not receive
the complete set of tasks from agent a2. The lo-
cal value lwortha2 (C) of a2 for any coalition C in
which both agents are involved depends on the ex-
tent a1 is able to help a2 in accomplishing its tasks. Since
v(C) =

∑
a∈C lwortha(C) holds, and the task sets of

agents are mutually exchanged before the coalition ne-
gotiation starts, any partial knowledge on tasks to ac-
complish only changes the original game, thus does not
affect the correctness of the output of the KCA proto-
col.

Unknown Local and Coalition Values. In cases where lo-
cal values are not known to some agent, it can estimate,
or set the corresponding coalition by default. How-
ever, this leads to situations in which different agents try
to solve different games at the same time with respec-
tively different outcomes of the coalition negotiations ac-
cording to the KCA protocol.

Example 3.1: KCA negotiation with estimated coali-
tion value

Consider a non-superadditive 3-agent game for a set
of agents ({a1, a2, a3} and coalition values v({ai}) =
0, i ∈ {1, 2, 3}, v({a1, a2}) = 3, v({a1, a3}) = 1,
v({a2, a3}) = 3, and v({a1, a2, a3}) = 0. The agents
may solve this game using the KCA. For example, in the
first round, the mutually exchanged kernel stable pro-
posals are Cfg1 = ({{a1, a2}, {a3}}, (0.5, 2.5, 0)),
Cfg2 = ({{a1, a3}, {a2}}, (0.5, 0, 0.5)) and
Cfg3 = ({{a1}, {a2, a3}}, (0, 2.5, 0.5)). Suppose that no
proposal is bilaterally but unilaterally accepted. As a re-
sult, both most beneficial coalitions {a1, a2} or {a2, a3}
could form. In order to obtain a unique configuration,
the proposal of the most powerful agent, here a2, is se-
lected, that is Cfg1.

Suppose that a1 did not receive lwortha3 ({a2, a3}) and
under-estimates the related coalition value v∗({a2, a3}) =
2. a1 proposes ({{a1, a2}, {a3}}, (1, 2, 0)) to a2 instead of
Cfg1. Unfortunately, this proposal is not as good as the one
in the original game for a2 such that it rather accepts the al-
ternative proposal of a3. Thus, the kernel stable configura-
tion Cfg3 is formed. Thus, in contrast to the above solu-
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tion of the original game, a1 stays alone with no profit from
joint collaboration.

In case a1 over-estimates the coalition value
v∗({a2, a3}) = 3.5, it proposes Cfg1c =
({{a1, a2}, {a3}}, (0.25, 2.75, 0)) instead of Cfg1 to
a2, and Cfg2c = ({{a1, a3}, {a2}}, (0.25, 0, 0.75)) in-
stead of Cfg2 to a3. As a result, a2 and a3 accept Cfg1c,
respectively, Cfg2c, and a1 accepts either Cfg1 from a2

or Cfg2 from a3. Given that a1 and a2 accepts Cfg1, re-
spectively, Cfg1c, all agents uniquely decide on the
configuration Cfg1c proposed by a1 based on given crite-
ria for drawing a tie. However, this solution is not kernel
stable with respect to the original game but the differ-
ent game considered by a1. Even worse, a1 obtains less
profit than it would be possible in most kernel stable solu-
tion of the original game.
◦

If an agent decides to compute kernel stable configura-
tions in case of complete information on coalition values
only, the interesting question is how its proposals and be-
havior in negotiations are affected. In Ex. 3.1, a 1 would not
make any proposal to any agent, thus non-kernel stable pro-
posals do not appear in the negotiation.

In general, if a does not know the coalition value v(C ∗)
of a certain coalition c∗, let s∗ik denote the estimated sur-
plus of ai over ak, that is the maximum of the set of ex-
cesses of coalitions C �= C∗ with ai ∈ C, ak /∈ C. This
surplus estimation is computable by a without know-
ing v(C∗). Hence, for each kernel stable configuration
(S, u) which can exactly be computed by a by us-
ing s∗ik instead ofsik, it holds that (a) C∗ �∈ S, and (b)
∀C ∈ S, ai, ak ∈ C, ai ∈ C∗, ak �∈ C∗ : u(ak) = v(ak).
The second constraint means that a does not need to com-
pute any surplus with v(C∗). Agent a can determine
whether a configuration it computes with incomplete infor-
mation is kernel stable by checking if both constraints are
satisfied.

Example 3.2: Computable configurations without cer-
tain local values

Consider the coalition game in example 3.1. Suppose that
a1 does not know v({a2, a3}) and decides to neither esti-
mate, nor use any default value for it. As a result, a1 is not
able to compute a kernel stable configuration for the coali-
tion structure {{a1, a2}, {a3}}, because the excess of
coalition C∗ = {a2, a3} is not computable by a1. The rea-
son is that if a1 (wrongly) assumes s21 = v({a2} − u(a2),
then u = (2, 1, 0) is kernel stable with respect to the game
it considers. However, the second constraint is not sat-
isfied, since u(a1) > v({a1}) holds. Thus a cannot
be sure that the assumption is right and the result-
ing configuration is kernel stable. In fact, s21 is given

by v({a2, a3} − u(a2) − u(a3) > v({a2} − u(a2)
since v({a2, a3}) > v({a2}) and u(a3) = 0. How-
ever, if the game includes v({a2}) = 3, then u = (0, 3, 0)
is determinable by a1 to be Kernel-stable because it is suf-
ficient to know that s21 ≥ v({a2} − u(a2) holds. Be-
cause u(a1) = v({a1}) in this case, it does not mat-
ter if s21 > v({a2}) − u(a2) or s21 = v({a2} − u(a2) is
true and v({a2}) − u(a2) ≥ s12 holds.
◦

To summarize, using the KCA, coalition negotiations
are safe with respect to unknown coalition values v(C).
Any under- or over-estimation of v(C) by agent a yields
a changed game (A, v) for which K-stable solutions can be
computed by a following the KCA protocol but with possi-
bly lower payoff u(a) compared to solutions that are com-
puted at the same time by other agents for the original game
(A, v).

3.2. Safe KCA with changing agent sets

New agents trying to enter negotiations after these actu-
ally started can easily be avoided by verifying the sender
of each message to be an expected one. But it may happen
that an agent for whatever reason, intended or unintended,
becomes unavailable before negotations end and/or the ac-
tions as determined by the coalitional contract are carried
out. That is, it does not send any more messages required
by the protocol. For example, its network connection may
break down. The consequences are different for coalitions
leaders and members.

Coalition leaders dropping out of negotiation. If the coali-
tions leader a of a coalition C becomes unavailable, con-
sequently no proposals are made or accepted for C.
Other members of C receive no more configuration up-
dates and eventually time out, finishing the negotiation
process. After this, the members of C have an out-
dated configuration if the other coalitions made further
merges, which means that their payoffs might no longer
be Kernel-stable. This is true even if a becomes avail-
able again to accomplish his part of the coalitional con-
tract. If a stays unavailable, the remaining members of
C are in fact forming the coalition C \ {a}. If there ex-
ist agents in C which rely on payments by a, individual
rationality might not be guaranteed any more. Alterna-
tively, a might become available again before negotia-
tions are finished. This might, depending on the state of a
then, lead to different configurations considered true by dif-
ferent agents.

Example 3.3: Coalition leader leaving and re-entering
negotiation

Consider a 3-agent game with A = {a1, a2, a3} in
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which usually a1 and a2 bilaterally accept propos-
als in the first round because {a1, a2} is much more
beneficial than any other coalition. But a1 becomes un-
available right after the initial exchange of local values, and
thus does not make a proposal for a2, nor accepts a2’s pro-
posal. Thus, {a2, a3} is formed. Suppose a2 becomes coali-
tion leader. In the second round, a1 becomes available again
just when proposals are to be made. a2 proposes the forma-
tion of the grand coalition while a1, not having received a
configuration update, proposes the formation of {a 1, a2}.
Because this is the most beneficial proposal, it is cho-
sen as the new configuration, thus splitting up the coalition
{a2, a3} again (which is not allowed by the KCA). Sup-
pose a1 becomes coalition leader of {a1, a2}. a1 thus sends
a configuration update to a3, but a3 is waiting for a con-
figuration update by its (now former) leader a2. a3 will
eventually time out and finish negotiations still ’believ-
ing’ it would coalesce with a2.
◦

Other coalition members dropping out of negotiation. The
dropping out of coalition members does not influence the
coalition formation process unless this happens during task
execution which leads to the same problem as for coalition
leaders. That is, the configuration may no longer be kernel
stable, since the original game no longer models the situa-
tion appropriately. As in the case of unavailable coalition
leaders, individual rationality of payoffs cannot be guar-
anteed for agents that rely on payments from unavailable
coalition members.

To summarize, using the KCA, coalition negotiations are
not safe in case of changing agent society: If agents are leav-
ing the actual coalition game (A, v) a K-stable solution of
the changed game (A, v) cannot be guaranteed without to-
tal restart of the KCA.

4. Secure and safe KCA

In this section, we show that, using the KCA, agents can
safely negotiate K-stable coalitions and preserve individual
data privacy (security) at the same time. In particular, any
agent that is involved in the negotiations can completely
hide its local data and information used to compute its self-
value from other agents. Surprisingly, it can do so without
even risking any loss of profit in the final coalition configu-
ration.

4.1. Privacy preserving K-stable coalition negotia-
tions

This property of local data privacy preservation in coali-
tion negotiations using the KCA is an inherent property of

the definition of kernel stability, which is stated in the fol-
lowing lemma.

Lemma 1. Let (A, v) and (A, v∗) with

∃a∗ ∈ A, r ∈ R : v∗(C) :=
{

v(C) + r for a∗ ∈ C
v(C) otherwise

Then it holds that the configuration (S, u∗) with
u∗(a∗) = u(a∗) + r and ∀a ∈ A, a �= a∗ : u∗(a) = u(a)
is K-stable with respect to the game (A, v∗) iff (S, u) is
K-stable with respect the game (A, v).

Proof. Let s∗a∗,a◦(C) the surplus of agent a∗ over agent a◦,
a∗, a◦ ∈ C ∈ S in configuration (S, u∗). Then it holds

s∗a∗,a◦(C) = max
C+:a∗∈C+,a◦ �∈C+

{v∗(C+) −
∑

a∈C+

u∗(a)}

= max
C+:a∗∈C+,a◦ �∈C+

{v(C+) + r(−
∑

a∈C+

u(a) + r)}

= max
C+:a∗∈C+,a◦ �∈C+

{v(C+) + r −
∑

a∈C+

u(a) − r}

= sa∗,a◦(C)(in configuration(S, u).)

According to lemma 1, it holds for any K-stable so-
lution (S, u) of coalition game (A, v) that the configura-
tion (S, u∗) for the changed game (A, v∗) with v∗(C) =
v(C) − lworth(a, {a}), v∗({a}) = 0, a ∈ C ∈ S,
and u∗(a) = u(a) − lworth(a, {a}) is K-stable. Since
u(a) − u∗(a) is constant for all pairs of K-stable propos-
als (S, u) and (S, u∗), the KCA negotiation protocol is safe
against non-disclosure of self-values.

Since v(C) =
∑

a∈C lwortha(C) holds, any agent a
may add r ∈ R to each of its local values, thereby con-
stantly changing its actual contribution to each C by r,
such that a’s net result remains the same as in the origi-
nal game with v(C). In particular, if for each agent a i the
factor ri = −lworthai({ai}) is added to every coalition
value v(C) with ai ∈ C, then the resulting game contains
only zero-valued self-values and is equivalent to the origi-
nal game (A, v).

To understand why that is the case, consider an
agent which communicates its worth lworth∗(a, C) =
lworth(a, C) − lworth(a, {a}) to every coalition C in the
coalition structure S of configuration (S, u) for given game
(A, v). That action changes the original coalition game to
a new game (A, v∗) with v∗(C) = v(C) − lworth(a, {a})
and v∗({a}) = 0. However, this change does not affect the
value of the excess of any coalition C, since it holds that
e∗(C) := v∗(C) − u∗(C) = v(C) − u(C) = e(C). This,
in turn, implies that the surplus values of agents in a so-
lution (S, u) of (A, v), and (S, u∗) of (A, v∗) remain the
same. By induction over all agents a ∈ A and S, it can eas-
ily be shown that this finally yields equivalent games for
any set of agents modulo their self-values.

M Klusch, 2008 283/466



As a result, self-values are not required to be communi-
cated among the agents at all in order to solve any given
coalition game with a K-stable configuration. That means
that, using the KCA, any agent ai can hide any set of lo-
cal information from other agents in K-stable coalition ne-
gotiations, without loss of benefit for anyone, iff this lo-
cal information is exclusively used to compute its self-value
v({ai}). However, the extent to which local information can
be hidden depends on the structure of the coalition game, as
we will show by means of a simple application example in
the following section.

4.2. Application to retailer coalition games

In general, rational agents in e-markets are envisioned to
be capable of forming different kinds of coalitions for dif-
ferent purposes. For example, retailer agent coalitions are
commonly formed to maximize individual benefits of joint
sales to customers. On the other side, customer agent coali-
tions can be built to maximize individual benefits of joint
purchases at retailer site, or to maximize individual broker-
age/commission from the customer agents’ users.

In the following, we consider a given set A of re-
tailer agents that form coalitions to improve and share
their joint benefits of selling requested items to cus-
tomer agents. In terms of coalition game theory, the coali-
tion value v(C) of a retailer agent coalition C ⊆ A is the
maximum joint benefit of retailer agents in C for selling rel-
evant items to their customer agents. Individual item utility
U(a, p) for retailer agent a of selling item p to its cus-
tomers. The self-value v({a}) of retailer agent a is the max-
imum gain of sales without any cooperation. Finally, the
retailer agent coalition game (A, v) is the set of all coali-
tion values.

Example 4.1: Car Retailer Coalition Game

Consider the following (superadditive) coalition
game (A, v) of three car retailer agents {a1, a2, a3}
and following coalition values defined by max-
imum car sales in each coalition: v({a1}) =
2, v({a2}) = 1.5, v({a3}) = 1, v({a1, a2}) = 6,
v({a1, a3}) = 8, v({a2, a3}) = 7, v({a1, a2, a3}) = 15.

Using the KCA, after first negotiation round, the
agents reach the following K-stable solution of the game:
(S, u) = ({{a1, a2}, {a3}}, (3.5, 2.5, 1)) which bal-
ances the agents’ surpluses s(a1, a2) = v({a1, a3})
−(u(a1) + u(a3)) = 8 − 3.5 − 1 = 3.5, and s(a2, a1)
= 7 − 2.5 − 1 = 3.5. After a second (final) negotia-
tion round, the grand coalition is formed with the follow-
ing K-stable payoff distribution among the retailer agents:
(S, u) = ({{a1, a2, a3}}, (5, 4.25, 5.75)) which balances
the agents’ surpluses s(a1, a2) = e({a1, a3}) = −2.75,
s(a2, a1) = e({a2}) = −2.75, s(a1, a3) = e({a1, a2})

Local items of a1:
car11, car12, car13

k1 car11:   2 k€
car22: 1.5 k€
car32:  1 k€

Local items of a2:
car21, car22, car23

Sales to k2:
car21: 1.5 k€
car12:  1 k€ 
car31:  1 k€ 
car33:  2 k€ 

Local items of a3:
car31, car32, car33

Sales to k3:
car31: 1 k€
car12: 2 k€
car13: 2 k€
car21: 2 k€
car23: 2 k€

a2

a3

a1

Coalition Game (A,v) 
v({a1}) = 2  v({a2}) = 1.5   v({a3}) = 1
v({a1,a2}) = 6   v({a1,a3}) = 8
v({a2,a3}) = 7  v({a1,a2,a3}) = 15 

k2

k3

max 6k€
• Coalition value v(C): Maximum car sales in C
• Local customers k1, k2, k3 of 

car retailer agents a1, a2, a3

Sales to k1:

Figure 1. Example of a car retailer agent
coalition game

= −3, s(a3, a1) = e({a2, a3}) = −3, s(a2, a3) = e({a2})
= −2.75, s(a3, a2) = e({a1, a3}) = −2.75.
◦

Example 4.2: Privacy Preservation in K-Stable Coali-
tion Negotiations

The K-stable solution ({{a1, a2}, {a3}}, (3.5, 2.5, 1))
of game (A, v) after first negotiation round bases
on the agents’ surpluses s(a1, a2) = v({a1, a3}) −
(u(a1) + u(a3)) = 8 − 3.5 − 1 = 3.5, and
s(a2, a1) = 7 − 2.5 − 1 = 3.5. Hiding of the self-value by
each agent induces a new 3-agent game (A, v ∗) with a new,
unique and K-stable solution ({{a1, a2}, {a3}}, (1.5, 1, 0))
which balances the newly formed but equally valued sur-
pluses s∗(a1, a2) = (v({a1, a3}) − v({a1}) − v({a3})) −
((u(a1)− v({a1}))+ (u(a3)− v({a3}))) = 5− 1.5 = 3.5
and s∗(a2, a1) = 4.5 − 1 = 3.5. This game is equiv-
alent to the original one modulo the agents’ self val-
ues.

Hiding of self-values implies that, for example, car re-
tailer agent a1 can prevent the other car retailer agents
a2, a3 from knowing how many and what kind of own cars
it can sell to its local customer for what price. In this ex-
ample, a1 can only sell one car of type car11 to its local
customer for a price of 2k euros. It can protect this local in-
formation without loss of benefit in implied coalition nego-
tiation by simply communicating a zero-valued self-value
v∗({a1}) = 0. In this example, agents a2 and a3 by no
means are able to infer the true self-value of a1 from their
local knowledge, since its car11 cannot be alternatively sold
to them to maximize any of their joint coalition values. Both
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agents do not even know about the existence of car11.
That is not true in cases where local items can be both lo-

cally and remotely sold. In such cases the local sales value
can be partially inferred by other agents. For example, con-
sider the situation in which car retailer agent a2 com-
municates a zero-valued self-value v∗({a2}) to protect
its local information that it can sell car21 to its cus-
tomer for 1.5k euros. Further, it does not tell a3 that
car21 exists. However, in order to determine the max-
imum joint coalition value with a3 it has to communi-
cate to a3 that a3’s car33 can be sold to its local customer
k2 for 2k euros, that is more than a3 could obtain lo-
cally. As a consequence, a2 communicates its worth
lworth∗(a2, {a2, a3}) = 0.5(= 2 − 1.5) to a3 such
that both agents are now able to compute the maxi-
mum sales value of a joint coalition. But now a3 can eas-
ily infer that the self-value v({a2}) of a2 must at least be
of value 1.5k (= 2 − lworth∗(a2, {a2, a3})) euros, which
does not match with the zero value that has been communi-
cated by a2 to a3 before.
◦

5. Fraud in Kernel stable coalition forming

Serious threats to safe kernel stable coalition forming
based on the KCA protocol are caused by, for example,
fraudulent agents that intend to (a) unreasonably strengthen
their bargaining position in the coalition negotiation, or (b)
influence the building of coalitions for any other strategic
reason. We show that this is in principle possible, but at high
computational costs in practice.

Suppose that agent a wants to demand more pay-
off in a given coalition game (A, v) than originally pos-
sible. For this purpose, in the first negotiation round,
it delays the communication of its worth lwortha(C)
for any coalition C ⊆ A to all other agents. Since
v(C) =

∑
a∈C lwortha(C) holds, at this moment, it

is the only agent that can compute all coalition val-
ues, hence the complete game (A, v). Since a can in-
fluence the coalition formation process according to the
KCA protocol only at the beginning of the first negotia-
tion round, it must decide on whether to perform a fraud to
unfoundedly increase its profit, or not, right before it com-
municates its local values to the other agents. For this
purpose, it locally simulates the KCA protocol to pre-
dict the final, kernel stable solution (S, u) for (A, v). In
case of 3-agent coalition games, this predicted configura-
tion is even unique.

How can agent a increase its predicted utility u(a) with-
out getting harmed by unmasking claims of other agents
within a joint coalition in the predicted final structure S?
One option is to choose one coalition C ′ /∈ S, and deceive

all agents on its individual worth lwortha(C′) for C ′ such
that the unfoundedly increase of its utility u ′(a) in the cor-
responding final configuration (S ′, u′) is maximum. Such a
fraud is in principle impossible to detect, since the worth of
each agent depends on its individual production utility func-
tions Ua which can be different for all agents.

With increasing v(C ′), by definition of the KCA
the probability that C ′ is actually formed also in-
creases. How to determine the highest possible value
r ∈ R, r �= 0 by which agent a can increase its origi-
nal lwortha(C′)? Each change of worth in some round
t ∈ N, that is lworth

(t)
a (C′) = lworth

(t−1)
a (C′) + r(t)

where lworth
(0)
a (C′) = lwortha(C′), implies a change

of the respective coalition value v (t)(C′). That, in turn,
changes the current game (A, v (t)) to (A, v(t+1)) by replac-
ing v(t)(C′) with v(t+1)(C′) = v(t)(C′) + r(t). For each
new game (A, v(t)), t = 1...m, agent a simulates a full run
of the KCA protocol until it finds, in round m, a configura-
tion (Sm, um) such that C ∈ Sm. In this case, it holds that
u(m)(a) ≤ u(0)(a) + r(m) (cf. lemma 2). But that is adver-
sive to a, since it would be enforced to bring the additional
amount r(m) into the coalition once it is formed.

Lemma 2. Let (A, v), (A, v∗) games, r ∈ R, and C∗ ⊆ A
with

∀C ⊆ A : v∗(C) :=
{

v(C) + r for C = C∗

v(C) otherwise

Further, let a∗ ∈ C∗, (S, u) a kernel stable configuration
for (A, v), u∗ a payoff distribution for which holds that
u∗(a) = u(a)+r, a ∈ A, if a = a∗, and u∗(a) = u(a) oth-
erwise.

Then (S, u∗) is not kernel stable for (A, v∗), if there
exists an agent a+ ∈ C∗, a+ �= a∗ such that sa∗,a+ −
sa+,a∗ < r holds in (A, v).

Proof. Let s∗a1,a2
denote the surplus of agent a1 over agent

a2 in the game (A, v∗) and Z := {C|C ⊆ 2A, a∗ ∈
C, a+ �∈ C}. Further, let e∗(C) the excess of coalition C
in the game (A, v∗). Then

s∗a∗,a+ = max
C∈Z

{e∗(C)}
= max

C∈Z
{v(C) −

∑

a′∈C,a′ �=a∗
u(a′) − u∗(a∗)}

= max
C∈Z

{v(C) −
∑

a′∈C,a′ �=a∗
u(a′) − (u(a∗) + r)}

= max
C∈Z

{v(C) −
∑

a′∈C

u(a′)} − r

= sa∗,a+ − r < sa+,a∗

But since u∗(a∗) > v∗({a∗}) = v({a∗}), configuration
(S, u∗) is not kernel stable for (A, v∗).
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As a consequence, agent a selects r(m−1) as the max-
imum raise of its original worth for C ′ to the fraudulent
value lworth∗

a(C′) = lwortha(C′)+ r(m). The value r(m)

is the amount of additional profit a expects to gain by com-
municating its worth lwortha(C) for all possible coalitions
C, including the incorrect value lworth∗

a(C′) for coali-
tion C ′, to all other agents in the first round of the KCA
based negotiations.

Example 5.1: Fraudulent manipulation of coali-
tion value

Consider a game (A = {a1, a2, a3}, v) with
v({ai}) = 0, i ∈ {1, 2, 3}, v({a1, a2}) = 5,
v({a1, a3}) = 1, v({a2, a3}) = 2, v({a1, a2, a3}) = 0.
Applying the KCA to this game clearly results in the coali-
tion structure {{a1, a2}, {a3}} and the kernel stable pay-
off distribution u = (2, 3, 0). Now, the question is what
happens if agent a1 by intention deceives the other
agents on the true coalition value v({a1, a3}) by com-
municating an artificially increased value of its worth
lworth∗

a1
({a1, a3}) = lwortha1 ({a1, a3}) + r, r ∈ R

+?
Consider the respectively changed game (A, v∗) with

r = 3. Then it holds that v∗({a1, a3}) = 4, and all
other coalition values v∗ remain the same as in the origi-
nal game v. Again, using the KCA, the coalition structure
{{a1, a2}, {a3}} is formed, but now with different payoff
distribution u∗ = (3.5, 1.5, 0). Thus, the fraud of a1 has
been succesfull, since it resulted in an increase (3.5 − 2 =
1.5) of its profit compared with payoff distribution for the
original game.

Now consider the case in which agent a1 decides to in-
crease its worth even more (r > 4), say r = 5. For the re-
sulting game (A, v+) it holds that v+({a1, a3}) = 6 and
all other coalition values remain the same. This time, using
the KCA, a different coalition structure {{a1, a3}, {a2}}
forms with payoff distribution u+ = (4.5, 0, 1.5). Again,
it seems that agent a1 increased its payoff compared
with that in the original game by 4.5 − 2 = 2.5. How-
ever, agent a1 now has the severe problem to actually
bring in the amount of r = 5 into the formed coali-
tion {a1, a3}, since its real increase in profit is given by
2.5 − 5 = −2.5, hence actually a loss! How shall a1 ex-
plain that to its committed coalition partner a3?
◦

The computational efforts that are required to decide
whether there exists an individually beneficial option to de-
ceive other agents in KCA based coalition negotiation for

a given game are exponentially expensive. Once the pre-
dicted configuration (S, u) is locally computed, agent a
still has to check each of the O(2n) alternative coalitions
C′ /∈ S with polynomial computational complexity of sim-
ulated KCA based negotiations for each respective game.
Besides, the possibly large delay in communicating its val-
ues to the other agents after having received theirs may al-
ready draw some initial suspicion of fraud on agent a.

6. Conclusion

We showed that the KCA coalition protocol exhibits
both desirable and non-desirable properties with respect
to safety and privacy preservation. The possibility for any
agent to hide its self-values without risking any decrease
of its payoff is clearly an advantageous result for kernel
based coalition formation procedures such as the KCA. On
the other hand, tasks and information may be hidden from
other agents only at the cost of giving up some cooperation
opportunities. However, if agents hide certain local values
from other agents the course of negotiations according to
the KCA can seriously be affected such that non-kernel sta-
ble solutions of the original game will form. Another threat
to KCA based negotiations is caused by agents that drop
out of running negotiations. As a consequence, the remain-
ing agents and those that reenter the negotiation process af-
ter a while, may end up with different ideas about the final
configuration. This makes it impossible for most agents to
abide by their coalition contracts. Finally, it has been shown
that individual fraud in kernel stable coalition forming us-
ing the KCA is in principle possible but appears impractical
in terms of computational complexity.
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ABSTRACT
A large variety of solutions exists for the problem of coali-
tion formation among autonomous agents, at the theoretical
level within game theory, and at the practical, algorithmic
level, within multi-agent systems. However, one major un-
derlying assumption of algorithmic solutions suggested to
date is that the values of the coalitions are known and are
certain at the time of coalition formation negotiation. In
many practical cases such as in open, dynamically chang-
ing environments this assumption does not hold. In this
paper we propose an algorithmic solution to the coalition
formation problem that overcomes this limitation of previ-
ous solutions. Our solution supports fuzzy coalition values
and allows agents to form stable coalition configurations.
For this, we combine concepts from the theory of fuzzy sets
with the game-theoretic stability concept of the Kernel to
deduce the new concept of a fuzzy Kernel. We further pro-
vide a low-complexity algorithm for forming fuzzy Kernel
stable coalitions among agents.

Keywords
Fuzzy cooperative games, coalition formation, fuzzy kernel

1. INTRODUCTION
Cooperation within coalitions allows agents to perform

tasks that they may otherwise be unable to perform. Co-
operative game theory provides a well developed and math-
ematically founded theory according to which one can de-
termine which coalitions are beneficial and what coalition
configurations are stable and (Pareto) optimal. Game the-
ory itself, however, does not provide algorithms to be used
as a coalition formation process. Such algorithms are inves-
tigated in the field of multi-agent systems. In recent years,
several coalition formation algorithms were proposed, some
concentrating on agents that attempt to maximize group
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utility (e.g., [9]), others addressing self-interested agent that
attempt to maximize individual utilities (e.g., [10]). Some
solutions tried to reduce complexity [6], compromising op-
timality, whereas other, exponential solutions sought opti-
mality, proving that without an exponential complexity the
solution may be far from optimal [8]. All of these solu-
tions assumed that the values of the coalitions are known
for certain before the coalitions are formed and during the
formation process. However, in many real-world environ-
ments, this assumption does not hold, and values may be
known only to a limited degree of certainty. Thus, exist-
ing coalition formation methods are inapplicable. In this
paper, we address exactly this problem. In particular, we
propose a model and an algorithm that allow self-interested
agents to form stable coalitions in the face of uncertain val-
ues. We do so by fuzzifying concepts of cooperative game
theory to allow specification of uncertain coalition values.
In our solution, payoff calculation incorporates fuzzy quan-
tities instead of real numbers. Similar work [7] fuzzified
the core and the Shapely value. Here, we present a fuzzified
version of the Kernel [3], a set-based stability concept which
yields stable solutions for every game. The fuzzified Kernel
has an intuitively similar interpretation as the crisp Kernel
has, however it extends it to contain information about the
degree of certainty to which a fuzzy configuration is Kernel-
stable. We show that the computational complexity of the
fuzzy Kernel is similar to the complexity of the crisp Kernel.
We further show that the originally exponential complexity
can be reduced to polynomial complexity by placing a cap
on the size of coalitions. Finally, we exploit this property
to present a polynomial coalition formation algorithm based
on the fuzzy kernel.

The paper begins with an introduction to cooperative
games and the Kernel (section 2), followed by an introduc-
tion to fuzzy quantities in section 3. It proceeds with fuzzi-
fications of the Kernel and related concepts in section 4, and
then discusses computational complexity issues in section 5.
Sections 6 and 7 present a corresponding fuzzified trans-
fer scheme for side-payments and the algorithm for forming
fuzzy Kernel stable coalitions among agents, respectively.
We conclude the paper with an outline of future work in
section 8.

2. CRISP KERNEL-STABLE GAMES
In order introduce fuzziness to the cooperative game-theoretic

concepts needed for a fuzzified kernel, we briefly remember
their original, crisp definitions here.
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Definition 1. A cooperative game in characteristic func-
tion form is a pair (A, v) with the set of agents A and the
characteristic function v : 2A �→ R. v(C) is called the value
of the coalition C ⊂ A. v(∅) := 0.

This value of a coalition C can be viewed as a measure of
the payoff achievable by C by cooperating behaviour of its
members.

Definition 2. A configuration (C, u) for a game (A, v) spec-
ifies a payoff distribution u : A �→ R for a coalition structure
C, a partition of A. u(a), a ∈ A denotes the payoff for agent
a. u is called individually rational iff ∀a ∈ A : u(a) ≥ v(a)
and efficient iff ∀ C ∈ C :

P
a∈C u(a) = v(C)

A solution to a game is given by an individually rational
and efficient configuration which satisfies a chosen stability
concept. In this paper we focus on the stability concept
of the kernel. It is based on the idea that the members
of a coalition should be in an equilibrium regarding their
”power to object” each others payoff. This power is called
surplus of an agent over another. It is measured by regarding
coalitions not in the coalition structure of the configuration
(C, u) in question. The excess of such a coalition is the
additional payoff its members can gain by actually forming
this coalition with respect to their original payoffs according
to u.

Definition 3. The excess e(C∗, u) of a coalition C∗ 
∈ C in
the configuration (C, u) is given by

e(C∗, u) := v(C∗)−
X

a∈C∗
u(a)

The surplus of an agent ai over another agent ak is then
defined as the maximum excess of all coalitions including
agent ai but without agent ak.

Definition 4. The surplus sik of an agent ai over agent ak

with ai, ak ∈ C ∈ C, ai 
= ak, is defined as

sik := max{e(C∗, u) | C∗ 
∈ C, ai ∈ C∗, ak 
∈ C∗}
Please note that this implies the assumption that ai would
be able to gain all of the excess of each considered coalition
if it was realized. This might be considered as not very
realistic, because the other agents in the coalition would be
likely to claim a part of the additional profit for themselves.
However, because in the definition of the kernel the surplus
is used more like an index but an accurate measurement,
this seems to be acceptable.

An agent ai is said to dominate agent ak in the configu-
ration (C, u) iff ai, ak ∈ C ∈ C, sik > ski and u(ak) > v(ak)
hold. The last condition means that agent ak really has to
loose something, i.e. he is better off staying in his current
coalition than acting alone. The kernel is then defined as the
set of configurations in which no agent dominates another.

Definition 5. The kernel K of a game (A, v) is defined as

K :=
n
(C, u) | ∀ai, ak ∈ C ∈ C :

ˆ
(sik = ski)

∨ (sik > ski ∧ u(ak) = v({ak}))
∨ (ski > sik ∧ u(ai) = v({ai}))

˜o
Thus, a configuration (C, u) is called a kernel-stable solu-

tion of a game (A, v) iff u is individually rational and efficient
and (C, u) is an element of the kernel K of (A, v).

3. FUZZY QUANTITIES
The concept of fuzzy subsets was first introduced by Lotfi

A. Zadeh in [13]. It emerged from his idea that it should
be possible for elements of a set to belong to a fuzzy subset
only to a certain degree. The actual meaning of this degree
is application-dependant. For instance, it might be a degree
of truth (”truth value”) or a possibility in the sense of possi-
bility theory. In the following, we assume some possibilistic
interpretation of the fuzziness.

Definition 6. A fuzzy subset F of a set M is defined by its
membership function µF : M �→ [0, 1] where µF (x), x ∈ M
is called the degree of membership or membership value of x
in M .

We define some further fuzzy concepts to be used later.

Definition 7.

1. Let F be a fuzzy subset of some set M , and x ∈ M .
We write x ∈ F iff µF (x) > 0 and define
support(F ) := {x | x ∈ F}

2. Any fuzzy subset of R is called a fuzzy quantity.

3. Let F be a fuzzy quantity.
size(F ) := sup{support(F )} − inf{support(F )}

4. A fuzzy quantity F is called normalized iff
supx∈R

{µF (x)} = 1

5. x ∈ R with µF (x) = maxy∈R(µF (y)) is called a modal
value of F .

6. R
F denotes the set of all fuzzy quantities.

7. rF denotes a fuzzy quantity with

µrF (x) =


1 if x = r
0 otherwise

, r, x ∈ R

8. A fuzzy interval I is a fuzzy quantity with
∀x1, x2, x3 ∈ R, x1 < x2 < x3 : µI(x2) ≥
min(µI(x1), µI(x3))

9. Any fuzzy interval N satisfying (a) there exists
exactly one xm ∈ R : µN (xm) = 1 and (b)
∃x1, x2 ∈ R, x1 < xm < x2 : µN (x) = 0 for all
x ∈ R \ [x1, x2] is called a fuzzy number.

10. A triangular shaped fuzzy number (x, y, z)F ,
x, y, z ∈ R is a fuzzy number with

µ(x,y,z)F (r) =

8<
:

r−x
y−x

if x < r ≤ y
z−r
z−y

if y < r < z

0 otherwise

, r ∈ R

For fuzzy quantities and numbers, arithmetic operations
can be defined following Zadeh’s extension principle. For the
fuzzy kernel, we need the operations of addition, negation,
subtraction and multiplication with a crisp number.

Definition 8. Let F1, F2 ∈ R
F , x, y, z, a ∈ R.

µF1⊕F2(x) := sup{min(µF1(y), µF2(z)) | y + z = x}
µ−F1(x) := µF1(−x)

µF1�F2(x) := µF1⊕(−F2)(x)

µa·F1(x) :=


µF1(x/a) if a 
= 0
µ0 if a = 0
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Note that for additions and subtractions on F1 and F2 with
a result F3, we have size(F3) = size(F1) + size(F2).

The extension principle is also used to define the fuzzy
extension of the max function.

Definition 9. Let F1, F2 ∈ R
F , x, y, z ∈ R.

µ gmax(F1,F2)(x) := sup{min(µF1(y), µF2(z)) |max(y, z) = x}
For convenience, let

gmax({x1, · · · , xn} ⊂ RF ) :=gmax(x1, gmax(· · · , gmax(xn−1, xn) · · · )
and gmax({F1}) := F1

From the definition of the crisp kernel, it is clear that we
will need to compare fuzzy quantities to each other in order
to determine whether a fuzzy quantity A is greater than a
fuzzy quantity B. We cannot use gmax for this comparison
because it constructs a new fuzzy quantity out of the mem-
bership functions of its operands rather than choosing one
of the two to be maximal. Thus, we will need a so-called
ranking method for fuzzy quantities. Several of such meth-
ods have been proposed in the literature (see for example
[1]). In section 4, the fuzzy kernel is defined such that con-
figurations are to some degree fuzzy kernel-stable. So we
need a ranking operator R that yields a certain degree of
a possibilistic measure to a comparison between two fuzzy
quantities and thus is a fuzzy subset of R

F × R
F .

Definition 10. Let F1, F2 ∈ R
F and R be a fuzzy subset of

R
F × R

F . R is called a fuzzy ranking operator if µR(F1, F2)
denotes the degree to which F1 can be considered ”greater”
compared to F2. R is called a fuzzy similarity relation if
µR(F1, F2) denotes the degree to which F1 can be considered
”similar” to F2. Further let G be a fuzzy ranking operator
and S a fuzzy similarity relation. We define

(F1 �G F2) := µG(F1, F2)

(F1 ≈S F2) := µS(F1, F2)

In the following, we use the ”possibility of dominance” PD,
which was introduced in [4], as an instance of G. It is defined
as

F1, F2 ∈ R
F : (F1 �PD F2) := sup

x,y∈R,x≥y
{min(µF1(x), µF2(y))}

As an instance of S, we use the analogously defined similar-
ity relation PS with

(F1 ≈PS F2) := sup
x∈R

{min(µF1(x), µF2(x))}

Further we define a set of maximal elements of a set of fuzzy
quantities in the way Mareš did it in [7].

Definition 11. Let X be a set of fuzzy quantities and G
a fuzzy ranking operator. The fuzzy subset XmaxG of X is
given by

∀F1 ∈ X : µX
maxG (F1) := min

F2∈X
(F1 �G F2)

Thus, µX
maxG (F1) denotes the degree to which F1 can be

considered a maximal element of X. For convenience,

maxG X := XmaxG .

Finally, we will need the logical operations ”AND” and
”OR” with operands ∈ [0, 1].

Definition 12. Let x, y ∈ [0, 1] : x ∧ y := min(x, y) and
x ∨ y := max(x, y)

4. FUZZY KERNEL-STABLE GAMES
As we indicated in section 1, negotiation during the coali-

tion forming process might face uncertainties. Such uncer-
tainties could be caused by the possibility of nondeterminis-
tic events that hamper the negotiation process and produce
incomplete information regarding the values of coalitions.
This leads us to the formation of fuzzy-valued coalitions
(see also [7]). Other approaches to introduce fuzziness into
game theory include the formation of fuzzy coalitions, where
agents are members of (multiple) coalitions to a certain de-
gree (see [2]). For fuzzy-valued coalitions, the characteris-
tic function of the game maps to fuzzy values. Thus, the
definitions of the basic game-theoretic concepts as given in
section 2 have to be revised for the fuzzy-valued case.

Definition 13. A fuzzy cooperative game in characteristic
function form is a pair (A, vF ) with the set of agents A and
the fuzzy characteristic function vF : 2A �→ R

F . vF (C) is
called the fuzzy value of the coalition C.

In the following we say just ”fuzzy game” instead of ”fuzzy
cooperative game”.

Example 1. We give a simple example of a fuzzy game
definition with four information agents:

A := {a1, a2, a3, a4}

Let us suppose these agents have accepted a task to de-
liver some information to their respective users. The agents’
evaluation of the relevance of the available information items
to the search tasks is uncertain. The agents now collect as
much possibly relevant information as they are able to ob-
tain. An agent can obtain such information either by looking
it up in its local database, or by cooperation with another
agent. It finally offers the collected information items to its
user, who pays some price to get access to those items which
are relevant to him/her.

The uncertainty of the relevance of information items to
the search task is expressed by the use of fuzzy numbers
to summarize the value of a bundle of information items.
Thus, let Is

d denote the fuzzy value of the information items
which are locally stored by agent s with respect to the search
task of agent d. For example, let’s assume agent a1 has lo-
cally stored some information items which he can sell to
its own user for ”about” 3.5 (monetary units). Further, it
is assumed to be certain that a1 will get no less than 3.0
and no more than 4.0 for them. Thus, we summarize his
local information’s value for his search task with the trian-
gular fuzzy number Ia1

a1 := (3, 3.5, 4)F . The other values
of game-relevant bundles of information items are assumed
to be obtained in a similar way and given in table 1. The
last line of this table states the sum of each agent’s game-
relevant information which gives an easy but very rough
indication of an agent’s ”power” in the upcoming negoti-
ations. For simplicity, we assume that every information
is locally available to at most one agent in the game. We
restrict size of profitable coalitions to max. two agents by
defining vF (C3,4) := 0F for all three- and four-agent coali-
tions C3,4. The fuzzy coalition value of a one- or two-agent
coalition C is defined as the sum of the fuzzy values of all
game-relevant information items available in the coalition:
vF (C) :=

P⊕
a1∈C

P⊕
a2∈C Ia1

a2 , 1 ≤ |C| ≤ 2. The game is
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Is
d s = a1 s = a2

d = a1 (3, 3.5, 4)F (3, 3.25, 3.5)F

d = a2 (2, 2.25, 2.5)F (4, 5, 6)F

d = a3 (0.5, 0.65, 2)F (1.6, 1.75, 1.9)F

d = a4 (5, 5.25, 6)F (10, 10.5, 11)F

P⊕ (10.5, 11.65, 14.5)F (18.6, 20.5, 22.4)F

Is
d s = a3 s = a4

d = a1 (0, 0.1, 1)F (7, 7.25, 8)F

d = a2 (0.4, 0.5, 0.6)F (5, 6, 7)F

d = a3 (0.5, 0.75, 1)F (2.5, 2.9, 3.25)F

d = a4 (1, 1.1, 1.25)F (2, 2.5, 4)F

P⊕ (1.9, 2.45, 3.85)F (16.5, 18.65, 22.25)F

Table 1: Fuzzy values of information items

summarized as follows:

vF (a1) = (3, 3.5, 4)F vF (a2) = (4, 5, 6)F

vF (a3) = (0.5, 0.75, 1)F vF (a4) = (2, 2.5, 4)F

vF (a1, a2) = (12, 14, 16)F vF (a1, a3) = (4, 5, 8)F

vF (a1, a4) = (17, 18.5, 22)F vF (a2, a3) = (6.5, 8, 9.5)F

vF (a2, a4) = (21, 24, 28)F vF (a3, a4) = (6, 7.25, 9.5)F

vF (a1, a2, a3)
F = 0F vF (a1, a2, a4)F = 0F

vF (a1, a3, a4)
F = 0F vF (a2, a3, a4)F = 0F

vF (a1, a2, a3, a4)
F = 0F

With the coalition values being fuzzy, it seems plausible to
also fuzzify the payoff distribution: no crisp payoff can be
guaranteed as long as it is not known which coalition values
will be realized.

Definition 14. A fuzzy configuration is a pair (C, uF ) with
the (crisp) coalition structure C and the fuzzy payoff distri-
bution uF : A �→ R

F . With a fuzzy coalition values and
payoff distributions, the concepts of individual rationality
and efficiency also become fuzzy: let G be a fuzzy ranking
operator and S a fuzzy similarity relation.

a ∈ A : µindratG(a) := uF (a) �G vF (a) denotes the de-
gree of fuzzy individual G-rationality of agent a.

µindratG(uF ) :=
V

a∈A{µindratG(a)} denotes the degree

of fuzzy individual G-rationality of uF .

µeffS (uF ) :=
V

C∈C
n P⊕

ai∈C uF (ai) ≈S vF (C)
o

de-

notes the degree of fuzzy S-efficiency of uF .

Example 2. With C := {{a1}, {a3}, {a2, a4}}, uF (a1) =
vF ({a1}), uF (a2) = (8.9, 10.4, 12.4)F , uF (a3) = vF ({a3})
and uF (a4) = (12.1, 13.6, 15.6)F , let (C, uF ) be a fuzzy con-
figuration for the fuzzy game defined in example 1. Here
a2’s and a4’s payoffs are certainly greater than their respec-
tive single-agent coalition values, thus the degree of fuzzy
individual PD-rationality is 1.0. The degree of fuzzy PS-
efficiency is also 1.0 because uF (a2)⊕uF (a4) = vF ({a2, a4}).
Fuzzy coalition stability concepts define a degree to which
given fuzzy configurations are stable. Thus, we define so-
lutions of a fuzzy game as set of fuzzy configurations that
satisfy given minimal requirements on the degrees of stabil-
ity, individual rationality and efficiency.

Definition 15. Let µstableSC (C, uF ) denote the degree to
which a fuzzy configuration (C, uF ) of a fuzzy game (A, vF )
is stable according to some fuzzy stability concept SC. Let
irmin, efmin, stmin ∈ [0, 1], G a fuzzy ranking operator and
S a fuzzy similarity relation. The configuration (C, uF ) is
called a (irmin, efmin, stmin, G, S, SC)-solution of the fuzzy
game (A, vF ) iff µindratG(uF ) ≥ irmin, µeffS (uF ) ≥ efmin

and µstableSC (C, uF ) ≥ stmin

Figure 1: Membership functions of the maximum fuzzy

excesses of agent a2 excluding a4

As we have seen in section 2, the definition of the kernel
is based on the concepts of excess and surplus. For the
definition of a fuzzy kernel, these concepts also need to be
fuzzified. In the case of the excess, this is straight-forward.

Definition 16. The fuzzy excess eF (C∗, uF ) of a coalition
C∗ 
∈ C in the fuzzy configuration (C, uF ) is defined as

eF (C∗, uF ) := vF (C∗)�
X

a∈C∗

⊕
uF (a)

To define the fuzzy surplus, however, we have to keep in
mind that the maximum of a set of fuzzy quantities is a
fuzzy subset. Thus, the fuzzy surplus should be an element
of the (fuzzy) set of maximal fuzzy excesses. However, there
could be more than one excess with maximal membership
value in this set. Therefore, we will define the surplus as thegmax of the maximal excesses.

Definition 17. Let EF
ik be the set of fuzzy excesses of

an agent ai excluding agent ak in the fuzzy configuration
(C, uF ):

EF
ik := {eF (C∗, uF )| C∗ 
∈ C, ai ∈ C∗, ak 
∈ C∗}

Let G be a fuzzy ranking operator. The fuzzy G-surplus sF G

ik

in (C, uF ) of agent ai over agent ak is then defined as

sF G

ik := gmax(maxG(EF
ik))

Example 3. For the fuzzy configuration given in exam-
ple 2, we consider maxPD(EF

24), the set of maximal fuzzy
excesses of agent a2 excluding agent a4, which is illustrated
in figure 1. eF ({a1, a2, a3}) is not included because its sup-
port lies completely to the left of the other three excesses
which overlap pairwise. Then, sF

24 = gmax(maxG(EF
24)) =

eF ({a1, a2})
Now, we are able to give a definition of the fuzzy kernel
by just substituting the crisp terms and operators of the
definition of the crisp kernel to their fuzzy counterparts.

Definition 18. Let G be a fuzzy ranking operator and S a

fuzzy similarity relation. The fuzzy (G, S)-kernel KF G,S

of
a fuzzy game (A, vF ) is defined by its membership function

µF G,S

K : (C, uF ) �→ [0, 1] with

µ
KF G,S (C, uF ) :=

^
ai,ak∈C∈C

n
(sF G

ik ≈S sF G

ki )

∨ (sF G

ik �G sF G

ki ∧ uF (k) ≈S vF ({ak}))
∨ (sF G

ki �G sF G

ik ∧ uF (i) ≈S vF ({ai}))
o
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This definition is perfectly in accordance with the definitions
of the crisp kernel; there, the surplus is defined by means
of the maximum excess of possible coalitions. Agents are
further assumed to gain all of the excess, as it was mentioned
above. So the crisp excess could be seen as an amount that
an agent could possibly (but maybe not likely) gain if the
corresponding coalition was realized. Thus, already the crisp
kernel has some kind of possibilistic interpretation. This is
just extended here to the values of the excesses themselves.

Clearly, the actual membership values of configurations in
the fuzzy kernel heavily depend on the actual choice for the
ranking operator G and similarity relation S. Many have
been proposed in the literature and most of them arrive at
questionable results in difficult cases, e.g. if non-normalized
fuzzy quantities are involved. Thus, choosing the ”right”
ranking method should be done with respect to a given fuzzy
game. Even the possible range of µ

KF G,S depends on that
choice and on the membership functions of the coalition val-
ues. For example, if we use PD and PS, and some of the
coalition values are non-normalized, a configuration (C, uF )
with µ

KF PD,P S (C, uF ) = 1 might not exist. For practical
applications it might thus be necessary to allow only nor-
malized fuzzy quantities.

Example 4. Consider the fuzzy configuration of example 2
again. The most interesting fuzzy comparison in this con-

figuration is (sF PD

24 ≈PS sF PD

42 ) ≈ 0.84. It causes the degree
of fuzzy (PD, PS)-kernel-stability to be 0.84. As we have
seen in example 2, the degrees of fuzzy PS−efficiency and
individual PD-rationality are 1.0. Thus, the configuration

is a (1.0, 1.0, 0.84, PD, PS, KF PD,P S

)-solution

For a comparison with the definition of the crisp kernel,
consider a game where all coalition values and the values
of every payoff function are of the form rF , r ∈ R. Then
again take G := PD, and S := R with for fuzzy quantities
F1 = rF

1 , F2 = rF
2 let

(F1 ≈R F2) :=


1 if r1 = r2

0 otherwise

Then the sets of maximal excesses have exactly one element,
with a membership value = 1. Because the result of an
addition or subtraction of fuzzy quantities of the form rF is
still of this form, the fuzzy surpluses are also such. Further,
all of the comparisons involved to calculate the membership
value of a fuzzy configuration in the fuzzy kernel result in
degrees of either 0 or 1, resulting in membership values of
0 or 1. Thus, in such a situation, the fuzzy kernel yields,
roughly spoken, the same result as the crisp kernel if for
every fuzzy quantity rF in the fuzzy game r is used in the
crisp game. If a ”real” fuzzy game is considered and the
fuzziness is interpreted as possibility, the degree to which a
fuzzy configuration is contained in the fuzzy kernel can be
interpreted as the possibility that the configuration is kernel-
stable upon realization of the game. ”Realization” means
that the agents have actually formed coalitions and executed
their strategies so that the actual, non-fuzzy coalition values
are known in the end.

5. COMPLEXITY
It is clear that in the general case, an actual computa-

tion of µK(C, uF ) needs exponential time with respect to
the number of agents in the game because this was already

the case with crisp games. However, it is worth to have a
closer look on the complexity in order to point out the parts
where optimizations and improvements could be made under
certain assumptions.

Lemma 1. For a fuzzy game (A, vF ), a fuzzy configura-
tion (C, uF ) and a fuzzy quantity F ∈ R

F let

nagents = |A|
nfuzzymax = max(max

C∈2A
{size(vF (C))},max

a∈A
{size(uF (a))})

The membership value of (C, uF ) in the kernel K for (A, vF )
can be computed in time

Compkernel = O(22nagents · nagents
5 · nfuzzymax

2)

Sketch of the proof:
The complexity of arithmetic operations and ranking op-

erators on fuzzy quantities F1 and F2 can be assumed to
be O(size(F1) · size(F2)) for approximate calculations with
general fuzzy quantities.

For the calculation of a fuzzy excess e(C,uF ), at most
nagents fuzzy subtractions and 1 fuzzy addition are required.
The maximum size of the fuzzy quantities dealt with during
the calculation can reach (nagents + 1) · nfuzzymax. The
complexity of an operation on fuzzy quantities can thus be
bounded by Compfuzzyop = O((nagents · nfuzzymax)

2).
Then, the complexity of a calculation of a fuzzy ex-

cess can be summarized with Compexcess = O(nagents ·
Compfuzzyop) = O(n3

agents · nfuzzymax
2).

To compute the fuzzy surplus sF
ik, the fuzzy excesses

of an agent will have to be cross-compared. For a set
of fuzzy quantities X of size m = |X|, m2 comparisons
are made. Since the number of excesses is exponential
with respect to nagents, the set of maximal excesses is
found in time O(22nagents · Compfuzzyop). Then, there are
maximum 2nagents−1 gmax operations, which is covered by
O(22nagents · Compfuzzyop). Thus, the complexity for the
calculation of each fuzzy surplus is Compsurplus = 2nagents ·
Compexcess + O(22nagents · Compfuzzyop) = O(22nagents ·
nagents

3 · nfuzzymax
2).

For the fuzzy kernel the complexities of ∨ and ∧ are O(1).
Then, the complexity of a membership value calculation of
fuzzy kernel turns out to be Compkernel ≤ nagents

2 · (2 ·
Compsurplus +5 ·Compfuzzyop) = O(22nagents · nagents

5 ·
nfuzzymax

2).
However, polynomial time can be achieved by limiting the

size of the considered coalitions like it was done by Klusch
and Shehory (see also [6]). This is especially plausible in sit-
uations where communication costs prevent coalitions larger
than a certain size to be profitable.

6. TRANSFER SCHEMES
To actually compute stable configurations, iterative tech-

niques have been developed for the crisp case (see also [11]).
These are called transfer schemes and specify a sequence of
payoff-distributions converging at a stable configuration for
a given coalition structure.

For the kernel of a crisp game (A, v) with the configuration
(C, u), an upper bound tmax

ki for a transfer tki of agent ak ∈
A to agent ai ∈ A in one step of the sequence is thereafter
given by

tmax
ki :=


min((sik − ski)/2, u(k)− v(k)) if sik > ski

0 otherwise
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The transfer is sometimes also called side-payment. How-
ever, this term might be confusing because this amount is
never really paid between the agents. It is only used to
compute a stable configuration. In the end, only this stable
configuration is part of the solution, and not the sequence of
configurations to get there. This is especially important to
note when we now come to transfer schemes for fuzzy config-
urations. A transfer in a fuzzy game is assumed to be a fuzzy
quantity, but might be of a crisp form rF , r ∈ R. If a fuzzy
transfer tF with size(tF ) > 0 is applied to its corresponding
configuration, further fuzziness will be introduced into the
game, making the transferring algorithm itself fuzzy. Also,
a later defuzzification might be affected.

We here give a transfer scheme for fuzzy games where
only fuzzy numbers are allowed, and PD and PS are used
as ranking operator and similarity relation. This transfer
scheme then yields a an upper bound for r, r ∈ R of a transfer
which is of the form rF . In this case, we can ensure the
minimum degree of individual rationality of the agent ak

who is the source of the transfer, by examining the rightmost
point where µuF (ak) = irmin and the leftmost point where

µvF ({ak}) = irmin, because if the modal value of uF (ai)

is less than that of vF (ai), uF (ai) �PD vF ({ai}) is given
by the intersection of the right side of uF (ai) with the left
side of vF ({ai}). The crisp transfer scheme can then be
reformulated to operate on the modal values:

Definition 19. Let F̌ denote a real value r such that for
the fuzzy number F , µF (r) is the modal value of F. To

find a (irmin, efmin, stmin, PD, PS,KF P D,P S

)-solution for
a fuzzy game (A, vF ) where only fuzzy numbers are allowed
for vF and uF , given the fuzzy configuration (C, uF ) with
µeffS (uF ) ≥ efmin and µindratPD (uF ) ≥ irmin, for a trans-
fer tki of agent ak ∈ A to agent ai ∈ A which is of the form
rF , r ∈ R an upper bound for r is given by:

trmax

ki :=

8><
>:

min((šF PD

ik − šF PD

ki )/2, trmaxirmin

ki )

if (sF PD

ik �PD sF PD

ki ) > (sF PD

ki �PD sF PD

ik )
0 otherwise

with

uF
Right irmin

(ak) := max{x | x ∈ R, µuF (ak)(x) = irmin}
vF

Left irmin
(ak) := min{x | x ∈ R, µvF ({ak})(x) = irmin}

trmaxirmin

ki := uF
Right irmin

(ak)− vF
Left irmin

(ak)

The definition implies that irmin ≥ stmin, otherwise conver-
gence towards a configuration which holds to both require-
ments cannot be guaranteed.

The termination criterion for the transfer scheme is given
by means of stmin.

If (sF
ik �PD sF

ki) = (sF
ki �PD sF

ik), the transfer scheme

yields 0 as upper bound for both tr
kir

max and trmax

ik . But
then (sF

ki ≈PS sF
ik) = 1.0, and thus the membership of the

respective configuration in the kernel is also 1.0.

7. COALITION FORMATION
To show how the previously defined concepts can be used

as a basis for coalition formation in games with fuzzy pay-
offs, we adopt the the Polynomial Kernel-Oriented Coalition
Algorithm (KCA) which was introduced in [6], adjusting it

to the fuzzy Kernel. This adoption will be simplified in such
a way that only the coalition values are considered in de-
termining the most profitable coalitions and that we do not
take distributed computation into account. However, it can
easily be transformed into a distributed version. We bound
the coalition size in order to obtain polynomial execution
time.

The algorithm is a bilateral coalition formation algorithm,
i.e. new coalitions are formed by merging two previously
existing ones. In each iteration, a configuration which is a
fuzzy solution to the game is formed and contains at most
one new coalition. This is because the merging of two coali-
tions can affect the surpluses, and thus the payoffs, of agents
in other coalitions. The configuration is calculated using the
transfer scheme given in definition 19 and thus the algorithm
is restricted to coalition values which are fuzzy numbers and
the use of PD and PS. The algorithm consists of three main
parts:

1. Configuration proposal generation: each coalition com-
putes possible fuzzy kernel-stable (resp. to stmin) con-
figurations for coalition structures in which the active
and another coalition are merged. If such a config-
urations is preferable to the current configuration by
the active coalition, it is added to the other coalition’s
proposal set.

2. (a) Proposal evaluation: After the first part is com-
pleted, each coalition has a set of proposals from
other coalitions and now evaluates which of these
proposals are preferable for it, again compared
to the current configuration. If a proposal is not
preferable, it is deleted from the set.

(b) Proposal acception: Of the remaining proposals,
each coalition accepts one with a maximum gain
in benefits in the proposed configuration (by means
of PD).

3. Configuration selection: Finally, an accepted configu-
ration is chosen to become the next configuration. If
there are bilateral accepted coalition structures, i.e.
structures in which coalitions C1 and C2 are merged
and both of them accepted the respective proposals,
only their corresponding configuration proposals re-
main in the set to be chosen from. A configuration
with a maximal gain in benefits for the agents in the
new coalition is then selected. If there are no accepted
proposals, the algorithm terminates.

Definition 20. The Fuzzy Polynomial Kernel-Oriented Co-
alition Algorithm (KCA-F) is given by the following pseudo-
code in the context of the fuzzy game (A, vF ) with

• constants SMin, IMin ≥ SMin, EMin: real; the min-
imum requirements on the degrees of fuzzy stability,
individual rationality and effectiveness, respectively,
for a configuration to be a fuzzy solution. The restric-
tion IMin ≥ SMin is required due to the definition
of the transfer scheme.

• constant CSizeMax: integer; the maximum allowed
coalition size (in number of agents).

• operator PrefROp; the fuzzy quantity ranking oper-
ator used to evaluate the preference of a coalition to
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merge another. It may be different to that one used
for the evaluation of the fuzzy kernel.

• constant CfgPrefThreshold: real; the minimum de-
gree of preference of a coalition to merge another coali-
tion.

• function Size(C): integer; returns the number of agents
in coalition C.

• function Pref((C, uF ), (C∗, uF∗), C ∈ C): boolean; re-
turns TRUE iff the configuration (C∗, uF∗) is preferred
by coalition C to the configuration (C, uF ). That is iff

min
a∈C

(uF∗(a) �PrefROp uF (a)) ≥ CfgPrefThreshold

• function EvalCfg(C, uF ): boolean; returns TRUE iff

(C, uF ) is a (IMin, EMin, SMin, PD, PS, KF PD,P S

)-

solution where for the evaluation of KF PD,P S

, only
coalitions C with Size(C) ≤ CSizeMax are consid-
ered.

• function ComputeCfg((C, uF ), C1 ∈ C, C2 ∈ C): fuzzy
configuration; returns a configuration (C∗, uF∗) with
C∗ = {C | C = C1 ∪C2 or C ∈ C, C 
= C1, C 
= C2}. If
possible, for the returned configuration

EvalCfg(C∗, uF∗) = TRUE

holds. The payoff distribution is computed using the
transfer scheme given in definition 19.

• function Gain((C, uF ), (C∗, uF∗), C ∈ C): fuzzy num-
ber; returns the summarized gain in benefits of the
agents in coalition C in the configuration (C∗, uF∗)
with respect to the configuration (C, uF ), i.e.X

a∈C

(uF∗(a)− uF (a))

• function Best((C, uF ), CfgGainSet =
{((C1, u

F
1 ), Gain1), · · · , ((Cn, uF

n ), Gainn)}) : (fuzzy con-
figuration,fuzzy number); returns a tuple of a config-
uration and the corresponding gain ((Ci, u

F
i ), Gaini)

with ((Ci, u
F
i ), Gaini) ∈ CfgGainSet, 1 ≤ i ≤ n such

that with GSet := {Gain1, · · · , Gainn},
µmax(GSet)((Gaini)) = maxg∈GSet{µmax(GSet)(g)}

Further, let n = |A|, ai ∈ A, 1 ≤ i ≤ n and uF
init a fuzzy

payoff distribution with uF
0 (ai) := vF (ai), 1 ≤ i ≤ n.

rnum := 0; C0 := {{a1}, · · · , {an}}; uF
0 := uF

init
repeat
rnum := rnum + 1; Crnum := Crnum−1; uF

rnum := uF
rnum−1;

for all Ci ∈ Crnum do
PropSetCi

:= ∅;
end for
for all Ci ∈ Crnum do
for all Ck �= Ci ∈ Crnum, Size(Ci ∪ Ck) ≤ CSizeMax do

PropCfg := ComputeCfg((Crnum, uF
rnum), Ci, Ck);

if EvalCfg(PropCfg) and Pref(Crnum, Prop, Ci) then
CGain := Gain(Crnum, PropCfg, Ci);
PropSetCk

:= PropSetCk
∪ {(PropCfg, CGain)};

end if
end for
end for
UAProps := ∅; BAProps := ∅;
for all Ci ∈ Crnum do
for all (PropCfg, OCGain) ∈ PropSetCi

do
PropSetCi

:= PropSetCi
\ {(PropCfg, OCGain)};

if Pref(Crnum, PropCfg, Ci) then
GainSum := OCGain ⊕ Gain(Crnum, PropCfg, Ci);
PropSetCi

:= PropSetCi
∪ {(PropCfg, GainSum)};

end if
end for
((Ca, uF

a ), Gaina) := Best(Crnum, PropSetCi
);

if ∃((Cpa, uF
pa), Gainpa) ∈ UAProps : Cpa = Ca then

UAProps := UAProps \ {((Cpa, uF
pa), Gainpa)};

BAProps := BAProps ∪ {((Cpa, uF
pa), Gainpa)};

BAProps := BAProps ∪ {((Ca, uF
a ), Gaina)};

else
UAProps := UAProps ∪ {((Ca, uF

a ), Gaina)};
end if
end for
if BAProps �= ∅ then
((CBA, uBA), GainBA) := Best((Crnum, uF

rnum), BAProps);

Crnum := CBA; uF
rnum := uBA;

else if UAProps �= ∅ then
((CUA, uUA), GainUA) := Best((Crnum, uF

rnum), UAProps);

Crnum := CUA; uF
rnum := uUA;

end if
until Crnum = Crnum−1

A remark on complexity: let na denote the number of agents.
In a configuration, there exist at most na coalitions. So for
the first part of the KCA-F, the number of computed con-
figurations is thus bounded by n2

a. Let ncs = 2CSizeMax

(CSizeMax is assumed to be independent from na). For
the transfer scheme, the complexity for computing a fuzzy
surplus was given in section 5, wherein 2nagents is to be re-
placed by ncs: Compcs

surplus = O(ncs ·na
3 ·nfuzzymax

2), with
nfuzzymax as in lemma 1. All further calculations in a trans-
fer step are less complex than this. So the complexity of a
transfer step is bounded by Compcs

surplus. The termination
criterion for the transfer scheme is given by means of SMin,
which, together with PD and PS, plays a similar role as an
allowed error in the crisp scheme. The crisp theme termi-
nates within na log(e) iteration steps (see [11]), where e is
the quotient of the initial and the allowed error of the config-
uration of the first step. This na-independence of the loga-
rithm is maintained in the fuzzy version. Thus O(na) trans-
fer steps are made per agent for at most na agents. The over-
all complexity for part one is thus O(n2

a ·n2
a ·Compcs

surplus) =

O(ncs · na
7 · nfuzzymax

2).
Similarly, the complexity of Eval(Cfg) is O(ncs · na

5 ·
nfuzzymax

2) (see section 5). All other operations in the al-
gorithm are of less complexity, thus the complexity of the
algorithm is given by O(ncs · na

7 · nfuzzymax
2).

Example 5. For the game given in example 1 and with
SMin = 0.9, IMin = 0.95, EMin = 1.0, CSizeMax = 4,
CfgPrefThreshold = 0.9 and PrefROp = PD , the al-
gorithm might proceed as follows (we say ”might” because
the transfer scheme inherits some nondeterminism due to
the tolerances that are given by the choices of SMin and
IMin). In the first iteration of the repeat loop each agent
makes a proposal to every other agent. {a2} and {a4} are
chosen to merge because they get the maximum gain in
benefits and accept the respective proposals bilaterally. In
the second iteration, {a1} and {a3} propose a merge mutu-
ally. They are not able to compute any beneficial propos-
als for a merge with {a2, a4} (and vice-versa) because the
value of all three- and four-agent coalitions is 0F . Thus,
{a1} and {a3} bilaterally accept their proposals and merge.
The complete procedure from the perspective of a1 together
with the resulting configurations is illustrated in figure 2.
As we can see there, a3 ”risks” his individual rationality
(µindratPD (a3) ≈ 0.98) and thus his increase in benefits.
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Figure 2: KCA-F coalition formation from the perspec-

tive of a1

This is possible because the respective minimum require-
ments were set 0.95 and 0.9. This can be interpreted as
an optimistic decision, because there still is a possibility
that a3 is better off with this merge than staying alone.
All other individual rationalities are 1.0. Further, we have

(sF PD

13 ≈PS sF PD

31 ) ≈ 0.98 and (sF PD

24 ≈PS sF PD

42 ) ≈ 0.96.
Thus, the final configuration (in the third iteration, no pro-
posals at all are made, and the algorithm terminates) is

a (0.98, 1.0, 0.96, PD, PS, KF PD,P S

)-solution. The payoffs
resemble the agents’ abilities quite intuitively. Although a4

has slightly less game-relevant information available than a2,
a4’s threat to coalize with a1 instead is considerably larger
than a2’s. a1 and a3 clearly have much less game-relevant in-
formation, thus their coalition value and consequently their
payoffs are much smaller. However, both a1’s game-relevant
information and coalitional possibilities are much more valu-
able than those of a3, which explains the payoff-distribution
in favor of a1 very well.

8. CONCLUSION
In the setting of fuzzy-valued cooperative game theory,

we fuzzified some game-theoretic concepts such as configu-
rations, individual rationality and efficiency to introduce the
concept of fuzzy kernel-stable coalitions. With these defini-
tions, it is possible to specify cooperative games involving
uncertain information and to find good candidates of fuzzy
configurations to be a solution for the game by evaluating
their membership value in the fuzzy kernel. It has been
pointed out that the choice of a fuzzy ranking method is
an essential aspect of this procedure. A transfer scheme to
calculate fuzzy kernel-stable configurations, and a coalition
formation algorithm, the KCA-F, have been provided. The
procedure of coalition formation of the KCA-F was illus-
trated with the help of an explanatory example. The com-
plexities of an evaluation of a configuration’s membership
value, the calculation of fuzzy kernel-stable configurations
and the KCA-F as a whole have been shown to be exponen-
tial, but could be reduced to polynomial time by limiting
the size of considered coalitions. Because a precondition of
our approach was that all agents in a game share the same
understanding about the fuzziness of the data, further work
includes the identification of suitable methods to compute

the game-wide accepted membership functions from agent-
specific beliefs. Also, proper defuzzification methods for
the fuzzy payoff-distribution, which will be needed once the
coalitions performed their tasks and got their actual (crisp)
payoffs, will have to be found. To sum it up more generally,
exact specifications of environments for applications of fuzzy
valued cooperative games need to be developed.
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Abstract

We propose a new low-complexity coalition forming al-
gorithm, BSCA-F, that enables agents to negotiate bilateral
Shapley value stable coalitions in uncertain environments,
and demonstrate its usefulness by example. In particular,
we show that utilizing the possibilistic mean value for de-
fuzzifying negotiated fuzzy agent payoffs is reasonable, and
fuzzy ranking methods can be utilized to implement opti-
mistic, or pessimistic strategies of individual agents.

1 Introduction

Game-theoretic coalition algorithms can be used by intelli-
gent agents as coordination means in a variety of applica-
tions in different environments. Classic approaches such as
in [12, 8] proposed solutions to the problem of how self-
interested agents best form stable coalitions in the sense
of cooperative game theory. However, negotiation during
the coalition-forming process might be uncertain. Such
uncertainties could be caused by the possibility of nonde-
terministic events that hamper the negotiation process and
produce incomplete information. Agents might have un-
certain knowledge about the share of coalition income in
which they intend to participate or on the degree of their
membership in one or multiple coalitions. An agent might
determine the degree of its membership to potential coali-
tions by individually leveled commitments to other agents
or bargains that indicate the degree of collaboration that the
agents desire. The first case might imply the formation of
fuzzy-valued coalitions, whereas the second case might in-
duce the formation of fuzzy coalitions, which might par-
tially overlap. In this paper, we focus on negotiations of
game-theoretically stable fuzzy-valued coalitions.
In [5], agents learn about each other in a way that allows
for uncertain environmental knowledge and different expec-
tations of coalition values by different agents. However,
coalition stability is based on the exponential Bayesian Core
which may be empty in certain cases. [9] present a heuris-

tic approach that avoids computing stable payoffs in the
sense of cooperative game theory at all. Based on the work
of [10], in [1] a possibilistic fuzzy extension of the Kernel
is defined that allows agents to negotiate fuzzy Kernel sta-
ble coalitions with low polynomial complexity. However,
the reduction in computational complexity strictly depends
on the maximum size of coalitions allowed.

In this paper, we propose an alternative algorithm, BSCA-
F, that allow agents to negotiate fuzzy-valued coalitions in
the setting of possibility theory. The BSCA-F does not
require to constrain coalition sizes for negotiations of low
computational and communication complexity. To achieve
this, we utilize the fuzzy bilateral Shapley value which,
however, implies that, in general, only subgame-stability
can be achieved. We show that it is reasonable to utilize
the possibilistic mean value [3] for defuzzifying the nego-
tiated fuzzy payoffs to implement unambiguous coalition
contracts among the agents.

The remainder of this paper is structured as follows.

2 Background

We extend game-theoretic concepts of coalition theory by
means of possibilistic interpretation of fuzzy coalition val-
ues [10], and fuzzy ranking methods. Possibility theory
[13, 7] evolved from a possibilistic interpretation of fuzzy
set theory. There is empirical evidence for that people per-
form rather possibilistic than probablistic reasoning though
their subjective assessment of the probability and possibil-
ity of real world events closely coincide [11]. Possibilistic
interpretation of any fuzzy quantity indicates the degree of
its possibility but not the probabilistic degree of its truth. As
a consequence, by modeling uncertainty in terms of fuzzy
quantities negotiating agents may ignore certain situations
they either do not understand, or are simply not interested
in, rather than being enforced to assign individual probabil-
ity values to each of them.
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2.1 Fuzzy Quantities

In the following, we define fuzzy quantities, operations, and
ranking methods that are needed to understand the notion
fuzzy-valued coalition game we introduce in subsequent
section. For more details, we refer the reader to, for ex-
ample, [10, 1].

Definition 2.1 A fuzzy subset s̃ of a set S is defined by its
membership function µes : S �→ [0, 1] where µes(x), x ∈ S is
called the degree of membership or membership value of x
in S. x ∈ s̃ iff µes(x) > 0, with support(s̃) := {x | x ∈ s̃}.
µes(x) is also called possibility distribution for X (Π(X =
x)), if it denotes the degree of possibility that variable X of
domain S takes the value x. Any fuzzy subset of R is called
a fuzzy quantity.

Definition 2.2 Let x̃ a fuzzy quantity; R̃ the set of all fuzzy
quantities.

1. size(x̃) := sup{support(x̃)} − inf{support(x̃)}

2. x̃ is normalized iff supx∈R{µex(x)} = 1

3. x ∈ R with µex(x) = maxy∈R (µex(y)) is a modal
value of x̃.

4. r̃, r ∈ R denotes a fuzzy quantity with

µer(x) =
{

1 if x = r
0 otherwise

, x ∈ R

5. A fuzzy interval Ĩ is a fuzzy quantity with ∀x1, x2, x3 ∈
R, x1 < x2 < x3 : µeI(x2) ≥ min(µeI(x1), µeI(x3))

6. A trapezoid fuzzy interval ( ̂(x1, x2, x3, x4)), x1, x2,
x3, x4 ∈ R is a fuzzy interval with ∀r ∈ R:

µ
( ̂(x1,x2,x3,x4))

(r) =






1 if x2 ≤ r ≤ x3
r−x1
x2−x1

if x1 < r < x2
x4−r
x4−x3

if x3 < r < x4

0 otherwise

Arithmetic operations on fuzzy quantities follow Zadeh’s
extension principle.

Definition 2.3 Let x̃ ∈ R̃n, n ∈ N. The function
f̃ : R̃n �→ R̃ is called a fuzzy extension of a func-
tion f : Rn �→ R iff ∀x ∈ Rn : µ ef(ex)(x) =
supy∈Rn{min1≤i≤n{µexi

(yi)} | f(y) = x)} if f−1(x) �=
∅, and µ ef(ex)(x) = 0 if f−1(x) = ∅.

Definition 2.4 Let F1, F2 ∈ RF , x, y, z, a ∈ R. Applying
the extension principle, we define

µF1⊕F2(x) := sup{min(µF1(y), µF2(z)) | y + z = x}
µ−F1(x) := µF1(−x)

µF1�F2(x) := µF1⊕(−F2)(x)

µa·F1(x) :=
{

µF1(x/a) if a �= 0
µe0 if a = 0

Agents are supposed to negotiate coalitions with expected
fuzzy gains, hence to compute, compare, and select fuzzy
utility values. That, in particular, requires means of ranking
fuzzy quantities several of which being proposed for dif-
ferent applications such as in [2]. We adopt fuzzy quantity
ranking operators that have been introduced by Dubois and
Prade in the setting of possibility theory [6].

Definition 2.5 Let F1, F2 ∈ RF , R a fuzzy subset of R̃×R̃.
R is a fuzzy ranking operator, or fuzzy similarity relation, if
µR(F1, F2) denotes the degree to which F1 is ”greater” or
”similar” than F2, respectively. Further, let G a fuzzy rank-
ing operator and S a fuzzy similarity relation. We define
(F1≥̃GF2) := µG(F1, F2) and (F1=̃SF2) := µS(F1, F2).
Regarding the possibility distributions F1, F2 ∈ R̃ of f1 and
f2, respectively, [6] define the

1. possibility of dominance ≥̃P of f1 over f2 as Π(f1 ≥
f2) = F1≥̃P F2 = sup{min(µF1(x), µF2(y)) | x, y ∈
R, x ≥ y};

2. necessity of dominance ≥̃N of f1 over f2 as
N(f1 ≥ f2) = F1≥̃NF2 = infx{supy{max(1 −
µF1(x), µF2(y)) | x, y ∈ R, x ≥ y}};

3. possibility of strict dominance >̃P of f1 over
f2 as Π(f1 > f2) = F1 >P F2 =
supx{infy{min(µF1(x), 1 − µF2(y)) | x, y ∈ R, x ≤
y}};

4. necessity of strict dominance >̃N of f1 over f2 as
N(f1 > f2) = F1 >N F2 = inf{max(1−µF1(x), 1−
µF2(y)) | x, y ∈ R, x ≤ y};

5. possibility of equality =̃P of f1 and f2 as Π(f1 = f2)
= F1=̃P F2 = min((F1≥̃P F2), (F2≥̃P F1));

6. necessity of equality =̃N of f1 and f2 as N(f1 = f2)
= F1=̃NF2 = min(min(N(F2 ≥ F1), 1 − Π(F2 >
F1)), min(N(F1 ≥ F2), 1 − Π(F1 > F2)))

A fuzzy set of maximal elements of a set X of fuzzy quan-
tities X , and fuzzy logical operators ”AND” and ”OR” with
operands in [0, 1] are defined as follows.

Definition 2.6 Let X a set of fuzzy quantities, G a fuzzy
ranking operator, x, y ∈ [0, 1], n ∈ N.
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1. The fuzzy subset m̃axG
X of X is given by

µ gmaxGX(F1) := minF2∈X,F2 �=F1(F1≥̃GF2), F1 ∈ X
denoting the degree to which F1 is a maximal element
of X .

2. The (crisp) set maxGX of maximal elements of X
is defined as maxGX := {F | µmaxG

X
(F ) =

maxµmaxG
X
}

3. x
∧̃

y := min(x, y), x
∨̃

y := max(x, y).
For 	̃ ∈ {∧̃,

∨̃}: 	̃ {x̃1, . . . , x̃n} :=(
x̃	̃ (

x̃2 . . .
(
x̃n−1	̃x̃n

)
. . .

))

Definition 2.7 For x̃ ∈ R̃, Lα(x̃) := {x |x ∈ R, µF (x) ≥
α} with α ∈ [0, 1] is called an α-level cut of x̃. We also
define Lα(x̃∗ := inf{Lα(x̃)} and Lα(x̃∗ := sup{Lα(x̃)}
Definition 2.8 Given a fuzzy interval x̃ ∈ R̃,with µ eX rep-
resenting a possibility distribution for a variable X ∈ R,

E(X) :=
∫ 1

0

α(Lα(x̃)∗ + Lα(x̃)∗)dα

is called the possibilistic mean value of X[3]. Instead of
E(X), we also write e(x̃).

The additive possibilistic mean value e is similar to the ex-
pected value of stochastic variables used in probability the-
ory, though there is no common agreement on the semantics
of exact degrees of possibility 1. Since e maps fuzzy mem-
bership functions to crisp real values, we consider it as an
appropriate method for defuzzification of fuzzy quantities
in the setting of possibility theory.

Remark 2.9 For any trapezoid fuzzy interval Ĩ =
( ̂(x1, x2, x3, x4)),, x1, x2, x3, x4 ∈ R,

e(Ĩ) =
x1 + x2 + x3 + x4

4
=

x2+x3
2 + x1+x4

2

2

This form makes clear that for trapezoid fuzzy intervals, e
is the real value in Ĩ minimizing the average distance to
the bounds of the most possible values [x2, x3] of Ĩ and the
bounds of the support (x1, x4), i.e. the values that are pos-
sible at all. In this sense, e can also be considered as a
possibilistic error minimizing defuzzification method.

2.2 Fuzzy Coalition Games

Definition 2.10 A fuzzy coalition game (A, ṽ) consists of a
set of agents A, a fuzzy characteristic function ṽ : 2A �→ R̃,
and the membership function of the fuzzy quantities ṽ(C)
that might be interpreted as expectation of the common
coalition profit that is to be distributed among its members.

1Carlsson and Fuller introduced a weighted version [4] of e which al-
lows for adjusting the importance of different possibility levels.

The worth ṽ(C) of a fuzzy-valued coalition C is a fuzzy set
of its possible real-valued coalitional profits, represents a
possibility distribution of the real coalition value v(C) ∈ R,
and has at least one modal value. If, for a given fuzzy coali-
tion game, the coalition value v(C) is equal to one modal
value of C for all possible coalitions C, it is equivalent to a
(deterministic) coalition game 2.

Definition 2.11 A fuzzy configuration (C, ũ) consists of a
(crisp) coalition structure C and fuzzy payoff distribution
ũ : A �→ R̃. ũ is called =̃- efficient to a degree of

µeff e=(ũ) :=
∧̃

C∈C

{ ⊕∑

ai∈C

ũ(ai)=̃ṽ(C)

}

with fuzzy similarity relation =̃. For a ∈ A and fuzzy
ranking operator ≥̃, the degree of individual ≥̃-rationality
(µ

indrat e≥(a)), and overall ≥̃-rationality (µ
indrat e≥(ũ)) of

the payoff distribution ũ is defined as ũ(a)≥̃ṽ(a) and∧̃
a∈A{µindrat e≥(a)}, respectively.

The fuzzy Shapley value stable payoff distribution, intro-
duced in [10], is ≥̃P -rational as well as =̃P -efficient with
degree 1 if the coalition values are normalized fuzzy inter-
vals. For reason of efficient negotiation, we adopt the fuzzi-
fied bilateral Shapley value for stable payoff distribution
among members of bilaterally formed fuzzy valued coali-
tions.

Definition 2.12 The fuzzy Shapley value σ̃(a) of agent
a ∈ A in a fuzzy game (A, ṽ) is σ̃(a) =∑

C⊆A
⊕ (|A|−|C|)!(|C|−1)!

|A|! (ṽ(C) − ṽ(C \ {a})).
The fuzzy bilateral Shapley value σ̃b(C1 ∪ C2, Ci, v),

Ci, i ∈ {1, 2} of the bilateral coalition C1 ∪ C2 is defined
as the fuzzy Shapley value of Ci in the game ({C1, C2} , ṽ):

σ̃b(C1 ∪ C2, Ci, ṽ) :=
1
2
ṽ(Ci) ⊕ 1

2
(ṽ(C1 ∪ C2) � ṽ(Ck))

with k ∈ {1, 2}, k �= i.

Since the uncertainty denoted by ṽ(C1), ṽ(C2) and ṽ(C1 ∪
C2) is now represented by the fuzzy bilateral Shapley value,
it requires appropriate defuzzification of the payoff distribu-
tion at the end of the coalition negotiations to enable crisp
side-payments among coalition members. If, for example,
coalition C1 ∪ C2 has been negotiated, the agents may de-
termine the crisp coalition value v(C1 ∪ C2) from the ac-
tual costs and rewards after having carried out the agreed
joint actions. However, the real coalition values v(C1) and
v(C2), in general, remain unknown to the agents, hence
need to be defuzzified. For this purpose, we use a modified

2In the following, we use the term ”fuzzy game” instead of ”fuzzy
coalition game”.
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fuzzy bilateral Shapley value that uses coalition values of
subcoalitions defuzzified by the possibilistic mean, which
leaves the fuzziness of the resulting payoffs to that of the
joint coalition value only.

Definition 2.13 The fuzzy bilateral Shapley value of given
fuzzy game (A, ṽ) with defuzzified values of subcoalitions
σ̃e

b (C1 ∪C2, Ci, v),Ci, i ∈ {1, 2} in the bilateral coalition
C1 ∪ C2 is defined as the fuzzy Shapley value of Ci in the
game ({C1 ∪ C2, C1, C2}, ṽ). With k ∈ {1, 2}, k �= i,

σ̃e
b (Ci, ṽ) :=

1
2
e(ṽ(Ci)) ⊕ 1

2
(ṽ(C1 ∪ C2) � e(ṽ(Ck)))

Similar to the crisp bilateral Shapley value, we use a re-
cursive payoff distribution of the modified fuzzy bilateral
Shapley value based on the recursively bilateral formation
of coalition structures. Each agent maintains its individual
coalition history tree in due course of the bilateral negotia-
tions it participates in as member of a coalition.

Definition 2.14 The fuzzy payoff distribution ũ within any
bilateral coalition C in a fuzzy game (A, ṽ) is called re-
cursively fuzzy bilateral Shapley value stable iff for ev-
ery non-leaf node C∗ of the coalition history tree TC :
u(C∗

i ) = σ̃e
b (C

∗, C∗
i , ṽC∗), i ∈ 1, 2 with ∀C∗∗ ⊆ A:

ṽC∗(C∗∗) =






σ̃e
b (C

p, Cp
k , ṽCp) if Cp ∈ TC ,

C∗ = Cp
k , k ∈ 1, 2

ṽ(C∗∗) otherwise

For each coalition C ⊆ A we define the fuzzy local

worth of individual agent a ∈ C as ˜lworthC(C∗) :=
∑

a∈C
˜lworth(C∗) with C∗ ⊆ A, C ⊆ C∗. ˜lwortha(C)

denotes the fuzzy gain of a for accomplishing its tasks in C
on behalf of its user or other agents in C, including costs.

Each coalition value is the sum of the local worth of each
of its members ṽ(C) =

∑⊕
a∈C

˜lwortha(C). Further, the
expected gain in utility of any potential bilateral coalition
candidate is the difference between what it may expect to
obtain in the coalition merger in terms of the bilateral Shap-
ley value and its expected self-value.

Definition 2.15 For a fuzzy game (A, ṽ), the bilateral
Shapley value based expected utility gain of a subcoalition
C in the coalition C ∪ C∗, C, C∗ ⊂ A is

g̃ev(C, C ∪ C∗) := σ̃e
b (C ∪ C∗, C, ṽ) − e(ṽ(C))

Lemma 2.16 Let a fuzzy game (A, ṽ) and C1, C2 ⊂ A.
Then g̃ev(C1, C1 ∪ C2) = g̃ev(C2, C1 ∪ C2)

Proof: By definitions 2.15 and 2.13, and because of the
properties of ⊕ and � when applied to at least one crisp

operand discussed e.g. in [7], we can rewrite

g̃ev(C1, C1 ∪ C2)

=
1
2
e(ṽ(C1)) ⊕ 1

2
(ṽ(C1 ∪ C2) � e(ṽ(C2))) � e(ṽ(C1))

=
1
2
ṽ(C1 ∪ C2) � 1

2
e(ṽ(C2)) � 1

2
e(ṽ(C1))

=
1
2
ṽ(C1 ∪ C2) � 1

2
e(ṽ(C1)) � 1

2
e(ṽ(C2))

= g̃ev(C2, C1 ∪ C2)

�

3 Fuzzy-Valued Stable Coalition Negotiation

Algorithm 3.1 (BSCA-F).
Given A, initial configuration (C0, ũ0) with singleton sets
in C0 and ũ0(a) = ṽ(a), fuzzy ranking operator ◦̃ ∈
{≥̃P , ≥̃N , >̃P , >̃N}, ranking threshold t, and negotiation
round counting variable r := 1. Further, each coalition de-
termines its representative RepC via voting; representatives
are ranked according to given ascending order o : A �→ N

of agents based on, for example, available computational
ressources.
Each agent a ∈ C ∈ Cr performs:

1. Communication: If a �= RepC then go to step 3f; else
do for all C∗ ∈ Cr, C

∗ �= C:

(a) send ˜lworthC(C ∪ C∗) to RepC∗

(b) receive ˜lworthC∗(C ∪ C∗) from RepC∗

(c) compute ṽ(C ∪ C∗) = ˜lworthC(C ∪ C∗) ⊕
˜lworthC∗(C ∪ C∗)

2. Proposal Generation

(a) CandC :=
{

C∗
∣∣∣C ∈ C \ C, (g̃(C, C ∪ C∗, ṽ)◦̃0̃) ≥ t

}

(b) If CandC �= ∅, send proposal to RepC+

of most beneficial C+ to form joint coali-
tion C ∪ C+. In case of multiple possi-
ble choices, uniquely select best representative
o(RepC∪C+) = min{o(RepC∗) | g̃ev(C, C∪C+)
∈ maxe◦{g̃ev(C, C ∪ C∗∗) |C∗∗ ∈ CandC}}

(c) Receive all proposals from all other
RepC∗, C∗ ∈ Cr, C

∗ �= C

3. Coalition Forming

(a) Set New := ∅ and Obs := ∅
(b) If a proposal was sent to as well as received from

C+ , form joint coalition C ∪ C+:
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i. If o(RepC) < o(RepC+) then
RepC∪C+ := RepC else RepC∪C+ :=
RepC+

ii. inform all other RepC∗ , C∗ ∈ Cr, C
∗ �=

C, C∗ �= C+ and all a∗ ∈ C, a �=
RepC about the newly formed coalition and
RepC∪C+

iii. New := {C ∪ C+}, Obs := {C, C+},
CandC := ∅

(c) Receive all messages about new coalition. For
each new coalition C1 ∪ C2 and RepC1∪C2 do:
CandC := CandC \{C1, C2}, New := New∪
{C1 ∪ C2}and Obs := Obs ∪ {C1, C2}.

(d) If no new coalition was formed, go to step 2b.

(e) Send the sets New and Obs to all other coalition
members a∗ ∈ C, a �= RepC

(f) If a �= RepC then receive sets New and Obs
from RepC .

(g) Set r := r + 1, Cr := (Cr−1 \ Obs) ∪ New, and
ur according to recursive fuzzy bilateral Shapley
value based on the coalition structures Cr . . .C0.

(h) If Cr = Cr−1then stop; else go to step 1

Proposition 3.2 Between step 2.b and 3.c in any
round r ∈ N, the coalition C1 ∪ C2, C1, C2 ∈ Cr,
which is among the overall most profitable coali-
tions in the sense that g̃ev(C1, C1 ∪ C2) ∈
maxe◦ {g̃ev(C, C ∪ C∗∗) |C ∈ Cr, C

∗∗ ∈ CandC }, and
o(RepC1∪C2) is minimal as compared to o of other overall
most profitable coalitions, is formed, or no proposals are
sent at all.

Proof: Because of lemma 2.16, we have that if C1 ∪ C2

is in the set CandC1 , it is also in the set CandC2 . From
the properties of ≥̃P , ≥̃N , >̃P and >̃N discussed in [6], it
is clear that for a set of fuzzy quantities X , if F1 ∈ X :
F1 ∈ maxGX , then also F1 ∈ maxGY ⊆ X with F1 ∈ Y .
Further, g̃ev(C1, C1 ∪ C2) = g̃ev(C2, C1 ∪ C2) because of
lemma 2.16. Thus, with (a) it follows that g̃ev(C1, C1 ∪
C2) ∈ maxe◦ {g̃ev(Ci, Ci ∪ C∗∗) |C∗∗ ∈ CandCi } for
both i = 1 and i = 2. With the unambiguousness of the
agent ordering o and (b), it is then clear that in step 2.b C1

and C2 send proposals to each other and thus form C1 ∪C2

in step 3.c. �

Lemma 3.3 In round r ∈ N, the iteration between step 2.b
and 3.d is done at most |Cr|

2 times by each agent.

Proof: Assume there have been k ∈ N iterations in a given
round of the BSCA-F and l ∈ N new coalitions have been
formed. Then proposition 3.2 implies that k ≤ l. Step
3.b.iii implies that every coalition can merge with another

one only once in each round of the BSCA-F, and thus limits
the overall number of new coalitions per round to at most
|Cr|
2 . So we have k ≤ l ≤ |Cr |

2 . �

Lemma 3.4 The BSCA-F terminates after at most |A|
rounds.
Proof: In each non-final round r ∈ N of the BSCA-F at
least one new coalition may form, i.e. |C|r+1 ≤ |C|r − 1.
Thus, after |A| − 1 rounds, we have |C||A|−1 ≤ 1, which
means that the BSCA-F terminates in round |A|. �
Theorem 3.5 The worst-case runtime of the BSCA-F for
each agent is in O(|A|4) assuming constant time for op-
erations on fuzzy quantities.
Proof: In step 2.b, each C has to find the (crisp) maxi-
mum set of the fuzzy gains for coalitions in CandC , with
|CandC | ≤ |Cr|. From definitions 2.6 and ?? it follows
that this can be done in O(|Cr|2). Because all other individ-
ual operations are of less complexity and with lemma 3.3,
the iteration between step 2.b and 3.d thus is in O(|Cr|3).
Since |Cr| ≤ |A| and lemma 3.4, the overall runtime of the
BSCA-F is then O(|A|4). �

Theorem 3.6 The total number of messages sent by agents
using the BSCA-F for coalition negotiation is O(|A|2).
Proof: In each round r ∈ N, each representative of a coali-
tion C sends |Cr| − 1 messages in step 1.a, a single pro-
posal message in 2.b, at most one time |Cr| − 2 messages
in step 3.b.ii and |C| − 1 messages in step 3e. So the num-
ber of messages per representative per round is bound by
|C| ≤ |A|. The number of messages sent by the |A| − |C|
non-representatives is zero. So with lemma 3.4, the overall
number of messages sent is lower or equal |A|2. �
Coalition negotiation using the BSCA-F yields a coalition
structure C with recursively fuzzy bilateral Shapley value
stable payoff distribution. Since theses fuzzy payoffs origi-
nate from the fuzzy coalition values of coalitions in C only
(all other fuzzy coalition values are defuzzified by use of
the possibilistic mean value) we have to defuzzify the val-
ues of exactly these coalitions in C only. It appears plau-
sible that the real coalition values become known to the
corresponding coalition members after their coalitions have
been formed and contracted actions are carried out. Oth-
erwise, we may also use the possibilistic mean to derive at
least a reasonable expectation of them. Thus, in both cases,
we may obtain crisp coalition values for all coalitions in C,
hence crisp payoffs.

4 Example Application

4.1 Definition of the Game

In the following, we demonstrate how the BSCA-F could
be applied to negotiate economically rational coalitions of
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Cat. M1 M2 M3 M4

a) politics column column 1 photo mag
b) feature sect. travel mag column 2 feature sect.

Table 1. Content provided by magazines

I1 eA1
. I2 eA2

.

M2 a) ( ̂2.4, 3.6, 4.2, 4.8) M1 a) ( ̂8.4, 12, 14.4, 16.8)

M2 b) ( ̂1.08, 1.2, 1.56, 1.8) M3 a) ( ̂6.6, 7.2, 7.8, 8.4)

M3 a) ( ̂9.6, 12, 14.4, 15.6) M4a) ( ̂6, 9, 9.333, 10)

M4 a) ( ̂3.6, 7.2, 12.8, 16.4)

I3 eA3
. I4 eA4

.

M2 b) ( ̂13.2, 14.4, 15, 15.6) M1 b) ( ̂3.6, 3.72, 4.08, 4.2)

M2 b) ( ̂7.2, 7.56, 10, 12.5)

Table 2. Additional income per category

online magazines in the Internet. Consider four online mag-
azines, M1 − M4, that are interested in exchanging content
for different reasons such as customer recruitment. Sup-
pose that each of them is reluctant to provide more con-
tent to potential partners than it would obtain in return for
a certain payoff, hence agrees to contribute only two cat-
egories of the content to the coalition it participates in ta-
ble 1). Content is provided to coalition partners on a daily
basis, whereas coalition contracts in total will hold for one
year after which negotation may be restarted. To prevent an-
titrust matters, coalitions with more than three members are
ruled out. Each magazine Mi is represented by an agent
ai which carries out negotiation on behalf of M i. Each
magazine Mi would publish only such content provided by
coalition partners which is in line with the general style of
Mi. The set of categories Mi is interested in is called Ii.
For each x ∈ Ii, Mi fuzzily estimates the number Ãi

x of
additional accesses for one year it can achieve by publish-
ing x. For simplicity, we assume these estimations are in-
dependent of each other. The sets Ii and estimations Ãi

x

(in thousands) are given in table 2. Any single access to
content of a magazine Mi, 1 ≤ i ≤ 4, is subject to a
given price Pi (in Euros) determined by Mi. The prices
are P1 := 2, P2 := 1.5, P3 := 1.8 and P4 := 2.0. The ad-
ditional income produced by a magazine M i by coalescing
with a magazine Mk is

∑⊕
Mkx)∈Ii

Ãi
Mkx) 	 Pi, and the to-

tal additional income ãii(C) for Mi in coalition C is given
with ãii(C) =

∑⊕
Mk∈C,k �=i

∑⊕
Mkx)∈Ii

Ãi
Mkx)	Pi M1 and

M2 arguably have the best cooperation opportunities in this
game. On the cost side, we consider only volume-based
transfer costs (in Euros) with given transfer price T i per
MB depending on the internet connection of magazine M i.
The costs are T1 := 0.02, T2 := 0.01, T3 := 0.025 and
T4 := 0.012. Based on experiences in the past, each Mi

estimates the amount of data Vx it would need to transfer

VM.a) VM.b)

M1 ( ̂12, 18, 24, 42) ( ̂6, 12, 30, 60)

M2 ( ̂1.2, 3.6, 6, 7.2) ( ̂96, 120, 156, 204)

M3 ( ̂3.6, 8.4, 12, 14.4) ( ̂2.4, 3.6, 4.2, 5.4)

M4 ( ̂180, 192, 204, 216) ( ̂18, 24, 30, 36)

Table 3. Amount of category data (in 100MB)

C ṽ(C)
a1, a2 ( ̂38060, 48552, 60739, 70454)
a1, a3 ( ̂18835, 23789, 28674, 31128)
a1, a4 ( ̂13338, 20976, 33022, 40552)
a2, a3 ( ̂32967, 36185, 38293, 40370)
a2, a4 ( ̂19010, 22932, 32981, 39114)
a3, a4 ( ̂−815,−751,−684,−612)

a1, a2, a3 ( ̂89564, 108332, 127576, 141865)
a1, a2, a4 ( ̂69646, 91830, 126204, 149649)
a1, a3, a4 ( ̂30690, 43458, 60529, 70642)
a2, a3, a4 ( ̂50331, 57648, 69967, 78328)

others (0̂)

Table 4. Coalition values (rounded)

per category x during one year as shown in table 3. Every
magazine Mi has to pay for both incoming and outgoing
traffic, means (VMia) ⊕ VMib) ⊕ VMka) ⊕ VMkb)) 	 Ti for
data transmitted to/from each coalition partner Mk. Hence,
the total cost c̃i(C) for Mi in coalition C is c̃i(C) =∑⊕

Mk∈C,k �=i(VMia)⊕VMib)⊕VMka)⊕VMkb))	Ti. Having
both total additional income and costs for each magazine
Mi in a coalition C, we obtain their local worth individu-
ally by ˜lworthai(C) = ãii(C)� c̃i(C), and resulting fuzzy
coalition values (cf. table 4.

4.2 Negotiation with the BSCA-F

For this example, we select the necessity of dominance
≥̃N as fuzzy ranking operator, and o(a i) := i for agent
ordering. In the first round, in step 2a, all coalitions
prefer each other except of a3 ∪ a4 which is clearly a
non-profitable coalition. Both a1 and a2 mutually pro-
pose a1 ∪ a2 to each other as the most profitable joint
coalition with payoff half of the coalition value: ũ(a1)
= ũ(a2) = 1

2 0̃ ⊕ 1
2 (( ̂38060, 48552, 60739, 70454) � 0̃)

= ( ̂19030, 24276, 30369.5, 35227). In the second round,
a1 ∪ a2 sends a proposal to a3 rather than a4 according
to ≥̃N with e(ṽ({a1, a2}) = 38060+48552+60739+70454

4
= 54451, g̃ev(a1 ∪ a2, (a1 ∪ a2) ∪ a3) =
1
2 (ṽ({a1, a2, a3}) � e(ṽ({a1, a2}) � e(ṽ({a3}))
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= 1
2 (( ̂89564, 108332, 127576, 141865) � 54451 � 0)

= ( ̂17556, 26940, 36562, 43706) = g̃ev(a3, (a1 ∪ a2) ∪ a3)
(cf. lemma 2.16). Similarily, g̃ev(a1 ∪ a2, (a1 ∪ a2) ∪ a4)
= g̃ev(a4, (a1 ∪ a2) ∪ a4) = ( ̂7597, 18689, 35876, 47599)
Please note that with >P , the choice would have been a4.
The payoff of the new coalition is distributed as follows:
ũ(a1) = ũ(a2) = σ̃e

b (a1∪a2, a1, σ̃e
b (C

∗, a1∪a2, ṽ(C∗)))
= 1

2 (1
2e(ṽ(a1∪a2)) ⊕ 1

2 (( ̂89564, 108332, 127576, 141865)
�0)) = ( ̂17556, 26940, 36562, 43706). In the third round,
the BSCA-F terminates, since the value of the grand
coalition is zero, thus is not a candidate for anyone.

4.3 Defuzzification

Since coalition contracts, in this example, are valid
for one year, there are two options to determine the real
coalition values: Either wait for one year and then ana-
lyze the additional income and the costs that were real-
ized in the period; or defuzzify the coalition values just
when negotiations are finished, using the possibilistic mean
value. Due to space limitations, we only discuss the sec-
ond case for the coalition C ∗ := {a1, a2, a3} formed,
and the possibilistic mean value of ṽ(C ∗): e(ṽ(C∗)) =
89564+108332+127576+141865

4 = 116834. Computing the re-
cursive bilateral Shapley value with e(ṽ(C ∗)), we obtain
u(a1) = u(a2) = 42821, which is equal to e(ũ(a1)) (=
e(ũ(a2)) due to the additivity of e. Similarily, it holds that
u(a3) = e(ũ(a3)) = 31192. To summarize, when negotia-
tions are finished, the agent have to compute the possibilis-
tic mean values of the fuzzy payoffs only. this yields the
same result as if they would compute the recursively bilat-
eral Shapley value stable payoffs for the possibilistic mean
of the coalition values. The resulting payoffs appear to be
intuitively sound, since a1 and a2, the agents with most ben-
eficial cooperation opportunities, are assigned more payoff
than a3. Further, let us consider computing the fuzzy pay-
offs by recursively applying the non-defuzzyfying fuzzy bi-
lateral Shapley value as defined in ?? instead. This means
that the fuzzy payoffs now also contain the fuzzyness of the
values of the subcoalitions. Then we obtain the fuzzy pay-
offs ũ∗(a1) = σ̃b(a1 ∪ a2, a1, σ̃b(C∗, a1 ∪ a2, ṽ(C∗)))
= ( ̂31906, 39221, 47079, 53080) (= ũ∗(a2)) and ũ∗(a3)
= σ̃b(C∗, a3, ṽ(C∗))) = ( ̂9555, 23797, 39512, 51903).

5 Conclusions

We presented a new low-complexity coalition forming
algorithm, BSCA-F, that enables agents to negotiate bilat-
eral Shapley value stable coalitions in uncertain environ-
ments, and demonstrated it by example. In particular, we
showed that utilizing the possibilistic mean value for de-
fuzzifying negotiated fuzzy agent payoffs appears reason-

able. However, the choice of the fuzzy ranking operator is
supposed to be equal for each agent; future work includes
relaxation of this requirement.
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Risk-bounded Formation of Fuzzy Coalitions among
Service Agents
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Abstract. Cooperative autonomous agents form coalitions in order to share and
combine resources and services to efficiently respond to market demands. With
the variety of resources and services provided online today, there is a need for
stable and flexible techniques to support the automation of agent coalition forma-
tion in this context. This paper describes an approach to the problem based on
fuzzy coalitions. Compared with a classic cooperative game with crisp coalitions
(where each agent is a full member of exactly one coalition), an agent can partic-
ipate in multiple coalitions with varying degrees of involvement. This gives the
agents more freedom and flexibility, allowing them to make full use of their re-
sources, thus maximising utility, even if only comparatively small coalitions are
formed. An important aspect of our approach is that the agents can control and
bound the risk caused by the possible failure or default of some partner agents by
spreading their involvement in diverse coalitions.

1 Introduction

In today’s increasingly networked and competitive world, the appropriate utilization of
pay per use Web services are considered as one major key to the success of commer-
cial service oriented business applications in domains such as e-logistics, tourism, and
entertainment. In the near future, intelligent service agents are not only supposed to
search for, interact with, and compose, but also negotiate access to, and execute such
Web services on behalf of its user, or other agents. In fact, they may exhibit some
form of economically rational cooperation by forming coalitions to share the created
joint monetary value while at the same time maximizing their own individual payoff.
According to classical microeconomics, means and concepts of cooperative game the-
ory are inherently well suited to this purpose. In this paper, we propose a protocol for
resource-bounded computational rational agents to automatically form risk-bounded
fuzzy coalitions in order to fulfill service requests with deadlines.

As opposed to traditional cooperative games, games with fuzzy coalitions allow the
agents to be members of multiple coalitions with varying degrees of involvement. The
notion of fuzzy coalitions was first introduced by Aubin and Butnariu (see [2, 5]) to
overcome some problems of traditional cooperative games in real-world settings. For
example, suppose that agent a1 can independently benefit from cooperations with agent
a2 as well as with agent a3. To realise both opportunities, a coalition of all three agents
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has to be formed, requiring a2 and a3 to agree on a coalition contract although they do
not cooperate otherwise. Another drawback of non-overlapping coalitions emerges in
the case of failure. If, in the above example, a2 fails its task, thus reducing the coalition
value, all members of the coalition are affected, including a3, although it is not actually
working together with a2. In contrast, with fuzzy coalitions makes it is possible to
form a coalition for each service request, without preventing other requests from being
satisfied. This approach has the advantage that there are no unnecessary negotiations
and contracts between agents which actually do not work together.

Additionally, using fuzzy coalitions allows the agents to lower their individual risk
of monetary losses by participating in a number of coalitions, if coherent risk measure
are considered. Assuming that agents are able to assess other agent’s risk of failure in a
coalition, we show how such risk-bounded coalition formation can be done. In partic-
ular, we consider the membership of an agent in a coalition as an investment, since the
costly service execution takes place first. Rewards are received later only for success-
ful and timely execution. We thus allow the agents to specify individual risk bounds
in terms of the coherent financial risk measure tail conditional expectation (TCE). The
adherence to these bounds is guaranteed by the proposed coalition formation protocol
RFCF.

But as it turns out, we cannot directly use the existing solution concepts for coop-
erative games with fuzzy coalitions. The approaches taken by Aubin, Butnariu as well
as Nishizaki and Sakawa (see [9]) all assume that the coalition value is a proportional
function of the agents’ membership degrees. As this assumption does not hold in our
setting, we introduce appropriate extensions of the excess and surplus. We then show
that it is possible to compute the surplus in polynomial time under some additional as-
sumptions, similar to the approach taken in [10]. Stearns transfer scheme can then be
used to compute Kernel-stable solutions for the game (see [11]).

The remainder of this paper is organized as follows: in section 2 we introduce our
service agent and coalition model. In section 3, we introduce our notion of fuzzy coali-
tion games among service provider agents. We then show how to compute the risk of
fuzzy coalitions and fuzzy coalition structures in section 4. Section 5 is concerned with
the stability of risk-bounded fuzzy coalitions. We propose our coalition formation pro-
tocol RFCF in section 6. In section 7 we discuss related work and conclude in section 8.

2 Agent Model

In this section we specify more precisely the environment of service agents that we
consider in this paper.

We consider two types of agents: service request agents and service provider agents.

Definition 1 Service Request Agent
A service request agent sra requests exactly one (possibly complex) service s and

some deadline d. It will pay a certain monetary reward r ∈ R for a successful execution
of s before d. Otherwise, no reward is paid.

SRA denotes the set of all service request agents in the system.
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On the other hand, service provider agents offer the execution of exactly one type of
service. They are assumed to be computationally bounded, i.e. to have only limited
resources per time for the execution of their service. For simplicity, we assume that the
execution time for a service instance is a linear function of the resources devoted to it.
This is reasonable in the case where the bounded resources are computing power and/or
memory, for example.

Definition 2 Service Provider Agent
A service provider agent spa offers the execution of exactly one service sspa and

has the following properties:

1. Service Composition
(a) spa is able to send service advertisements for sspa.
(b) given a requested service s and a set of service advertisements, spa has the

ability to compute service composition plans; each such plan is a list of adver-
tised services whose execution implements the requested service s.

(c) each element of a plan P is called a service instance of the respective service.
2. Service Execution

(a) spa can spend only some max. amount of resources per time in service execu-
tions.

(b) the minimum execution time of an instance i of sspa is denoted tmin
i (i.e. this is

the execution time if spa devotes all its resources to it).
(c) spa can split its resources and execute multiple instances of sspa at the same

time. The fraction of resources per time (wrt. the maximum) devoted to the
execution of service instance i is denoted ri.

(d) the execution time ti of service instance i is

ti =
1
ri
× tmin

i .

(e) spa might not be able to detemine tmin
i exactly in advance, but is able to specify

a probability density function (PDF) pdftmin
i

over the values it might take.
(f) there is a monetary cost for resource consumption of spa. We assume this is

constant, so that because of Definition 2.2(d) the cost costi for executing ser-
vice instance i is also constant and does not depend on ri.

SPA denotes the set of all service provider agents in the system.

Note that because of the linear relationship assumed in Definition 2.2(d), it is easy to
obtain the PDF of the execution time of a service instance i with a given fraction of
resources per time ri:

pdfti
(x) = pdftmin

i
(ri ∗ x) (1)

Example 1. As an example, we consider a medical service provider agent scenario. We
assume that there are a number of these agents in the system, each offering medical
information in one or more specific medical domains. A specific set of symptoms of
a patient might have possible diagnosis in several domains. Thus, a full diagnosis as
response to a request from e.g. a medical doctor might require a set of provider agents
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to collaborate. We assume that the medical personnel will request this information with
specific deadlines to ensure the timely treatment of patients. Suppose that agent spa1

gets a request from a doctor and realizes that it also needs spa2 to provide a feasible
diagnosis. spa1 then estimates the runtime for its own service on the request and sends
coalition proposal to spa2. spa2 then likewise estimates its runtime and sees that this
coalition might actually fail, producing high costs. However, spa2 has a further request
from agent spa3. While forming just the coalition spa1 is too risky for spa2, it is ac-
ceptable if the coalition with spa3 is also formed.

3 Fuzzy Coalition Games of SPA Agents

In our setting, the capability of service provider agents to split their resources among
different service instance executions makes it possible for them to take part in several
service composition plan executions. This suggests to allow the agents to be a (par-
tial) member of several coalitions. For this purpose, a number of authors (most notably
Aubin, Butnariu and Nishizaki and Sakawa [2, 5, 9]) extended concepts from coopera-
tive game theory to allow for fuzzy coalitions, where each agent is a member only to
a certain membership degree. In our model, each fuzzy coalition will execute exactly
one service composition plan. The membership degree represents the relative amount
of resources they spend for their respective service instance executions in the plan. If
the same group of agents decides to execute an additional plan, it simply forms an addi-
tional fuzzy coalition. We also disallow any members that are not actually involved in
the execution of P .

Definition 3 Fuzzy Coalition of Service Provider Agents
Let there be a request for a service ws from a service request agent sra and a plan

P whose execution satisfies ws.

1. SPAP ⊆ SPA is the set of service provider agents involved in P .
2. The fuzzy coalition of service provider agents C̃ for sra and P is written as

C̃ = (spa1/mem1, . . . , spak/memk, sra,P)

with k = |SPAP |, spaj ∈ SPAP , 1 ≤ j ≤ k; memj ∈ [0, 1] is a guaranteed
minimum for the fraction of resources per time ri devoted by spaj to any i of its
service instances in P .

3. mem(spa, C̃) is agent spa’s membership in C̃.
4. We write spa ∈ C̃ if spa is a member of C̃ with some positive membership, i.e.

mem(spa, C̃) > 0.
5. C̃⊆̃C̃ ′ if ∀spa ∈ C̃ : mem(spa, C̃) ≤ mem(spa, C̃ ′), where C̃ and C̃ ′ are fuzzy

coalitions for the same service request agent and plan.
6. C̃(sra, plan) denotes the set of all fuzzy coalitions C̃ = (., sra, plan).
7. |C̃| is the number of agents in C̃.

We also denote “fuzzy coalition” or just “coalition” instead of “fuzzy coalition of ser-
vice provider agents” where the context is clear.
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Because of the deadlines for service requests, C̃ either earns the reward r for the
successful and timely execution of P from the requesting agent, or nothing otherwise.
To specify coalition values for fuzzy service provider agent coalitions, we thus need
to consider its probabilities of failure and success. For simplicity, we assume that the
execution times of service instances are independent of each other and that the services
in a plan P are executed sequentially. Then, the total execution time of P is the sum of
the execution times of the individual service instances:

tP =
∑
i∈P

ti (2)

The PDF of the sum of two independent random variables A and B is given by the
convolution integral over their individual PDFs pdfA and pdfB(see, e.g., [8], p. 113).
I.e., with x ∈ R:

pdfA+B(x) = (pdfA ∗ pdfB)(x)

=
∫ ∞

0

pdfA(y)pdfB(x− y)dy (3)

For a plan P with m ∈ N service instances, the PDF of its execution time is therefore
an m − 1 fold convolution over the individual service instance execution time PDFs.
With x ∈ R+ (it is sufficient to consider only positive values since execution times are
always positive).

pdftP (x) = (· · · (pdfti1
∗ pdfti2

) · · · ∗ pdftim
)(x) (4)

For specific cases, there exist simple analytical solutions of the convolution. E.g., the
convolution of two normal PDFs is again normal, as is the convolution of a normal
PDF with an exponential one. But this is not the case for arbitrary distribution types.
Fortunately, there are alternative ways to obtain the convolution, such as the pointwise
multiplication of the Fourier Transform F of the PDFs:

f ∗ g = F−1(F (f)F (g)) (5)

The Fast Fourier Transform algorithm efficiently approximates the Fourier Transform
with complexity k log k, where k is the number of sample points taken from the func-
tions.
Suppose the agents executing a plan P agree to start the execution at time ts. With the
PDF of the execution time of a plan P and the deadline given for the respective service
request, it is then easy to determine the probability that the plan execution exceeds this
deadline, which we call the probability of failure (PoF ):

PoF (P, ts, d) =
∫ ∞

d−ts

pdftP (x)dx (6)

Note that for d < ts, we always have PoF (P, ts, d) = 0, since the plan execution time
must be positive. Similarly, the probability of success (PoS) is:

PoS(P, ts, d) = 1− PoF (P, ts, d) (7)
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Given the membership degrees, the PDF over the upper bound t̂i for the execution
time of a service instance i ∈ P of agent spak is, analogous to 1,

pdft̂i
(x) = pdftmin

i
(memk ∗ x) (8)

According to 4, we can then obtain the PDF of the upper bound t̂P for the execution
time of the complete plan, and thus the probabilities of failure and success of the fuzzy
coalition, denoted PoF (C̃) and PoS(C̃), resp. This enables us to determine a lower
bound for the expected reward for C̃, denoted r eC :

r eC = PoS(C̃)× r (9)

To specify a value for the fuzzy coalitions, we further have to consider the costs that are
generated by the service executions. The agents should reasonably stop the execution
once the deadline is reached, since no additional reward can be obtained by any further
work. However, to simplify things, we consider only the worst case, i.e. the case where
maximum costs have been produced even if the coalition fails.

Definition 4 Value of a Fuzzy Service Provider Agent Coalition
Let there be a fuzzy coalition C̃ with plan P . The value v(C̃) of C̃, also called

coalition value, is defined as

v(C̃) = r eC −
∑
i∈P

costi

Although fuzzy coalition structures allow the agents to be a member in several coali-
tions at the same time, we still have to require that each agent does not allocate more
resources to coalitions than it can actually provide. Formally, we have

Definition 5 Feasible Fuzzy Coalition Structure
For a fuzzy coalition C̃, let mem

eC
spa denote the membership degree of spa in C̃,

with mem
eC
spa = 0 if spa is not member of C̃. A feasible fuzzy coalition structure S for

the agents in SPA is defined as a set of fuzzy coalitions with

∀spa ∈ SPA :
∑
eC∈S

mem
eC
spa ≤ 1 (10)

4 Risk of Fuzzy Coalition Structures

Given a variety of combination of coalitions that the agent can possibly join, rational
agents will prefer coalitions with a high reward and a low PoF , i.e. a high expected
value. But assume there is a coalition with a high expected value, but which also in-
volves very high costs. If an agent cannot afford to lose more than some amount with-
out compromising liquidity, even a low PoF of the coalition might be still too risky.
To control and avoid such situations, a number of financial risk measures have been
introduced in the literature (for a recent overview, see [7] and references therein).

M Klusch, 2008 309/466



For the definitions in the remainder of this section, we follow Artzner et al.[1],
omitting certain details which are not important in our setting. Also, where Artzner et
al. speak of positions (meaning investment positions), we speak of strategies, meaning
an agent’s decision with whom to coalesce and service requests to work on. Lastly, note
that the definitions of V aR and other measures in [1] include the reward of a reference
investment (e.g. interest rates) as a scaling factor, which we omit here for simplicity.

Definition 6 Risk and Measure of Risk
Let Ω denote the set of states of nature, and assume it is finite. Considering Ω as the

set of outcomes of an experiment, we compute the final net worth of a strategy for each
element of Ω. Risk is the investor’s future net worth, which is described by a random
variable. Let G be the set of all risks, that is the set of all real valued functions on Ω. A
measure of risk r is a mapping r: G 7→ R.

According to [7], a widely known and used one is the Value-at-Risk (V aR), which
also has become part of financial regulations. V aR calculates how much one may lose
during a specified period given a probability and the capital should be used to control
the risk.

Definition 7 Value-at-Risk (V aR)
Given α ∈ [0, 1], the Value-at-Risk V aRα at level α of the final net worth X ∈ G

with distribution P is

V aRα(X) = − inf{x ∈ R : P (X ≤ x) > α}

Artzner et al. also introduce the notion of coherent risk measures.

Definition 8 Coherent risk measure
With X, Y ∈ G, z ∈ R, a risk measure r is called coherent if it satisfies

1. subadditivity: for all X, Y ∈ G: r(X + Y ) ≤ r(X) + r(Y )
2. translation invariance: r(X + z) = r(X)− z

3. positive homogeneity: ∀z ≥ 0, r(zX) = zr(X)
4. monotonicity: if X ≤ Y then r(Y ) ≤ r(X)

As has also been shown in [1], V aR is not coherent, since it does not fulfill subadditiv-
ity. As it turns out (see below), this lack of superadditivity constitutes a major drawback
in the design of a risk-bound coalition formation algorithm. Fortunately, a number of
coherent measures which are derived from V aR have been proposed. Here, we employ
the tail conditional expectation (TCE) which is coherent for continous distributions.

Definition 9 Tail Conditional Expectation: given a probability measure P on Ω and a
level α, the tail conditional expectation is defined by:

TCEα(X) = −EP {X|X ≤ −V aRα(X)}
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Using this measure, each agent spai may individually specify a parameter αi and a
TCE-threshold tTCEi, expressing that it will only accept coalition structures which
satisfy

TCEαi(ui) ≤ tTCEi

where ui is agent spai’s final net worth, i.e. the total net result from all coalitions it is
involved in.

Proposition 1 Let service provider agent spai be a member in a fuzzy coalition C̃, let
costi be the cost for spai if C̃ fails, and let ui(C̃) > −costi be the payoff obtained by
spai if C̃ is successful. The TCEαi(C̃), i.e. the TCEα restricted to consider only spai

and C̃, can be computed as follows:

TCEαi(C̃) =

{
PoF (C̃)costi(C̃) + PoS(C̃)(−ui(C̃)) PoF (C̃) ≤ αi

costi(C̃) PoF (C̃) > αi

Proof. Let Xi be spai’s net result from C̃, with Xi = ui in case of success of C̃ and
Xi = −costi in case of failure. Consider the first case, i.e. assume that PoF (C̃) ≤
αi. Then the Value-at-Risk, i.e. the TCEα restricted to consider only spai and C̃, is
V aRαi(C̃) = −ui because P (Xi ≤ −costi) = PoF (C̃) ≯ αi, but P (Xi ≤ ui) = 1
(since PoS(C̃) = 1 − PoF (C̃)). Thus, the set of relevant outcomes considered in
TCEα includes both Xi = −costi and Xi = ui. In the second case, with PoF (C̃) >

αi, we have V aRαi(C̃) = costi because P (Xi ≤ −costi) = PoF (C̃) > αi. Thus,
the set of relevant outcomes considered in TCEα contains only Xi = −costi, and the
case Xi = ui is disregarded.

To obtain the TCEαi for a fuzzy coalition structure, we have to consider the proba-
bility of failure for each subset of fuzzy coalitions that spai is involved in, as well as
the payoffs and costs for spai in these cases. The following follows directly from the
independency of the PoF of different coalitions and the definition of V aR.

Corollary 1 Let there be a fuzzy coalition structure S and let Sspai
⊆ S be the subset

of all coalitions involving spai. For each S∗spai
∈ 2Sspai (including the empty set) let

costi(S∗spai
) be the cost for spai if all coalitions in S∗spai

fail, and let ui(S∗spai
) be the

net payoff obtained by spai from the coalitions in Sspai
∪ S∗spai

(i.e. the reward minus
costs for the successful coalitions).

The probability PoF (S∗spai
) that the coalitions in S∗spai

fail while those in Sspai
∩

S∗spai
succeed is

PoF (S∗spai
) =

∏
eC∈S∗

spai

PoF (C̃)×
∏

eC∈Sspai
∩S∗

spai

PoS(C̃)

The V aRαi(S), i.e. the V aRα restricted to consider only spai and S, is then

V aRαi(S) = −minS∗
spai

∈2Sspai
{ui(S∗spai

) :
∑

S′
spai

∈2Sspai

ui(S
′
spai

)≤ui(S
∗
spai

)

PoF (S∗spai
) > αi}
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Having V aRαi(S), the computation of the TCEαi(S) is straight-forward. Please note
that V aRαi(S) and thus also TCEαi depend on the agent’s payoff. But as becomes
clear in section 5, computing a stable payoff depends on the risk. Also, we have to
consider each element in the power-set of coalitions that spai is involved in, making
the complexity of this computation exponential. However, by bounding the number of
coalitions an agent might be involved in, we obtain polynomial complexity. This is also
shown in section 5.

5 Stability of Fuzzy Coalitions Structures

In this section, we finally show how a coalition’s payoff should be distributed among
its members. Cooperative game theory traditionally deals with the question how this
can be done in a stable way. Stable means that no agent has a reasonable incentive to
break its coalition(s). For games with fuzzy coalitions, several such solution concepts,
including the Core and the Shapley Value, have been introduced in the literature[2, 5,
9]. Unfortunately, these assume a linear or even proportional relationship of the mem-
bership and coalition values. This does not hold in our case, because the coalition either
gets the payoff or not, while the membership values determine the involved risk. But
even considering the expected values does not help, since (a) the execution time of a
service instance is characterized by an 1

x -relationship wrt. to the membership (see Def-
inition 2.2(d)) and (b) the actual probability of failure also depends on the underlying
distributions of the service instance runtimes which might be arbitrary. We thus intro-
duce a new variant of the excess which is compliant with out setting. Since the excess
is the basis for a number of solution concepts including the Core, Kernel and Nucleo-
lus, this allows us to use these concepts. In this paper, however, we consider only the
Kernel.
In crisp games, the excess of a coalition C wrt. a given coalition structure S with C /∈ S
quantifies the difference in payoff that the agents in C obtain by forming C and leaving
their resp. coalitions in S. Because each agent can be a member of only one coalition in
a crisp coalition game, they then do not obtain any payoff from their former coalitions.
But this is not the case in fuzzy coalition games. Here, it is possible to withdraw just
some membership and put it into a new coalition. However, not all coalitions might be
feasible wrt. the involved agents’ individual risk bounds. We consider such coalitions
not to be a feasible threat. Also, we exclude the case that an agent threatens to withdraw
any amount membership from an existing coalition such that its own risk bound would
be exceeded. While this makes sure that the hard risk bounds are taken into account, we
also have to consider that more membership means a better chance of success. Thus,
we regard the expected coalition values.

Definition 10 Excess of a fuzzy coalition
Let there be fuzzy coalition C̃ and fuzzy coalition structures S and S′ with C̃ ∈ S′,

C̃ 6∈ S, S′ is feasible, and ∀C̃ ′ ∈ S′, C̃ ′ 6= C̃ : ∃C̃ ′′ ∈ S : C̃ ′⊆̃C̃ ′′. Further, let there
be a payoff distribution u. We define

ẽ(C̃, S′, ũ)|TCE := v|TCE(C̃, S′)−
∑

spai∈ eC
di(S, S′)
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with

v|TCE(C̃, S′) =
{

v(C̃) if ∀spai ∈ C̃ : TCEαi(S′ ∪ C̃) ≤ tTCEi

0 otherwise

and
di =

∑
eC∗∈S, eC′∈S′, eC′ e⊆ eC∗

v(C̃ ′)− v(C̃∗)

In crisp games, for a given configuration (S, u), the surplus of an agent ai over another
agent ak with ai, ak ∈ C ∈ S is then defined as the maximum excess of all coalitions
including agent ai but without agent ak. For games with fuzzy coalitions, however, it is
possible to threaten with a number of alternative coalitions at the same time. Also, only
a membership transfer from coalitions that include both ai and ak should be considered.
Finally, we require that all membership of ai from such coalitions is transferred.

Definition 11 Fuzzy coalition surplus
Let there be a fuzzy coalition structure S and payoff distribution u and agents ai

and ak.

1. A feasible fuzzy coalition structure S′ with ∀C̃ ∈ S′, C̃ /∈ S : ai ∈ C̃, ak /∈ C̃,
∀C ∈ S, ak 6∈ C : C ∈ S′ and @C̃ ∈ S′ : ai, ak ∈ C̃ is called an ik-fuzzy surplus
structure.

2. The set of all ik-fuzzy surplus structures wrt. S is denoted SSik(S)
3. The fuzzy coalition surplus of ai over ak is

s̃ik|TCE := max
S′∈SSik(S)

{
∑

ai∈ eC∈S′

ẽ(C̃, ũ)|TCE}

To compute a fuzzy coalition surplus it is thus not only necessary to identify the best
set of agents that should form alternative coalitions when excluding the other agent,
but also to find the best membership values for them wrt. feasibility and the individual
agent risk thresholds.

Definition 12 Let Qik denote a set of pairs (sra,P) with P satisfies the request from
sra, ai ∈ SPAP and ak 6∈ SPAP . For a feasible coalition structure S, let SSik(Qik)
denote the set of all ik-fuzzy surplus structures S′ wrt. S such that for all pairs (sra,P) ∈
Qik there exists C̃ ∈ C̃(sra,P) with C̃ ∈ S′. We define the function MaxS(Qik, S, u)
to return S∗ ∈ SSik(Qik) such that

∑
ai∈ eC∈S∗ ẽ(C̃, ũ)|TCE is maximized wrt. all

other elements in SSik(Qik).

Because the service instance runtime depends on the spent resources and thus the mem-
bership values by a 1

x -relationship (see Definition 2.2(d)), MaxS has to solve a non-
linear optimization problem. The complexity to compute a fuzzy coalition surplus is
thus even worse than in the crisp case, where we have exponential complexity wrt. the
number of agents in the system because of the exponential number of possible coalitions
and excesses. Shehory and Kraus proposed to reduce this to a polynomial complexity
by limiting the maximum coalition size[10]. We achieve the same effect for the fuzzy
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coalition surplus by not only bounding the number of agents in a coalition, but also the
number of coalitions that an agent threatens to transfer membership to as well as the
number of plans per set of agents.

Proposition 2 Let aMax ∈ N be an upper bound for the number agents in a coali-
tion and C̃Max ∈ N be an upper bound for all sets |Qik|, i.e. the number of new
coalitions including agent ai and excluding agent ak in the computation of s̃ik|TCE .
Let further PMax be an upper bound for the number of plans that involve the same
set of agents and let n ∈ N be the number of agents. Then the number of sets Qik,
constrained by C̃Max and ∀(sra,P) ∈ Qik : P ∈ PLANS, is less or equal than

n(aMax×PMax)
eCMax

.

Proof. It was shown in [10] that the number of crisp coalitions with maximum size
aMax among n agents is bounded by naMax. Because each set of agents might be
involved in multiple plans, this has to be multiplied PMax to obtain the upper bound
for the number of considered coalitions. By the same argument as in the proof in [10],
the number of sets of these coalitions with maximum size C̃Max is then bounded by
n(aMax×PMax)

eCMax

.

In crisp games, the kernel of a cooperative game (A, v) with respect to a given coalition
structure S is a set of configurations (S, u) wherein each pair of agents ai, ak in each
coalition C ∈ S is in equilibrium wrt. their surplusses. That is the case if the agents
cannot outweigh each other in (S, u) by having the option to get a better payoff in
coalition(s) not in S excluding the opponent agent (agent i outweighs k, if sik > ski

and uk > wi(C)). Fortunately, having defined the surplus also for fuzzy coalitions, we
can substitute it in this definition to obtain a definition for the kernel for games with
fuzzy coalitions.

Definition 13 Let there be a fuzzy coalition structure S and payoff distribution u. (S, u)
is in the kernel of the fuzzy coalition game iff each pair of agents ai, ak in each fuzzy
coalition C ∈ S is in equilibrium wrt. their fuzzy coalition surplusses.

To make a payoff distribution kernel-stable for a given coalition structure, Stearns trans-
fer scheme can be used in the case of crisp games. The same can be applied here, since
a side-payment from one agent to another will increase the former agent’s payoff while
lowering the latter agent ones.

6 Coalition Formation Protocol RFCF

In this section, we propose a fuzzy coalition formation protocol that guarantees to form
coalitions which are in compliance with the agents’ individual risk bounds. The negoti-
ation is to be finished in a fixed amount of time in order to ensure a timely start service
executions. In order to achieve polynomial complexity in the negotiation, some compro-
mises have to be made. In particular, upper bounds for the risk of a coalition structure
can be obtained by either considering only the self-values of the agents instead the
actual utilities or by computing the risk for subsets of the structure and utilizing the
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subadditivity of TCE. The main drawback of using upper bounds for the risk is that it
might prevent the formation of some coalitions which are then considered too risky al-
though they are acceptable. We thus propose to execute a parallel process to continually
improve the bound as long as there is time.

Before we give the actual definition of RFCF, we here provide a short outline of
the protocol to emphasize the main ideas of the individual steps. In RFCF, each agent
performs multiple tasks in parallel:

– Composition Planning - Composition plans are generated. Since only agents that
can execute a plan together will form coalitions, this step is necessary to identify
possibly worthwhile coalitions.

– Coalition Negotiation
1. Proposal generation - The agent computes fuzzy coalitions such that their for-

mation certainly leads to a feasible coalition structure while minimising the
membership values. This way, no more membership (i.e. resources) than nec-
essary is used, allowing the involved agents to possibly form additional coali-
tions later. A proposal is then send to the agents of the fuzzy coalition which
maximises the value per membership.

2. Proposal evaluation - From the received proposals, form feasible coalitions
with acceptable risk the and maximal value per membership

3. Payoff distribution and risk bound update - Use the transfer scheme to compute
the Kernel-stable payoff distribution. Compute the single-coalition TCE and
add it to previous coalition structure TCE bound to obtain an updated bound
on the coalition structure TCE.

– Risk Measure Computation - Compute TCE for a new random subset of coalitions
to obtain a tighter bound for the coalition structure TCE.

In the following definition of the algorithm, we use the following functions and
constants:

– PMax: the maximum number of plans to be considered for a set of agents
– aMax: the maximum coalition size
– C̃Max: the maximum number of coalitions that an agent threatens to transfer mem-

bership to in the surplus computation
– sra(P) Returns the service request agent for whose request P was generated.
– findFuzzyCoalition(S,P, risk): Computes a fuzzy coalition C̃ such that the

membership degrees in C̃ are minimized while S ∪ C̃ is acceptable for all agents
wrt. risk. Use C̃(sra(P),P) as a starting point. If risk = nil then compute
an upper bound for TCEαa(S ∪ C̃(sra(P),P)), otherwise use risk as this up-
per bound. It is possible to efficiently implement this function by exploiting the
monotonicity of the TCE wrt. to the membership values. If this is not possible or
|C̃| > MaxCSize, return nil

– makeStable(S): Computes a new stable payoff distribution u∗ for the fuzzy coali-
tion structure S using the transfer scheme (see 5) and the bounds PMax, aMax
and C̃Max.

Algorithm 1 RFCF
Each agent a performs:
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Initialization:

1. setPLANS := ∅
2. setPPPLANS := ∅
3. setPPPLANSRISK := ∅
4. setPROPS := new priority queue
5. setriska := TCE({a}/1)

Parallel Execution:

– Composition plan generation: repeat (until terminated)
1. Generate a new composition plan P for a random service request and for a

set of agents for which the number of previously generated plans is less than
PMax.

2. PLANS := PLANS ∪ P
– Coalition negotiation: repeat (until terminated)

1. Proposal generation
(a) set BestCoalition := nil, BestPayoffperMembership := 0
(b) for each P in PLANS do:

i. C̃ := findFuzzyCoalition(S,P, nil)
ii. if C̃ = nil then PLANS := PLANS \ P;

POSTPONEDPLANS := ∪P ;next 1b
iii. if v(C̃)/|C̃| > BestPayoffperMembership then

PLANS := PLANS \ P; BestCoalition := C̃;
BestPayoffperMembership := |C̃|

(c) if BestCoalition = nil then for each P in POSTPONEDPLANS
do:

i. if PPPLANSRISK contains (P, .) then
C̃ := findFuzzyCoalition(S,P, PPPLANSRISK(P))

ii. if C̃ = nil then next 1b
iii. if v(C̃)/|C̃| > BestPayoffperMembership then

PPPLANSRISK := PPPLANSRISK \ P;
BestCoalition := C̃; BestPayoffperMembership := |C̃|

2. send (BestCoalition,BestPayoffperMembership) as a proposal to all
other agents

3. Proposal evaluation
(a) receive coalition proposals from all other agents and self
(b) for each non-nil proposal (C̃, ppm), put C̃ in PROPS with priority ppm.
(c) set S∗ = ∅
(d) while PROPS is not empty do

i. get and remove the highest priority coalition C̃ from PROPS
ii. if C̃ is feasible, set S∗ := S∗ ∪ C̃

4. Payoff distribution and TCE update
(a) set u∗ = makeStable(S ∪ S∗)
(b) do atomically: set S := S ∪ S∗ and u := u∗

(c) set riska := riska +
∑ eC∈S∗

a
(TCEa(C̃))
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– Risk measure computation of current structure: repeat (until terminated)
1. randomly choose a previously unconsidered subset S∗ from Sa

2. riska := riska −
∑ eC∈S∗ TCEa(C̃) + TCEa(S∗)

– Risk measure computation of potential structures for postponed plans: repeat (until
terminated)
1. Randomly chooseP from PPPLANS such that (P, .) /∈ PPPLANSRISK

2. Compute exact TCEαa(S ∪ C̃(sra(P),P)) and
put (P, TCEαa(S ∪ C̃(sra(P),P))) into PPPLANSRISK

– Termination of negotiation
1. Wait(ExecutionStartTime)
2. terminate all other tasks
3. start service instance execution in my coalitions; terminate

Proposition 3 The runtime of the coalition negotiation section of the RFCF is polyno-
mial.

Proof. In the proposal evaluation, each agent orders the coalition proposals in the same
way in the priority queue since the priority is defined as payoff per membership which
is a global measure. Because of the bounds used in the surplus computation, the payoff
distribution is done in polynomial time (see 5). All other steps in the coalition negotia-
tion section are of less complexity.

7 Related Work

In the research field of fuzzy coalition formation, Nishizaki and Sakawa in [9] pro-
posed a number of algorithms to compute solutions according to their concepts. They
did however not propose a protocol that enables a coalition negotiation among compu-
tational autonomous agents. Also, as we have pointed out in section 1, they assume that
the coalition value is a proportional function of the agents’ membership degrees, which
does not hold in our case.

Shehory and Kraus considered the formation of overlapping but non-fuzzy coali-
tions. They however focus on maximising the joint payoff of all agents rather than
individual payoffs or minimising potential individual losses. In contrast, our approach
focuses especially on the latter points. Thus, the motivations and the properties of the
obtained solutions are very different.

There also exist approaches for the formation of non-overlapping coalitions which
take uncertainty in the coalition values into account. These are also suitable to tackle
the problem of reduced coalition values due to (partial) coalition failure in some cases.
Probabilistic approaches, such as [6], usually consider the expected values of coalitions.
This might lead to the case that a number of risk-neutral agents decide to form a high-
risk coalition, excluding risk-averse agents to cooperate with them because overlap-
ping coalitions are not allowed. In contrast, our approach allows for such cooperations
by forming additional coalitions. Approaches that employ fuzzy coalition values, such
as [3], account for a range of possible coalition values. However, the fuzzy coalition
values are assumed to actually be fuzzy numbers or intervals. But this assumption is
not compatible with our setting where a coalition value either produces a specific profit
or a specific loss.
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8 Conclusions

We have studied a setting of cooperative service provider agents that form fuzzy coali-
tions in order to share and combine resources and services to efficiently respond to
market demands while bounding individual risk. We showed how a coherent risk mea-
sure, the TCE, can be used to assess the risk for agents when taking part in coalitions
to satisfy service requests with deadlines. By splitting resources among different coali-
tions, an agent might lower its overall risk. Despite previous work on fuzzy coalitions in
the literature, we found it necessary to give our own definitions for the fuzzy coalition
game, including the excess and surplus for fuzzy coalitions. This is because of unre-
alistic assumptions in the cited models that do not hold in our setting. In the surplus
computation, sets of alternative fuzzy coalitions have to be considered. As a conse-
quence, we had to bound not only the maximum coalition size, but also the number of
coalitions in these sets as well as the number of plans for a set of agents to obtain a
polynomial computation time for the fuzzy coalition surplus.
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Dynamic Coalition
Formation among
Rational Agents
Matthias Klusch and Andreas Gerber, German Research Centre for Artificial Intelligence

Designing self-interested autonomous software agents that can negotiate rationally

in stable coalitions can dramatically benefit end users. Rational agents are usually

required to form beneficial coalitions in open, distributed, and heterogeneous environ-

ments, including scenarios in which dynamically occurring events might interfere

with the coalition proceses. Dynamic coalition for-
mation (DCF) methods promise to be particularly
well suited for applications of ubiquitous and mobile
computing, including mobile commerce in wireless
environments.

In mobile-commerce settings, for example, per-
sonalized information agents, each representing a
potential business partner, might dynamically form
temporary profit-oriented coalitions to enhance a
customer’s purchasing and negotiating strategies in
multiple electronic marketplaces. This vision for the
common Internet user isn’t far from being realized,
especially with recent advances in wireless comput-
ing and communication appliances.1–3

Static formation of stable coalitions
We categorize coalition formation into two

approaches: utility-based and complementary-based.
These two models divide the actors into those that
follow the principle of bellum omnium contra omnes
as it is largely favored, for example, by game theory,
and those that rely on the collaborative use of com-
plementary individual skills to enhance the power of
each agent to accomplish its goals.4,5 Until now, most
classic methods for forming stable coalitions among
rational agents follow the utility-based approach and
rely on derived concepts from cooperative game the-
ory, economics, and operations research. Utilitarian
coalition formation covers two main activities: gen-
erating coalition structures and distributing gained
benefit among the participants of each coalition.6,7

We define a cooperative game as a set A of agents
in which each subset of A is called a coalition and a

characteristic function v assigns each coalition C in
A its maximum gain. (We offer an introduction to
cooperative game theory here, but other sources pro-
vide a more in-depth explanation.8,9) The value v(C)
does not depend on the actions of agents outside the
coalition. Any coalition C forms by a binding agree-
ment on the distribution of its coalition value v(C)
among its members.

The solution of a cooperative game with side pay-
ments is a coalition configuration, which consists of
a partition S of A, the coalition structure, and an n-
dimensional payoff distribution vector in which com-
ponents are computed by a utility function u. The
payoff distribution assigns each agent in A its utility
u(a) out of the value v(C)  of the coalition C in a given
coalition structure S. The number or size of coali-
tions formed using a coalition formation method is
often restricted to ensure, for example, polynomial
complexity of the formation process.

In coalition configurations with so-called pareto-
optimal payoff distributions, no agent is better off in
any other valid payoff distribution for the given game
and coalition structure. A coalition configuration
(S, u) is stable if no agent has an incentive to leave
its coalition in S due to its assigned payoff u(a).
Different characteristics and stability criterion define
different solution spaces for cooperative games.
Rational agents involved in a cooperative game
(A, v) negotiate a stable payment configuration (S,
u) as a solution that uses an appropriate coalition
algorithm (CA). Each agent can execute the CA
locally. Negotiation according to the CA is com-
pletely decentralized. The CA provides a stable coali-
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tion configuration for any cooperative game
at any time.

A coalition formation environment for a
given set of agents A is the set of assumptions
and constraints that are valid for any kind of
coalition-forming activity between agents in
A, including propositions on the task-related
functionality of each individual agent in A,
including its set of tasks, goals, actions, and
methods to compute the individual utilities
of task-related productions. The set of
assumptions also includes valid methods for
computing the values of coalitions and valid
methods for determining coalition configu-
rations, including methods for searching
coalition structures.

In a given coalition formation environ-
ment, the agents agree on what kind of stable
coalitions will be negotiated and what par-
ticular CA will be used for the negotiation.
Different agents can compute their utilities
of task execution and corresponding pro-
ductions differently. However, most work on
coalition formation relies on coalition for-
mation environments in which all agents are
homogeneous. 

A coalition formation environment is super-
additive or subadditive, depending on the type
of all cooperative games it allows. In subad-
ditive games, at least one pair of potential
coalitions is not better off by merging into one.
We define a coalition formation model by both
the considered coalition formation environ-
ment and a given CA for this environment. 

Stable and static coalitions
The meaning of coalition stability depends

on the considered discipline and application
domain. Many (if not most) of the coalition
formation algorithms rely on chosen game
theory concepts for stable payoff division
within coalitions according to, for example,
the Shapley value, the core, the bargaining
set, or the kernel.8 All traditional approaches
to coalition formation remain static in the
sense that they do not allow for any type of
interference with the running coalition for-
mation process. In addition, known results
for superadditive coalition formation envi-
ronments must be transported into general or
subadditive environments to gain practical
relevance for the development and applica-
tion of DCF algorithms to real-world open
environments.

Core-stable coalitions
One approach10 to form stable coalition

configurations consists of the following two

steps: searching for a coalition structure in a
corresponding coalition structure graph for
the given game (A,v) and then computing its
payoff according to the stability concept of
the core. We define the core of a game with
respect to a given coalition structure as the
set of coalition configurations that don’t nec-
essarily have unique payoff distributions.
Only coalition structures that maximize the
social welfare—the sum of all coalition val-
ues of coalitions in the considered struc-
ture—are core-stable.

However, searching for an optimal coali-
tion structure (given a set A of agents) among
the exponential number of |A||A|/2 possible
coalition structures is computationally diffi-
cult, because we have to try at least 2|A|–1

coalition structures.10,11 Another well-known
problem with core-stable configurations is
that the core might be empty for certain coop-
erative games, and is exponentially difficult
to compute. Because of these problems,
using the core-stable coalition is quite unpop-
ular. In fact, we aren’t aware of any CA for
computing core-stable coalition configura-
tions in DCF environments.

Shapley-value-stable coalitions
Any payoff division scheme according to

the Shapley value provides an agent with the
added value that it brings to the given coali-
tion structure, averaged over all possible join-
ing orders. That makes the Shapley value
exponentially hard to compute. Algorithms
for forming stable coalitions that rely on the
stability concept of the Shapley value, and a
variation of it, the bilateral Shapley value12

applied to arbitrary cooperative games, are
proposed elsewhere.13 Computing a proposed
payoff division according to the bilateral
Shapley value with equal or proportional his-

tory-based share among coalition members
is efficient and rational for superadditive
games. Because this does not necessarily hold
for subadditive games, these algorithms are
not suitable for DCF.

Kernel-stable coalitions
The kernel of a cooperative game is the set

of kernel-stable configurations (S, u) in which
all coalitions in S are in equilibrium. Coali-
tion C is in such an equilibrium if each pair
of agents in C is in equilibrium—that is, if
any pair of agents in C is balanced so that
none of both agents can outweigh the other in
(S, u) by having the option to get a better
payoff. Each agent has to compare its sur-
plus with those of other agents.

A game’s kernel is exponentially hard to
compute unless a constant limits the coali-
tion’s size. The kernel appears to be attrac-
tive because it is unique for any three-agent
game, it assigns symmetric agents of some
coalition in a given coalition structure for
equal payoff, and it is locally Pareto-optimal.
Polynomial CAs for polynomial kernel-sta-
ble coalition configurations have been devel-
oped and applied to the domain of coopera-
tive information agents.14,15

Fuzzy cooperative games
Negotiation during the coalition-forming

process might be uncertain. Such uncertain-
ties could be caused by the possibility of
nondeterministic events that hamper the
negotiation process and produce incomplete
information. Agents might have uncertain
knowledge about the share of coalition
income in which they intend to participate
or on the degree of their membership in one
or multiple coalitions. An agent might deter-
mine the degree of its membership to poten-
tial coalitions by individually leveled com-
mitments to other agents or bargains that
indicate the degree of collaboration that 
the agents desire. The first case might imply
the formation of fuzzy-valued coalitions,
whereas the second case might induce the
formation of fuzzy coalitions, which might
partially overlap.

A fuzzy cooperative game16 consists of a
set of agents, a fuzzy characteristic function
v, and the membership function m of the fuzzy
quantities v(C) that might be interpreted as
expectation of the common coalition profit
that is to be distributed among its members.
That is, the worth v(C) of a fuzzy-valued coali-
tion C is a fuzzy set of its possible real-valued
coalitional profits. This set of fuzzy quantity
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v(C) has at least one modal value determined
by the membership function m. If, for a given
fuzzy cooperative game, the coalition value
v(C) is equal to one modal value of C for all
possible coalitions C, it is equivalent to a
(deterministic) cooperative game.

Stochastic cooperative games
Another class of cooperative games arises

from cooperative decision-making problems
in stochastic environments. A game with sto-
chastic payoffs17 is defined by a set of agents,
a set of possible actions coalitions might take,
and a function assigning to each action of a
coalition a real-valued stochastic variable
with finite expectation, representing the payoff
to a coalition when this particular action is
taken. Thus, in contrast to a deterministic
cooperative game, the payoffs can be random
variables, and the actions a coalition can
choose from are explicitly modeled, because
the payoffs are not uniquely determined.

Developing DCF Schemes
We define the DCF research domain as the

set of cooperation methods, schemes, and
enabling technologies designed to cope with
the problem of dynamically building benefi-
cial coalitions among agents in open, dis-
tributed, and heterogeneous environments.
The DCF problem must be solved in any col-
laboration environment and scenario in
which agents enter or leave coalition forma-
tion processes and in which the set of tasks
that individual agents must accomplish
change dynamically. Cooperation scenarios
inducing uncertain, time-limited, context-
based utilities and coalition values can exac-
erbate the DCF problem.

One challenge is to get agents to react to
different kinds of changes in real time with-
out having to restart the complete negotiation
process. Doing so requires agents to handle
uncertain environment knowledge through
appropriate adaptation mechanisms. Another
research challenge concerns the transforma-
tion of the traditional game-theory criterion
of coalition stability to these dynamic envi-
ronments. It hardly makes sense for an agent
to determine stable coalitions according to,
for example, the Shapley value or the kernel
in a frequently changing environment.

Basic research must clarify which kinds
of dynamic settings, and to what extent avail-
able algorithms for the static formation of
stable coalitions, should be adopted. In par-
ticular, the developed methods must let
agents deliberately restart their coalition

negotiations at any time depending on the
environmental changes. There is a trade-off
between the efficiency of DCF and the qual-
ity of computed stable coalition configura-
tions. Though this trade-off seems intuitively
clear, it must be investigated further.

The development of DCF schemes might
benefit from adopting appropriate methods
for quantitative or qualitative decision-mak-
ing that is based on partial, uncertain, and ten-
tative information. Reasonable solutions for
fuzzy and stochastic cooperative games might
be adopted for cooperation schemes that let
agents deal with different uncertainty types.
Such uncertainties might be induced in DCF
environments by, for example, network faults,
changes of trust, or the receipt of vague or

even incomplete data during task execution.
There are no CAs for fuzzy or stochastic

coalitions available to date. Developing such
CAs for DCF environments appears to be
even more challenging. To our knowledge,
no such work is available to date. Other rel-
evant work for developing cooperation
schemes for dynamic environments include,
for example, utility-based schemes for
dynamically reorganizing organizational
structures and exception-tolerant reasoning
and multicriteria decision-making.

Social-reasoning mechanisms are essen-
tial building blocks suitable to situations in
which agents might dynamically enter or
leave the society without any global control.
Advances in social reasoning have a clear
impact on developing DCF schemes. Social-
reasoning mechanisms are often based on the
notion of social dependence or aim at repu-
tation and trust management. To acquire and
use dependence knowledge on the consid-
ered agent society, each agent must explic-
itly represent some properties of the other

agents, exploit this representation and opti-
mize its behavior according to the evolution
of the society, and monitor and revise its rep-
resentation to avoid inconsistencies.

Reputation management aims at avoiding
interaction with undesirable participants and
might complement other security technolo-
gies for authentication and authorization.
Mechanisms for building, propagating, mea-
suring, and maintaining reputation and trust
are useful to apply to settings for coalition for-
mation among self-interested agents in e-com-
merce applications in which trusted third par-
ties are required but not available. Merging
several individual trust matrices, which are
commonly used as a means to assess trust rela-
tionships among agents, requires further
research. In general, mechanisms that let
agents react on frequent changes of reputation
ratings and assessment of trustworthiness of
potential coalition partners are rare. Rational
agents might face many potentially beneficial
choices related to the timing of events that
might occur during the individual decision
process and the negotiation with other poten-
tial coalition partners. The preliminary results
and experiences reported in relevant work
might help design more complex methods for
customer coalition formation in real time.

A simulation-based scheme
We designed the DCF-S scheme to help

agents react to changes in their set of goals
and in the agent society. We can instantiate
the DCF-S scheme using different compu-
tational methods and negotiation proto-
cols. Each instantiation yields a particular
DCF-S-based CA. The development, imple-
mentation, and experimental evaluation of
such DCF-S algorithms is part of our ongo-
ing research efforts.

Environment
For our research, we assume a coalition for-

mation environment in which agents continu-
ously receive a set of goals from their users or
other agents. Furthermore, any agent can
freely enter or leave the society at any time.
Each agent must use appropriate mechanisms
to cope with the uncertainties and gradually
adapt its decision-making techniques to
changes in the environment. We assume that
each agent is equipped with an appropriate
learning component for this purpose.

We also assume an additional set of special
agents, called world-utility agents. Any WUA
might receive, compile, and maintain infor-
mation about each of its registered agents.
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This information includes statements on an
individual agent’s problem-solving capability
and the evaluation of its quality of service by
other agents. Such evaluation might concern
an agent’s reliability and trustworthiness and
affect its cooperation with other agents. These
evaluation records are safe against possible
manipulation and are securely distributed to
and updated by the networked WUAs. How-
ever, each agent in the considered agent soci-
ety is free to request its nearest WUA to obtain
information on its environment.

We define a goal-oriented cooperative game
(A, v)|G as a cooperative game with respect to
a given goal G. Such a game is determined by
a given set A of agents and a real-valued func-
tion v assigning each coalition C its total
expected outcome with respect to the accom-

plishment of the goal G. In particular, com-
puting the individual utility of the set of pro-
ductions of coalition members in C is restricted
to the set of productions related to G.

We can represent any coalition to the out-
side world with an appropriate coalition-
leading agent (CLA). We consider each
coalition to be one entity or agent. Because
we can consider one agent to be a single-
agent coalition, we can use the terms “agent”
and “coalition” interchangeably. Initially, the
set of all possible, nonempty coalitions is the
set of single-agent coalitions. Each agent is
a CLA of a stable coalition for accomplish-
ing one of its goals as a solution of the cor-
responding game. Any CLA is supposed to
act on behalf of the members of its coalition,
including negotiating and controlling the dis-

tribution of resources and payoffs among the
coalition members according to the coalition
contract. This structure is similar to the struc-
ture of holonic multiagent systems. 

DCF-S scheme
In the DCF-S scheme, each CLA concur-

rently simulates, selects, and negotiates
coalitions, each of which is able to accom-
plish one of its goals with an acceptable ratio
between estimated risk of failure and indi-
vidual profit. Figure 1 outlines the scheme in
pseudocode, and the “DCF-S Scheme Func-
tions, Numbers, and Sets” sidebar defines the
necessary concepts. We can summarize the
main steps of the DCF-S scheme executed
by each CLA as follows: preparation, simu-
lation, negotiation, and evaluation.

MAY/JUNE 2002 computer.org/intelligent 45

The local knowledge base of an agent a consists of GS(a),
the set of goals the agent must accomplish. Interleaved goals
are aggregated by a into one goal. The list CL|G (BestCL|G) con-
tains the candidates with which agent a might coalesce to
accomplish a goal G in GS(a). The list ACL|G of agent informa-
tion records contains information about agent a on the capa-
bilities of other agents a’ with respect to G. Each record stores
a finite-dimensional vector of real-valued attributes of an
agent a’ with respect to its estimated value of contribution to
the accomplishment of goal G in GS(a). Goal-related attributes
of agent a’ concern, for example, the estimated amount of its
available resources, costs, quality, and efficiency with respect
to goal G.

Other attributes of a’ concern its reliability and trustworthi-
ness in cooperation. The attributes include the following: 

• The real value crv(a’, ACL|G, C) in [0,1] denotes the risk of
agent a to cooperate with agent a’ in coalition C for goal G
in GS(a) with respect to the information on a’ in the list
ACL|G.

• The real value crl(a’, C) denotes the worst acceptable risk of
agent a to cooperate with agent a’ in coalition C. 

• The real value rrl(a’ C) in [0,1] denotes the worst acceptable
risk of agent a to remove agent a’ from valid coalition C the
agent a is leading. This risk value might be computed with
respect to the implied payment of trust penalty tp(a’, a) and
the penalty payment limit ppl(a).

• The real value tp(a’, a) is the trust penalty to be paid by a to
a’ in case a breaks a coalition agreement with a’.

• The real value ppl(a) denotes the upper limit of penalty
payments by agent a.

In addition, we define the following values, sets, and functions:

• The integer value MaxSim denotes the maximum number
of steps for each simulation round.

• CC|G is the set of candidates for forming a coalition with
respect to goal G. These candidates come from the current
set CS of valid coalitions and determined by the function
Match.

• Match(CS, G, ACL|G) determines the set of agents in the 
set CS of all trusted agents (individual agents and valid
coalitions which are actually known to agent a), each of

which is capable of contributing to the accomplishment of
goal G. The capability-based matching determines to what
degree the agents’ capability descriptions in ACL|G match
the description of the goal G.

• Request(ACL|G, WUA) and Update_Agt_Information (ACL|G,
RecentAC) concern the request of the nearest world-utility
agent for information to (periodically) update the list
ACL|G. The update relies, in particular, on an appropriate
learning mechanism to approximate incomplete or vague
information.

• SelectAgt_MinRisk_MaxValue(CC, HC|G, ACL|G) returns an
agent a’ from the set CC of agents with estimated minimum
risk of cooperation in, and maximum value of contribution
to, the (simulated) joint coalition HC ∪ {a’} with respect to
goal G regarding the attributes of a’ stored in the agent
information list ACL|G. Only agents a’ are selected which
payoff in HC ∪ {a’} is individual rational.

• SelectAgt_MaxRisk_MaxValue(HC|G, ACL|G) returns an
agent a’ from the coalition HC|G with estimated maximum
risk of cooperation in, and maximum value of, the coalition
C\{a’} regarding the information on a’ in ACL|G.

• Events(BestCL|G) returns the set of events that have occurred,
influencing the coalition’s formation, which consists of all
agents in the list BestCL|G. 

• Value(CL|G) determines the value v(C) of the coalition C,
which consists of all agents in the list CL|G. 

• BilateralNegotiation(a, a’, Value(BestCL|G), C ∪ {a’}) returns
true if the bilateral multi-attribute negotiation of agent a
with agent a’ on a joint coalition C ∪ {a’} with respect to its
value is successful; otherwise, it returns false. 

• Evaluate(ACL|G) updates the agent information list ACL|G
according to the local evaluation of the recent negotiation
processes of the agent and returns the updated list ACL|G.
This evaluation gives input to the agent’s internal learning
mechanism for adapting to changes in its environment.

• StopNegotiation(BestCL|G) stops all running negotiation
processes with all agents in BestCL|G on a coalition for the
goal G and updates the list CL|G by keeping those agents
with which the agent has already successfully negotiated.

• RedundancyCheck(BestCL|G) returns a nonredundant list
BestCL|G.

DCF-S Scheme Functions, Numbers, and Sets
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In the preparation phase, the CLA deter-
mines the set of goals to be accomplished in
cooperation with other agents and periodi-
cally updates its knowledge of the environ-
ment. The local knowledge base includes
information on the partially known problem-
solving capabilities of other agents as well
as individual evaluations of past collabora-
tions with these agents. To obtain this infor-
mation, the CLA might request its nearest
WUA. Because this environment knowledge
might be incomplete or vague, the agent uses
appropriate learning mechanisms for approx-

imating the needed information. 
In the simulation phase, the CLA simu-

lates the formation of coalitions, each of
which might be able to accomplish a given
goal with an acceptable ratio between the
estimated individual profit and risk of form-
ing the coalition.

In the negotiation phase, the CLA negoti-
ates all coalitions it has determined in the
previous simulation step. The CLA negoti-
ates each goal-oriented coalition bilaterally
with each potential member of the coalition.
The complete set of negotiation sequences

can be performed concurrently. The result of
a successful negotiation is a binding agree-
ment between agents on the constraints and
attributes of their cooperation in the new
coalition.

In the case that one bilateral negotiation
fails or an event changing the value or struc-
ture of the considered coalition is detected,
the negotiation process for that coalition is
immediately halted. The CLA then evaluates
the negotiation process for this coalition and
restarts the simulation of potential coalitions
for the particular goal. For the restart, it keeps
those agents in its coalitions with which it
has already successfully negotiated and con-
siders the current situation of the environ-
ment. This way, the CLA might avoid a com-
plete restart, thereby avoiding possible
penalty payments for removing agents from
valid coalitions and a corresponding decrease
of its reliability. 

In the evaluation phase, the CLA evalu-
ates its recent negotiations and reports these
evaluations to the nearest WUA for distribu-
tion. Concurrently, it controls the distribu-
tion of payoffs and resources to members of
the newly formed coalitions according to the
successfully negotiated contracts.

Discussion of the scheme
In the DCF-S scheme, each agent simu-

lates, selects, and negotiates coalitions, each
of which is able to accomplish one of its goals
with an acceptable ratio between estimated
risk of failure and individual profit. In other
words, the agents strive to solve a set of sin-
gle goal-oriented cooperative games (A, v)|G
by forming potentially overlapping coalitions
with stable payoff distributions. Each of
these goal-oriented cooperative games might
change at any time subject to different kinds
of nondeterministically occurring events such
as agents leaving or entering the society. Each
detected change can induce new cooperative
games for the agents to solve.

According to the DCF-S scheme, each
CLA reacts to these changes through a par-
tial rather than complete restart. The agent
tries to keep those agents in the affected coali-
tions with which it has already successfully
reached a coalition agreement. However, the
DCF-S scheme does not guarantee in general
an optimal solution to these games. Rather,
the agents continuously approximate the best
solutions given their current knowledge of the
dynamic environment. A different, but simi-
larly opportunistic and high-risk DCF scheme,
has been proposed elsewhere.11
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Figure 1. The DCF-S scheme in pseudocode. Each coalition-leading agent a executes the
steps illustrated here, where C|G is a valid coalition led by a for one of its goals G in
GS(a).

for each G in GS(a) do concurrently until external termination
{ halt:= false; 
while not halt do
{

Preparation
CC|G = ∅; CL|G, LastCL|G,BestCL|G := null; op:=’’; z,penalties:=0;

if periodic(date, ACL|G) then
{RecentAC := Request(ACL|G, WUA); ACL|G := Update_Agt_Information(ACL|G, RecentAC);}
CC|G := Match(CS, G, ACL|G); HC|G:=C|G;

Simulation
for z:= 1 to MaxSim do
{ op := Random({noop, add_agent, remove_agent}); LastCL|G:= CL|G;

if op = add_agent then
{ agt:= Select_Agt_MinRisk_MaxValue(CC|G, HC|G, ACL|G);

if crv(agt, ACL|G, HC|G) ≤ crl(agt, HC|G) then{CL|G:= CL|G + (agt, add); HC|G:=HC|G∪{agt};}}
else 
if op = remove_agent then
{ agt:= Select_Agt_MaxRisk_MaxValue(HC|G, ACL|G); 
if crv(agt, ACL|G, HC|G) > rrl(agt, HC|G) then { CL|G := CL|G + (agt, remove); HC|G:= HC|G\{agt}; penalties:= 

penalties + tp(agt, a)}
}

}
if Value(CL|G) > Value(LastCL|G) then BestCL|G:= RedundancyCheck(CL|G);
if Value(BestCL|G) >> v(C|G) && penalties < ppl(a) && Events(BestCL|G) =∅ then halt:= true;

} 

Negotiation
for each (a’, op) in BestCL|G do concurrently
{ try

if op = add then {if BilateralNegotiation(a, a’, Value(BestCL|G), C|G∪{a’}) then C|G:= C|G ∪ {a’} }
else { C|G:= C|G \ {a’}; penalty_payment( tp(a’, a), a’); }

catch(event: if Events(BestCL|G) <>∅ then { StopNegotiation(BestCL|G); Goto (Evaluation)} );
}

Evaluation
EvalRes:=Evaluate(ACL|G); [if desired the Send(EvalRes,WUA);]; 
}
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The DCF-S scheme assumes the existence
of a set of networked WUAs, which each
agent in the society is free to contact for
obtaining needed information on the environ-
ment. In addition, the update of local knowl-
edge by an agent is assumed to use results
from a continuous adaptation process to
approximate the needed information on its
environment. That might improve the quality
of its decision-making independent from the
WUAs, and thereby reduce the overall com-
plexity in computation and communication.

The complexity of any DCF-S based CA
as an instantiation of the DCF-S scheme
largely depends on the complexity of the
implemented methods that the designer
chooses for capability-based matching,
learning, selection, and negotiation. For
example, for low-complexity computation of
stable payoff distribution in superadditive
environments, we propose adopting the dis-
tribution according to the bilateral Shapley
value with equal or proportional share among
coalition members.15

A pplication-specific instantiations of
the DCF-S scheme lead to the devel-

opment of different DCF-S-based CAs. For
this purpose, relevant approaches and theo-
retical work stemming from different disci-
plines are available, including work on tem-
poral social reasoning, machine learning, and
fuzzy and stochastic cooperative games.

DCF algorithms promise to be particularly
well suited for applications of ubiquitous and
mobile computing, including mobile com-
merce in wireless network environments.
However, further basic research is needed to
investigate the potential of the new research
field of DCF, which remains in its infancy.
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Agent-Based Integrated
Services for Timber
Production and Sales
Andreas Gerber and Matthias Klusch, German Research Centre for Artificial Intelligence

The ability to access and send information from just about anywhere—one of the

prime advantages of pervasive computing—is transforming the way we live and

work. Pervasive computing’s advantages have strengthened countless industries, and now

there is a palpable need to enhance just-in-time production and trading in agriculture

and forestry. To solve some of the problems in
forestry and agriculture, the German Research Cen-
ter for Artificial Intelligence and the Saarland Min-
istry of Economics founded the Cooperative Agents
and Integrated Services for Logistic and Electronic
Trading in Forestry and Agriculture (Casa) project.

The Casa project focuses on developing an agent-
based information and trading network (ITN). In par-
ticular, the project seeks to establish mobile, inte-
grated services in selected application scenarios
within forestry and agriculture. Casa ITN supports
the main business processes that users perform in
customer-oriented dynamic timber production,
mobile timber trading, and electronic cereal trading.

The paradigm that informs the Casa ITN project is
integrated commerce, an operational extension of tra-
ditional e-commerce that entails getting customers
more involved in ordering activities so that contrac-
tors can more efficiently fulfill orders. I-commerce
also entails more effective practical integration of sup-
ply-chain processes. In this light, Casa ITN offers its
users several i-commerce techniques for negotiating,
communicating, and exchanging information more
effectively. We anticipate that these techniques will
lead to more effective integration of production, logis-
tics, and trading processes in other industries as well.

Holonic agents and services
The Casa ITN system differentiates between the

following participant groups: producers, buyers, retail-
ers, and logistics companies. Casa ITN represents each
member of these groups with an appropriate kind of
software agent called a holonic agent.1-3 Holonic

agents accomplish complex (mostly hierarchically
decomposed) tasks and resource allocations in the
selected application scenarios. They also coordinate
and control the activities and information flows of
their subagents. In a holonic multiagent system,
autonomous agents can join other agents to form,
reconfigure, or leave a holon.

This holonic agent technique lets personal assis-
tants that represent human users act on behalf of their
users even if those users are offline. Personal assis-
tants operate as the coordinating heads over a set of
other specialized agents designed for enhancing indi-
vidual negotiation, auction participation, informa-
tion location, and strategic trading. 

In addition to representing users with agents, Casa
ITN represents each corporation with a special
holonic agent system according to each corporation’s
task-oriented classification. These subdivisions treat
corporations from the perspective of information
management, logistics, and production planning.
Information management services provide informa-
tion either on certain products and related production
processes or on current market situations and poten-
tial competitors. Logistics services support coordi-
nating machines for production and transport, human
resources, and storage capacities. Finally, production
planning services support short-, middle-, and long-
term product planning cycles.

A corporation holon consists of several holonic
agents, each of which represents a special department
and its corresponding tasks and services. Because
Casa ITN can use the roles of buyer and retailer and
seller and producer interchangeably, we model both
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e-commerce by getting

customers more

involved so that

contractors can more

efficiently fulfill

orders. The Casa

project focuses on

developing an agent-

based information and

trading network to help

establish integrated

services in forestry and

agriculture.

M Klusch, 2008 340/466



with similar holonic agent structures, and we
distinguish between buyers that either have
or do not have logistics departments.

We developed agent-based services for a
distributed virtual marketplace to facilitate
different kinds of trading between the par-
ticipants within Casa ITN. These trading
types can include multiple online auctions
or sales through fixed or negotiable prices in
bilateral negotiations. Each registered user
in Casa ITN might, for example, initiate and
perform one or multiple auctions of its own
goods and products at any time, anywhere.

The aggregate of Casa ITN agents pro-
vides several services to its users:

• Auction mechanisms. Agents facilitate
several auction types, including Dutch,
English, Vickrey, and First-Price-Sealed-
Bid auctions. At first-price, open-cry, so-
called English auctions, bidders win with
and have to pay the amount of the highest
bid. In descending price, open-cry, so-
called Dutch auctions, the auctioneer sells
a single item at the first incoming bid. At
first-price, sealed-bid auctions, each bid-
der submits one bid unaware of all other
bids; the highest bidder wins and pays the
amount of the bid. Similarly, at second-
price, sealed-bid, so-called Vickrey auc-
tions, the winning bidder pays the price
of only the second highest bid.

• Integrated services for dynamic pricing.
Agents collect information on transporta-
tion costs and other constraints to meet as
a decision-support service for its users.

• Logistics services. Agents provide dynamic
transportation scheduling and planning. We
use an extended version of the Contract Net
protocol, which relies on simulated trading
to optimize transportation planning and
scheduling.4,5

• Information management. Agents gather
relevant information on behalf of their
users in different trading and production
settings.

• Mobile services. Agents enable the mobile
services that let users access most of the
Casa ITN on WAP-enabled mobile devices.

Together, these services form the basis for
establishing an ITN for forestry and agricul-
ture. The forestry and agriculture industries
are so dynamic that if an information system
is to be truly useful, it must offer just-in-time
services.

Casa ITN’s application scenarios include
customer-oriented dynamic timber produc-

tion, mobile timber sales, and electronic cereal
trading. In the Casa ITN system, foresters and
timber harvesters cooperate with the service-
providing agents to satisfy an individual cus-
tomer’s order and to deliver a certain quantity
of timber at a given time. Registered users can
set up and participate in multiple timber auc-
tions through WAP-enabled mobile devices.
These registered users can also trade grains
through auctions or multilateral negotiations
with interested parties.

Dynamic timber production
In the first phase of the Casa ITN project,

we concentrated on organizing logistics
tasks. The logistics process consists of sev-
eral elements. The customer initiates tasks
for delivering a certain quantity of trees with
a predefined quality at a prenegotiated price.
Then the forester receives the customer’s
request and initiates the tree-cutting sched-
ules to meet the demand. The timber har-
vester is a company that specializes in effi-
cient tree cutting using special machines.
Foresters book the timber harvesters, which
in turn generate plans and schedules for their
own fleets and human resources. Finally, the

shipping companies schedule the incoming
tasks and transport the cut trees.

To understand the behavior and the func-
tionality of these user groups, it is important
to understand the flow of information begin-
ning with the first negotiation between the
customer and the forester (see Figure 1). This
negotiation becomes a contract that contains
all required conditions, such as quantity,
quality, and date. The contract’s depth is not
necessarily fixed; the participants might
revise it in later phases, especially since the
costs depend the actual quality of the goods.

Once the parties negotiate the contract, the
forester builds a plan and marks the trees that
have to be cut. This planning process might
be continuous because a forester has many
customers that make calls at any time. After
the forester finishes marking the trees for one
contract, that forester sends a cutting order
to the timber harvester. This order contains
all relevant data, such as the location of the
trees, their quality, and when they have to be
cut. The harvester company collects all
orders, builds the cutting schedule, and allo-
cates the appropriate machines.

Because heavy machines cannot enter a
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region when the ground is too wet (the ground
might be damaged), the foresters must pro-
vide continuous reports on the ground’s
appearance. On the basis of this information,
the harvesters must dynamically plan and
schedule the cutting sequence. During the cut-
ting process it is essential that the forester and
harvester efficiently exchange data about the
weather and ground conditions. In this con-
text, Casa ITN helps with the use of mobile
services. These services let the forester send
information to the harvester’s server, where a
planning and scheduling program can auto-
matically process this information.

During the cutting process, the harvester
sends regular status messages to the forester
with information about where all the cut trees
are lying and how much of the task is com-
plete. Because of these updates, the forester
gets a better view of overall progress. When
the harvester completes a task, the forester
receives a report. Then the forester and the
customer exchange information about the
trees and the financial guarantees, so that the
customer gets permission to carry these trees
out of the forest. The customer then has to
find a shipping company that can transport
the trees.

After the trees arrive at the customer’s site,
the customer and forester negotiate the real
cost of the goods. Figure 1 shows events that
are susceptible to problems during the
process; these problems can cause schedul-
ing failures. In a supply-chain scenario like
the one we’ve just described, where one
event can dynamically influence another, the
systems must prevent or minimize the impact
of uncertainty.

Agent society 
Because of the uncertainties inherent in

the timber-production scenario, the system
must be flexible enough to reorganize itself
quickly. We use a multiagent system because
such systems are well suited for dealing with
complex tasks that can be divided into a set
of subtasks. Multiagent systems exhibit sta-
bility and robustness because one agent can
often take over the role of another in case the
latter is inhibited or suspended for some rea-
son. Agents in a multiagent system can also
exchange messages to coordinate their efforts
more effectively.

We use complex agent structures—con-
sisting of holonic agents—to represent the
abstract groups of participants. We represent
the forester (or forest district) with several
holonic agents: a personal assistant agent to
help the user while using the system; a
holonic agent for information management;
a planning holonic agent to build production
plans and schedules; and a holonic agent to
represent the company as a whole and to
build an interface to the outer agent society.
In addition, four holonic agents represent the
harvester company: a company holonic agent
to present the company’s internal agent soci-
ety to the outer agent society with a commu-
nication interface; an information managing
holonic agent; a logistics holonic agent that
coordinates and controls the company’s
resources; and a planning holonic agent to
build an execution schedule.

Another group of holonic agents repre-
sents the customer’s company in the Casa
ITN. The agent structure of the customer’s
company is analogous to the harvester com-

pany’s agent structure. But the components
of the customer’s company are not as
detailed as the harvester’s. Rather, the cus-
tomer agents must provide an information
service that helps the trader obtain knowl-
edge about resources and needs, including
required dates and timing information. The
involved parties use this information during
the trading and negotiating process.

The logistics company—which offers ser-
vices for transporting trees—has a structure
similar to the harvester’s. Both companies
must coordinate, control, and schedule the
resources of the executing companies. The
harvester and the logistics companies receive
task requests, but they are not involved in any
trading process. Instead, they provide ser-
vices that other companies use.

Implementation details
To use the Casa ITN system, a participant

has to be member of the ITN to access the
ITN services. Because sensitive information
must be exchanged across the network, there
is a strong need for security and safety. We
built the Casa ITN as a secure extranet. We
implemented the Casa ITN services in Java
JDK 1.3 and the system prototype on Win-
dows machines using various kinds of mod-
ern WAP phones from different producers.

We designed the Casa holonic agents in
accordance with the InteRRaP agent archi-
tecture and we implemented them using the
standard open-source FIPA-compliant agent
system development environment FIPA-
OS.1 (http://fipa-os.sourceforge.net). We
made sure that the implementation of Casa
ITN’s mobile application services main-
tained compliance with the WAP 1.1 and
WAP 1.2 standards. Users access the Casa
ITN services through the secure T-D1 WAP-
gateway of the Deutsche Telekom AG. In the
prototype, we used Checkpoint’s VPN suite
for data security. 

Figure 2 shows how Casa sends a weather
report on the extranet by means of a WAP
phone. A PC connected to the Internet can
also send weather reports. Such report infor-
mation can be very important for the har-
vester company, which might need to adjust
its plans to avoid idle times. To handle all the
information and planning, the software pack-
age must consist of three parts: WAP ser-
vices, forestry software, and harvester soft-
ware. The forester gets a software bundle that
lets them organize their goods, incoming
orders, and the activities of the commis-
sioned harvester companies, including WAP
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Figure 2. On the Casa ITN, you can send a weather report with a WAP phone and 
organize the resources and orders in a forestry district.
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services. The harvester company on the pro-
duction side gets a system that supports the
planning and coordination process of its
machines and staff.

The coordination software lets users
organize their goods and participate in auc-
tions. Figure 3 shows how an auction can be
initiated on a computer. The user has to
decide what type of auction to start, how
long it will run, and what the initial amount
of money for the first bid should be. All the
functionality of the coordination software
is accessible from a WAP device. Users can
initiate auctions and monitor their progress
using their WAP devices. Figure 3 shows a
WAP deck presenting information on a run-
ning auction. The device shows the actual
last bid and the possible amount of money
left for the user’s next bid, minus the trans-
portation costs.

Block hierarchy
To map the process chain to a multiagent

system, we had to identify services and spec-
ify their interdependencies. The main blocks
of the dynamic timber production system
include consumer, forestry, logistics, and
weather-service blocks (see Figure 4). These
blocks form the supply chain. After the cus-
tomer assigns the forester an order, the
forester finds a logistics company capable
of fulfilling the order. During the order exe-
cution phase, the forester and logistics com-
panies exchange information—in conjunc-
tion with the weather service—about the
actual ground situation.

To administer information, orders, inven-
tory, and schedules, a forester must have
access to a computer system connected to
the Internet. The system consists of a single
computer (or a network of computers) and
at least one server. The server maintains a
connection to the ITN at all times. For send-
ing weather reports, the foresters use mobile
devices but the lumberjacks themselves do
not typically have access to a computer or a
mobile device. The server manages the
forestry orders and provides a graphical user
interface, a database for saving data, and an
interface for receiving weather reports sent
from mobile devices.

The ITN’s logistics service component
coordinates with the harvester company,
which is able to do the cutting process. The
harvester company has several WAP devices
for sending weather and status reports and a
computer or network of computers for plan-
ning and scheduling the orders and resources.
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One of these computers acts as a server con-
nected to the ITN. This server consists of a
planning component built from a resource and
an order management component. The order
management unit handles all incoming orders
and offers interfaces for receiving weather
and status reports sent by mobile devices. The
resource management unit schedules all the
machines and workers in the company. The
workers in turn have access to WAP devices
for sending reports directly from their work-
ing location and to their company’s server.

When the harvester company receives an
order, the order builds a connection between
forestry and the selected harvester company.
The weather service builds a connection
between forestry and any harvester company
registered to the weather-service component
on the ITN. So everyone who subscribes to
the weather service gets automatically
updated information about the actual weather
situation when reports are sent.

Mobile timber sales
When the project is finished, the owner

can sell the wood using a fixed-price negoti-
ation, a predefined contract, or an auction.
Typically, at least part of the wood produc-
tion will be sold at auction. But the auctions
in the forestry industry are usually performed
by hand, which means they are error-prone
and require a long time to finalize. On the
Casa ITN system, however, each owner can
sell timber through different kinds of auc-
tions to other registered users. The main ben-
efits of this agent-based service include con-
current price monitoring in addition to the
ability to compute optimal transport costs
during bidding. Furthermore, the use of
mobile services during an auction enables
new possibilities for auction monitoring and
participation.

In general, Casa ITN’s mobile timber sales
services let registered users initiate or par-
ticipate in one or multiple timber auctions
and sell or buy timber at fixed or negotiable

prices. As mentioned earlier, Casa ITN sup-
port the following types of auctions: Dutch,
English, Vickrey, and First-Price-Sealed-Bid.
The auction server relies on a general holonic
coordination server for supply webs.6

Users can invoke integrated services for
decision support while participating in one or
more auctions. For example, a personal Casa
ITN agent might concurrently determine the
optimal transportation costs and delivery
dates of some auction good for each individ-
ual user bid. As a result, the agent can notify
its user in real time if estimated optimal trans-
port costs exceed the allowed limit or if some
preset deadlines are at risk of being violated.

The holonic agents provide integrated trad-
ing services and facilitate participant interac-
tions, namely those between seller and auc-
tioneer, buyer, and shipping company. Figure
5 summarizes the possible interactions at an
auction. First, a seller typically initiates an
auction on a trusted auction site and informs
potential buyers about the offered goods, the
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auction type, and the related bidding policies.
During an auction, the bidders can evaluate
their bids, monitor the current auction
process, and place bids according to their
individual bidding strategies. If users access
the auctions through mobile phones or WAP
devices, appropriate Casa ITN agents per-
form the necessary synchronizations. At any
point, the users can delegate their participa-
tion in any trading process to their personal
agents, which then take over the process of
negotiating prices or bidding at an auction.
These agents notify their users (when
needed) either by SMS or email.

Generally, a seller has three different
options to begin an auction: manually using
a personal computer connected with the
Internet, manually using a mobile phone, or
charging an agent with that task using a PC
or mobile device. The buyer can access the
system in a similar manner (see Figure 6).
When the buyer has found an auction to par-
ticipate in, that buyer can join the auction
using the same methods as the seller.

The advantages of using an agent com-
bined with mobile services are obvious. Buy-
ers and sellers can join an auction and let their
agents participate in the auction unattended.
When a significant change in an auction hap-
pens, the agent can inform its user immedi-
ately, which means that the user—whether
buyer or seller—does not have to wait to
access a PC at a later point. The users simply
send new instructions to the agent over a WAP
device. Users can therefore react much more
flexibly to any changes in an auction.

Related work
The existing projects relating to agriculture

and forestry mostly attempt to facilitate and
enhance supply-chain management and busi-
ness issues. For example, the main objective
of the Agriflow project (www.agriflow.com)
is to help Europe’s agricultural industry adopt
better e-business practices with a series of
dynamic products. Another approach, the Vir-
tual Agricultural Market (VAM) system, helps
facilitate business-to-business transactions in
agricultural markets. The scalable VAM archi-
tecture7 provides mechanisms for Internet-
based trading and distribution of perishable
agricultural products.

In addition, there are multiagent forestry
management systems. These include the
Phoenix project (eksl-www.cs.umass.edu/
research/phoenix.html), which helps fight for-
est fires with a sophisticated computer simu-
lation system based on satellite data. The

Phoenix system consists of an instrumented
discrete event simulation, an autonomous
agent architecture that integrates multiple
planning methods, and a hierarchical organi-
zation of agents capable of improving their
fire-fighting performance by adapting to the
simulated environment. The Phoenix agent
architecture includes several innovative fea-
tures that support adaptable planning within
real-time constraints, including a least-com-
mitment planning style called lazy skeletal
refinement and a combination of reactive and
deliberative planning components that can
operate at different time scales.

To some extent, these approaches resem-
ble the Casa ITN with respect to the kind of
services provided to the user. However, they
significantly differ from the Casa ITN pro-
ject in terms of integration and coordination
of services for logistics and trading. In this
respect, the Casa ITN system not only offers
unique i-commerce services to its users—
such as mobile timber auctions with inte-
grated support of optimizing logistics—but
also provides the first agent-based framework
for e-business in these special application
domains.

The Casa ITN system illustrates how
agent-based services can help increase

the flow of information and help save time in
just about any industry. These techniques let
buyers, sellers, and all other participants have
better control over their products. We plan to
extend the Casa ITN system to the agricultural
domain using dynamic resource planning
through integrated mobile services to enable,
for example, flexible and cost-efficient preci-

sion farming. Future research and development
of the follow-up prototype, called Agricola.net,
will include approaches for agent-based
dynamic coalition formation, distributed con-
straint satisfaction, and adaptive replanning in
open, real-time environments.
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AGRICOLA - Agenten für mobile Planungsdienste in der Landwirtschaft 
 

Andreas Gerber und Matthias Klusch  
DFKI GmbH Saarbrücken 

Stuhlsatzenhausweg 3, 66123 Saarbrücken 
 
 
Einleitung 
 
Das Projekt AGRICOLA (2002 - 2003) am Deutschen Forschungszentrum für Künstliche 
Intelligenz in Saarbrücken hatte die Entwicklung eines agentenbasierten Netzwerks mobiler, 
integrierter Dienste für eine dynamische Ressourcenplanung in der Landwirtschaft des 
Saarlandes zum Ziel1. Die Schwerpunkte des Projekts waren die   
- innovative Forschung, Entwicklung und Evaluierung von generischen, integrierten und 

mobilen Diensten für eine dynamische, optimale Einsatzplanung von Maschinen, Personal 
und Material in der landwirtschaftlichen Produktion, sowie die 

- prototypische Implementierung eines entsprechenden, regionalen Dienstnetzwerks 
AGRICOLA.NET im Internet für die an einer Einsatzplanung beteiligten Landwirte, 
Maschinenbesitzer, Maschinenhersteller und Maschinenring. 

Das AGRICOLA.NET Netzwerk bietet Landwirten eine innovative, softwaretechnische 
Unterstützung für bedarfsgerechte just-in-time Einsatzplanung von Maschinenparks in der 
landwirtschaftlichen Wertschöpfung. Die lokalen Maschineneinsatzplanungen von Land-
wirten vor Ort werden mit den partiell globalen Planungen der Maschinenbesitzer unter sich 
dynamisch verändernden Bedingungen hinsichtlich Witterung, sowie Ausfall von Maschinen, 
Personal und sonstigem Material bedarfsgerecht und just-in-time aufeinander abgestimmt. 
Eine Maschineneinsatzplanung durch Maschinenbesitzer umfasst die Faktoren Personal, 
Wartung und geographische Positionierung von Maschinen; sie ist während der Erntezeit 
zeitkritisch und kostenaufwendig. Ein für eine bestimmte Region zuständiger Maschinenring 
vermittelt zwischen Landwirten, die Maschinen für ihre operativen Prozesse benötigen, und 
einem oder mehreren Maschinenbesitzern mit entsprechend verfügbaren Maschinenparks.  
 
Anwendungsszenario 

Im Projekt AGRICOLA wird von einer Aufteilung eines landwirtschaftlichen Betriebs in 
landwirtschaftliche Planungsprozesse, sowie Verwaltung und Koordination des Maschinen-
parks und des Personals als Dienstleister ausgegangen. Die Einsatzplanung findet auf drei 
Ebenen statt:  

• Planung auf Aufgabenebene  
• Koordination innerhalb eines Prozesses  
• Übergreifende Planung (Koordination der Abhängigkeiten zwischen den Prozessen)  

Das Anwendungsszenario von AGRICOLA befasst sich mit der Organisation der Arbeits-
schritte, die zur Bearbeitung eines Feldes während der Ernte notwendig sind. Dazu sind allen 
registrierten Teilnehmer im Dienstnetzwerk AGRICOLA.NET spezielle Rollen zugewiesen 
(siehe Abbildung 1). Um eine konzeptionelle Trennung zwischen Koordination, Ressourcen- 
und Aufgabenverwaltung zu erreichen, wird eine Aufteilung der Funktionsgruppen in ent-
sprechende Rollen wie folgt vorgenommen:  
                                                 
1 Das Projekt ist vom Saarländischen Ministerium für Wirtschaft gefördert worden. Die inhaltliche Kooperation 
mit Anwendern von AGRICOLA.NET erfolgte mit Unterstützung des Saarländischen Ministeriums für Umwelt, 
Verbraucherschutz und Landwirtschaft.  
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• Landwirte führen die Aufgabenverwaltung ihrer Prozesse durch. Sie besitzen dabei 
keine eigenen Ressourcen zur Bearbeitung dieser Aufgaben.  

• Maschinenbesitzer bieten Ressourcen für die Ausführung von Aufgaben den 
Landwirten an.  

• Koordinatoren vermitteln Teilnehmern mit Ressourcenbedarf und Ressourcenangebot. 
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Abbildung 1. Teilnehmer im AGRICOLA.NET 

 Internetbasierten AGRICOLA.NET werden alle Teilnehmer und Ressourcen durch 
eignete Agenten repräsentiert. Persönliche AGRICOLA Agenten unterstützen die Teil-
hmer in ihrer Planung von Ausleihe und Einsatz benötigter Nutzfahrzeuge für die 
treideernte, wie beispielsweise Drillmaschinen zur Aussaat, Mähdrescher, Traktoren zum 
hwaden und Wenden, oder Schlepper zum Transport der Ernte oder sonstiger Güter. Alle 
entenbasierten Dienste von AGRICOLA sind über mobile Telekommunikationsgeräte 
erzeit an jedem Ort verfügbar. Der Landwirt wird unter Einsatz des AGRICOLA Systems 
der Lage versetzt, seine individuelle Planung von Ernterelevanten Arbeitsverfahren auf 
nen Feldern in sogenannten Verfahrensketten (teil-) automatisiert durchzuführen. Die 
nung einer solchen Verfahrenskette setzt sich aus der Auswahl einzelner Aufgaben (wie 
. Drillen, Ernten, Schwaden, usw.) und der Festlegung ihrer chronologischen Reihenfolge 

sammen. Steht die Verfahrenskette fest, müssen geeignete Dienste von 
ssourcenanbietern zur Bearbeitung der einzelnen Aufgaben gefunden werden. Dabei stehen 
m Anwender folgende Möglichkeiten zur Verfügung.  

Eigenhändige Auswahl und Zuweisung von gewünschten Ressourcen zu Aufgaben.  Diese 
Vorgehensweise beschränkt sich auf Ressourcen, auf die dieser Teilnehmer uneinge-
schränkten Zugriff besitzt. In der Regel sind dies seine eigenen Ressourcen, bzw. 
Ressourcen von Teilnehmern (im System als „Freunde“ markiert), die ihm die 
vollständige Kontrolle ihrer Ressourcen überlassen.  
Zuweisung von Aufgaben zu Gruppen von Ressourcen, die für die Bearbeitung dieser 
Aufgabe relevant sind und auf die zugegriffen werden kann. Das System führt dann 
automatisch eine Ausschreibung der Aufgaben an diese Gruppen aus und plant sie ein.   
Globale Ausschreibung von Aufgaben an alle im Netz vertretenen Teilnehmer, die 
Ressourcen besitzen. Je nach dem Grad des Vertrauens der Teilnehmer im 
AGRICOLA.NET untereinander, können eingehende Anfragen durch das System 

2
Klusch, 2008 349/466



entweder direkt beantwortet oder lediglich als Anzeige für eine spätere manuelle 
Bearbeitung durch den Ressourcenanbieter bereitgehalten werden.   

Im AGRICOLA.NET können Ressourcen und Aufgaben gezielt an Teilnehmer des Netzwerks 
ausgeschrieben und ihnen jederzeit die Zugriffsrechte darauf wieder entzogen werden. 
Darüber hinaus können einzelne Teilnehmer zwischen Angebot und Nachfrage von 
Ressourcen verschiedener Teilnehmer vermitteln. Ist die Zuweisung abgeschlossen, müssen 
die Ressourcen real gebucht werden. Das System unterstützt den Anwender hierbei durch 
automatisierte Verhandlungen nach einem erweiterten Kontraktnetzprotokoll für Multi-
agenten-Systeme.  

Systemarchitektur und Implementierung 
 
Die Anwendung von AGRICOLA.NET wird auf verschiedene über das Internet verbundene 
Computersysteme (PC, Notebook, und PDA) der Anwender verteilt. Die AGRICOLA 
Agenten werden auf den lokalen Systemen jeweils als eine Art fat Clients von 
AGRICOLA.NET installiert, die eigenständig umfangreiche Funktionen ausführen können. 
Jeder Agent kann über einen definierten, pro Agent eindeutigen Port mit anderen Agenten 
kommunizieren und verfügt über einen Gelbe-Seiten Dienst für die ihm bekannten Agenten. 
Ein zentraler Agent-Name-Service Agent (ANS) auf dem sog. AGRICOLA Server in 

AGRICOLA.NET verwaltet 
zudem alle Adressen der 

A
 
D
b
v
P

 
M

aktiven Agenten des 
Multiagentensystems und kann 
von jedem Agenten im Netz 
erreicht werden. Dies 
ermöglicht die Einbeziehung 
von im Einsatz befindlichen 
Ressourcen in den kooperativen 
Planungsprozess über eine 
Satellitengestützte Positions-
bestimmung (GPS). So können 
z.B. die Daten von PDA oder 
GPS-Agenten zunächst an den 
zentralen und statischen ANS-
Agenten geschickt werden, mit 
der Zusatzinformation, diese 
Daten an den jeweiligen 
Ressourcen-Agenten des GPS-
Agenten weiterzuleiten. 
 

bbildung 2.   Technische Infrastruktur von AGRICOLA.NET 

ie Topologie von AGRICOLA.NET kann sich ohne Einschränkung der Dienste verändern, 
eispielsweise bei Ausfall oder Neustart von Systemen registrierter Teilnehmer mit eventuell 
eränderter Lokation und dynamischer Vergabe von IP Adressen durch den Internet Service 
rovider (ISP). 
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Zur mobilen Datenerfassung und -übertragung werden speziell ausgestattete PDAs mit 
integrierten GPS-Empfängern und einer integrierten Mobilfunkeinheit zur Datenübertragung 
eingesetzt. Für einen Datenabgleich werden die betreffenden Daten per Funk über eine 
TCP/IP-Verbindung zu den jeweiligen Agenten übertragen. Analog können Agenten auf 
stationären PCs Daten an die Agenten auf den mobilen Endgeräten senden und so z.B. einen 
Anwender vor Ort rechtzeitig von einer Planänderung informieren.  Der Einsatz von GPRS / 
GSM-Modems in Kombination mit PDA ermöglicht, dass die Teilnehmer sich jederzeit und 
von jedem Ort mit dem Internet verbinden können und auf die Dienste des Systems direkt 
zugreifen können.  

  
Abbildung 3:   Funktionen eines AGRICOLA Agenten auf einem PDA 

In dem Anwendungsszenario wird eine lokale Bedarfs- und Maschineneinsatzplanung von 
Landwirten vor Ort mit aktuell verfügbaren, partiell globalen Planungen von geeigneten 
Anbietern bedarfsgerecht und Just-in-Time aufeinander abgestimmt. Die 
Maschineneinsatzplanung wird von den Anbietern durchgeführt und die Ergebnisse den 
Teilnehmern zugänglich gemacht. Die Planung einer Ressourcenverteilung kann durch eine 
Menge von sich dynamisch verändernden Bedingungen stark beeinflusst werden. Betrachtete 
Störfaktoren für die Planung in AGRICOLA sind  

• Witterung  
• Ausfall von Personal  
• Ausfall von Maschinen  
• Ausfall sonstiger notwendiger Materialien  
• Biologische Störungen der Pflanzenproduktion  

Auf Anfrage kann ein für eine Region zuständiger Koordinatoragent als eine globale 
Koordinationsstelle vermittelnd zwischen Landwirten und Maschinenbesitzern eingreifen. 
Eine derartige Vermittlung reicht von einer Auswahl von geeigneten Anbietern 
landwirtschaftlicher Nutzmaschinen bis hin zu Vorschlägen für die Maschineneinsatzplanung. 
Als Ergebnis von Bedarfs- und Einsatzplanungen der Teilnehmer werden entsprechende 
aufgabenorientierte Kooperationen gebildet. Eine orts- und zeitgenaue GPS-basierte 
Datenerfassung ermöglicht zudem eine präzise Abrechnung zwischen den 
Kooperationspartnern nach Abschluss eines Wertschöpfungsprozesses.  

Das AGRICOLA.NET ist in der Forschungsgruppe Multiagentensysteme am Deutschen 
Forschungszentrum für Künstliche Intelligenz (DFKI) in Saarbrücken entwickelt und 
vollständig implementiert worden. Es basiert auf dem agentenbasierten Informations- und 
Handelsnetzwerk für die Forstwirtschaft CASA [2] und ist von Anwendern in der Region 
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erfolgreich getestet worden. Das Multiagentensystem und die Dienste des AGRICOLA.NET 
sind in der Programmiersprache C# unter .NET für die Betriebssystemplattformen Windows 
98/2000/XP entwickelt worden. Alle Dienste des AGRICOLA.NET sind nach Installation der 
AGRICOLA Software auf dem jeweiligen Client über das Internet verfügbar. Die mobilen 
Dienste sind exemplarisch für den PDA "Pocket Loox" der Firma Fujitsu-Siemens AG 
entwickelt worden. Die mobile Datenübertragung vom PDA zum Netzwerk erfolgt mit Hilfe 
eines per Bluetooth mit dem PDA verbundenen GPRS-fähigen Mobiltelefons Nokia 6310i. 
Für die Ortsabhängigen, mobilen Dienste von AGRICOLA.NET ist der PDA mit einem 
zusätzlichen GPS-Empfänger ausgerüstet worden.  
 
Ressourcenplanung in dynamischen Koalitionen von Agenten 
 
Um das Problem einer möglichst flexiblen Koordination von komplexen Abläufen und ihrer 
Planung in sich stetig ändernden Umgebungen zu lösen, wurden im Rahmen des Projekts 
effiziente Verfahren zur dynamischen Koalitionsbildung entwickelt und getestet. Ziel dieser 
Verfahren ist es, den einzelnen Agenten zu erlauben, rational kooperative Verbände 
(Koalitionen) zu bilden, mit deren Hilfe sie komplexe Aufgabenstellungen gemeinsam 
bearbeiten, die sie allein nicht oder nur partiell lösen können. In offenen Umgebungen können 
jedoch (a) die Agenten jederzeit einer Koalition beitreten bzw. sie verlassen, (b) die 
Aufgabenbeschreibung, wie auch die Ressourcen der Agenten sich fortwährend ändern und 
(c) die kommunizierten Informationen zum Teil unsicher bzw. vage sein. Es besteht daher das 
Problem, stabile Koalitionen zwischen Agenten zu bilden, ohne im Fall von Störungen des 
Systems ständig alle Koalitionen wieder neu verhandeln zu müssen.  
Zur Lösung dieses Problems wurde ein Schema für eine simulationsbasierte, dynamische 
Koalitionsformierung (DCF-S) entwickelt, das als Grundlage für verschiedene DCF-S 
Koalitionsalgorithmen dient [1]. Die Kernidee des Schemas ist, dass jeder Koalitionsführer 
neue Koalitionen mit potentiellen Partnern erst simuliert und anschließend (falls eine 
‚bessere’ Koalitionsstruktur gefunden wurde) verhandelt. Dabei entsprechen Koalitionen sog. 
Holonen, d.h., hierarchisch strukturierten Agentenverbänden, die aufgabenorientiert 
miteinander in geeigneten Unterverbänden kooperieren.  
Die Simulation derart bestimmter hypothetischer Koalitionsstrukturen erfolgt anhand der 
erlernten (unsicheren) Wissensbasis des Koalitionsführers einer jeden Koalition. Bevor eine 
solch hypothetische Koalition durch Verhandlungen realisiert wird, wird zwischen dem 
Risiko des Fehlschlags bei der Umsetzung der simulierten Struktur und dem Nutzen für die zu 
erweiternde Koalition abgewogen. Scheitert eine Verhandlung, treten Störungen auf, oder 
wurde keine Verbesserung durch die Simulation gefunden, werden solange neue Simulationen 
und Verhandlungen ausgeführt, bis eine Verbesserung hinsichtlich der Kosten-
/Nutzenfunktion erreicht wird.  Im Anschluss an die Koalitionsverhandlungen werden diese 
evaluiert und das erworbene Wissen der Agenten über ihre jeweilige Umwelt entsprechend 
aktualisiert. 
Das DCF-S Schema wurde in vier verschiedenen DCF-S Algorithmen realisiert, die sich im 
Wesentlichen in der Art und Weise unterscheiden, wie individuelles Wissen über die 
Verhandlung von den Agenten erworben und effektiv eingesetzt wird. Beispielsweise setzt 
der Algorithmus SVM-DHF-S ein um eine Support-Vector-Machine (SVM) erweitertes 
Reinforcement-basiertes Lernverfahren ein, um die für die jeweiligen Aufgaben geeignetsten 
Agenten gezielt statt nur rein zufällig nach „trial-and-error“ auszuwählen. 
 
Stabilität von dynamischen Kooperationen zwischen Agenten 
 
Was bedeutet „Stabilität“ von Multiagentensystemen? Welche Maße für Stabilität sind auf die 
sich im AGRICOLA System dynamisch bildenden Agentenverbände sinnvoll anzuwenden? 
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In Anlehnung an klassische Definitionen von Stabilität, wie beispielsweise die eines gedämpft 
schwingenden Systems in der Elektrotechnik, kann die Stabilität von Multiagentensystemen 
anhand von unterschiedlichen Störfällen in ihren Aktionen beschrieben werden. Generell 
besitzt ein stabiles System die Fähigkeit sich selbst zu regulieren und dem äußeren Einfluss 
von Störungen zu widerstehen bzw. nach einmaligen oder kontinuierlichen Störung in 
angemessener Zeit wieder zu einem wohldefinierten originären Zustand zurückzukehren. So 
verharrt beispielsweise ein stabiles Multiagentensystem solange in seinem Ruhezustand, bis 
es durch Störungen (Ausscheiden oder Neueintritt von Agenten, Modifikation von bereits 
eingeplanten Aufgaben) „angeregt“ wird. In Abhängigkeit zu der jeweils betrachteten 
Störungsart werden im Folgenden verschiedene Arten von Stabilität für Kooperationen 
zwischen Agenten des Multiagentensystems von AGRCIOLA.NET verwendet. 
Asymptotische Stabilität. Ein 
Multiagentensystem ist asymptotisch stabil, 
wenn es nach einer Störung mit 
fortschreitender Zeit wieder in eine 
„Ruhelage“ kommt, in der keinerlei 
Änderungen der Strukturen 
(Agentenverbände) mehr erforderlich sind.   
Alternativ kann man die asymptotische Stabilitä
eine begrenzte Menge von Störungen innerhal
Anwendung im Projekt bedeutet dies, dass mit e
mit begrenztem Zeitaufwand eine neue Verteilun
Maschinen der Fuhrparks der Landwirte bestimm
Agenten sich in Reaktion auf eine Störung 
Maschineneinsatzpläne umorganisieren können u
Aufgaben wird, desto stabiler wird das System. D
für die betreffenden Landwirte hinsichtlich P
Kosteneffizienz des Maschineneinsatzes bei Störu
Bounded Input Bounded Output (BIBO) - 
Stabilität. Ein System ist BIBO-stabil, wenn 
jede begrenzte Störung mit fortschreitender 
Zeit nur zu einer begrenzten Änderung der 
Agentenverbände im System führt. Eine 
Änderung ist begrenzt, wenn lediglich eine 
beschränkte Anzahl der Agenten in 
andauernden Verhandlungen  involviert ist, so da
sich restrukturierenden Agenten angegeben wer
dass im Falle von gehäuften Störungen des M
Personal- oder Maschinenausfall, ein BIBO-stab
Einsatzpläne für die Landwirte unverändert ausfü
Single Input Bounded Output (SIBO)- 
Stabilität. Ein System ist SIBO-stabil, wenn 
es nach einer beliebigen Störung mit 
fortschreitender Zeit zu einer begrenzten 
Änderung der Agentenverbände im System 
führt, so dass eine obere Schranke ε für die 
Anzahl der sich restrukturierenden Agenten an
Stabilität kann mit Hilfe eines SIBO-stabilen Sy
ein Teil der Maschineneinsatzpläne von einer 
ausgeführt werden kann. Z.B. führt der Ausfall 
dass es in einer Region nicht mehr möglich ist,
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wird dann solange keine Ersatzressource der betreffenden Region zugewiesen, solange es 
keine vollständige Lösung des Problems gibt. SIBO-Stabilität des AGRICOLA Systems 
bedeutet, dass die Zahl der entsprechend unbearbeiteten Felder hinsichtlich der den Agenten 
vorgegebenen Kosten und persönlich Präferenzen minimal ist. 
Wie schnell ein Multiagentensystem auf eine Störung reagiert und neue, holonische 
Koalitionsstrukturen bildet, hängt im Wesentlichen davon ab, wie gut das Wissen jedes 
Agenten über die Umwelt ist. Je genauer die Prognosen/Abschätzungen der Eigenschaften der 
Agenten sind, desto präziser können potentielle Agenten für die Bearbeitung einer Aufgabe 
ausgewählt werden und somit unnötige Verhandlungen vermieden werden. Insbesondere 
werden so weniger destabilisierende Umstrukturierungsversuche vorgenommen, die aufgrund 
falscher Einschätzungen durchgeführt, jedoch mit realistischen Annahmen nie begonnen 
würden. 
 
Evaluation von dynamischen Koalitionsbildungen 
  
Erste umfangreiche Testläufe der im Projekt entwickelten DCF-S Koalitionsalgorithmen 
haben ihren Nutzen in Theorie und Anwendung bereits gezeigt. Es wurde vor allem 
untersucht, inwieweit sich die Umstrukturierungen der Koalitionen auf die Stabilität des 
gesamten Systems auswirken, ob bereits einzelne Störungen zu einer totalen Destabilisierung 
der Holonen führen und welche Effizienz hinsichtlich der notwendigen Anzahl von 
Verhandlungen, sowie Kosten/Nutzen der Koalition erreicht werden kann. Die Evaluierung 
der Koalitionsalgorithmen wurde mit verschiedenen Mengen von bis zu 40 Agenten 
durchgeführt, die jeder für sich unterschiedliche Fähigkeiten zur Bearbeitung gegebener 
Aufgaben besitzen. Pro Agentenmenge wurden fünf Testreihen mit einer unterschiedlichen 
Anzahl (10, 25, 50, 75 und 100) von Aufgaben ausgewertet.  
 

 
 

Abbildung 4. Aufwand und Kosten von dynamischen Koalitionsverhandlungen 
 
Abbildung 4 zeigt die Anzahl der Verhandlungen in Relation zu den vier 
Koalitionsalgorithmen als Instanzen des DCF-S Schemas sowie das entsprechende Verhältnis 
der Kosten, die einer Koalition durch die resultierende Aufgabenverteilung entsteht. Die 
Analyse der Ergebnisse von insgesamt mehreren hundert Testläufen ergab, dass durch den 
Einsatz des SVM-DHF-S Algorithmus im Mittel zwischen 1.56 und 2.48 Verhandlungen pro 
Aufgabe ausgeführt werden mussten (je nach dem Verhältnis der unterschiedlichen 
Operationen zur Bildung von hypothetischen „simulierten“ Koalitionen), um den 
kostenoptimalen Agenten zufinden, der diese Aufgabe ausführen kann. Für das AGRICOLA-
System bedeutet dies, das die Agenten in ihren Koalitionen bei Auftreten von Störungen die 
geplante Bearbeitungsreihenfolge schnell und derart modifizieren, dass nur benachbarte 
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Äcker bearbeitet werden. Damit können beispielsweise kosten- und zeitaufwändige 
Transporte eines Mähdreschers zwischen den betreffenden Feldern entfallen.  
 
 
 
 
 
 
 
 
 
 
 
 

Abbildung 5. Stabilität von dynamisch gebildeten Koalitionen bei Störungen 
 
Abbildung 5 zeigt die Ergebnisse eines Testszenarios, in dem 20 AGRICOLA Agenten für die 
Bearbeitung einer verschiedenen Anzahl von Aufgaben in Zeitintervallen von 10 Sekunden 
auftretenden und zufälligen Arten von Störungen unterworfen waren. Arten von Störungen 
sind die Eingabe neuer Aufgaben, das Löschen bereits eingeplanter Aufgaben, Hinzufügen 
von neuen Agenten in die Agentengesellschaft und der Ausfall von Agenten, denen bereits 
Aufgaben zugewiesen wurden. Diese Störungen können Umstrukturierungen von Koalitionen 
(Personen- und Maschinenagenten) verursachen, falls Aufgaben nicht mehr vollständig 
bearbeitet werden können oder kosteneffizientere Koalitionen möglich sind. Hinsichtlich der 
Stabilität des System ist von Interesse, wie viele der gegebenen Aufgaben nach dem Auftritt 
einer Störung wie lange offen bleiben, d.h. nicht in Bearbeitung sind. Die Testergebnisse 
zeigen nicht überraschend, dass sich mit zunehmendem Wissen und Lernfähigkeit das 
Gesamtsystem asymptotisch stabil mit Bezug auf die Anzahl offener Aufgaben verhält. Dies  
unterstreicht die Einsatztauglichkeit des Systems im betrachteten landwirtschaftlichen 
Anwendungsszenario, in der bereits mittelfristige Maschineneinsatzplanungen als nicht  
möglich erachtet werden. Die asymptotisch stabile Umorganisation der AGRICOLA Agenten 
mit entsprechender Umplanung der durch sie vertretenden Ressourcen (Maschinen und 
Personal) garantiert, dass sogar bei mehreren Störungen innerhalb kürzester Zeit noch Just-In-
Time ausführbare Einsatzpläne für die Maschinen der Landwirte erzeugt werden. Dabei bleibt 
ein Maximum an Kontinuität bezüglich der Planausführung gewahrt, d.h. die Umstellung der 
Maschineneinsatzpläne wird so gering wie möglich gehalten. 
 
Fazit 
 
Das AGRICOLA.NET ermöglicht eine kosteneffiziente Auslastung von landwirtschaftlichen 
Maschinenfuhrparks bei kurzfristigen Änderungen in der Planungsumgebung, wie 
beispielsweise Witterungsumschwung, sowie Ausfall von Maschinen und Personal. 
Insbesondere wird die Satellitengestützte Positionsbestimmung (GPS) von im Einsatz 
befindlichen Ressourcen in den von AGRICOLA Agenten für die einzelnen Landwirte 
koordinierten Planungsprozess einbezogen. Die im Projekt entwickelten Verfahren eignen 
sich insbesondere für große Agentengesellschaften. Das AGRICOLA Agentensystem hat sich 
in der Regel als asymptotisch, sowie SIBO- und BIBO-stabil erwiesen: Es findet nach jeder 
anwendungsbezogenen Störung in der kooperativen Planung eine optimale Lösung 
hinsichtlich gegebener Kosten-/Nutzenkriterien in angemessener Zeit. Insgesamt bietet das 
AGRICOLA.NET mit seinen mobilen Planungsdiensten eine hoch innovative, 
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softwaretechnische Unterstützung für eine bedarfsgerechte und flexible Einsatzplanung von 
Ressourcen in der landwirtschaftlichen Wertschöpfung. 
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Next-generation applications in healthcare
digital libraries using semantic service
composition and coordination

Thorsten Möller, Heiko Schuldt, Andreas Gerber and Matthias Klusch

Healthcare digital libraries (DLs) increasingly make use of dedicated services to
access functionality and/or data. Semantic (web) services enhance single services
and facilitate compound services, thereby supporting advanced applications on
top of a DL. The traditional process management approach tends to focus on
process definition at build time rather than on actual service events in run time,
and to anticipate failures in order to define appropriate strategies. This paper
presents a novel approach where service coordination is distributed among a set
of agents. A dedicated component plans compound semantic services on demand
for a particular application. In failure, the planner is reinvoked to define contin-
gency strategies. Finally, matchmaking is effected at runtime by choosing the
appropriate service provider. These combined technologies will provide key
support for highly flexible next-generation DL applications. Such technologies
are under development within CASCOM.

Keywords
agent systems, compound service execution, service composition planning, service
coordination, service matchmaking

Introduction

The paradigm of service-oriented computing encapsulates functionality and makes use of
it in a well-defined way by providing standardized interfaces for access and description.
Digital libraries (DLs) in general and healthcare digital libraries in particular increasingly
exploit services that encapsulate functionality and/or data. Enriching the conventional
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syntactic description of a service with information on its semantics allows for a more
focused search for appropriate services in a large-scale network. However, complex
(healthcare) DL applications usually require the combination and composition of several
(semantic) services into compound services or processes. The traditional workflow and
process management approach considers the definition of a process at build time but
does not take into account the service instances that are actually available at run time.
Failures have to be anticipated and appropriate failure handling also has to be defined at
build time. In this approach, unforeseen failures cannot be handled. In addition, usually
a centralized approach is followed that implies a single point of failure and that does not
scale well with the number of processes to be executed and the number of semantic
services available.

The goal of the CASCOM project (Context-Aware Business Application Service Co-
ordination in Mobile Computing Environments) [1] is to overcome these limitations by
implementing, validating, and testing a value-added supportive infrastructure for business
application services for mobile workers and users across mobile and fixed networks. The
driving vision of CASCOM is that ubiquitous business application services are flexibly
coordinated and pervasively provided to the mobile worker/user by intelligent agents in
dynamically changing contexts of open, large-scale, and pervasive environments. Valida-
tion and testing of the CASCOM architecture will take place in a real-world healthcare
DL setting.

The CASCOM architecture is divided into several layers (see Figure 1). The planned
technological innovations at each layer can be summarized as follows. The main outcome

Health Informatics Journal 12 (2)
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Network Environment: P2P, QoS

Service Execution Platform: consistent execution

Network Layer
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Service co-ordination Layer

Service Modeling: OWL-S, Declarative

Applications: Healhcare

Application Layer

Users

Figure 1 Layered CASCOM architecture
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of the network layer is a generic, secure, and open intelligent agent-based peer-to-peer
(IP2P) network infrastructure taking into account varying quality-of-service (QoS) proper-
ties of wireless communication paths, limitations of resource-poor mobile devices, and
contextual variability of nomadic environments. IP2P environments are extensions to
conventional P2P architectures with components for mobile and ad hoc computing,
wireless communications, and a broad range of pervasive devices. This means that hetero-
geneous and dynamic systems have to be linked together (e.g. smart phones, PDAs,
computers), and that the infrastructure should be robust with no major point of failure
while the deployment and maintenance effort should be minimal. Conceptually, the IP2P
layer will be built to permit seamless mobility to the user. In contrast to existing wireless
technologies, users are then able to roam through different physical network technolo-
gies like GSM, UMTS, and WLAN. One essential approach to achieve this is to build a
network abstraction (overlay network) on top of the network infrastructure. The main
outcomes of the service coordination layer are (1) flexible semantic web service discovery
including adaptive service QoS-oriented service matching and usage of distributed
semantic web service directories (DSD), (2) dynamic context-aware semantic web service
composition including resource-efficient interaction between DSD and service composi-
tion planner, fault-tolerant interleaving of planning and service execution, and (3) secure
service execution and monitoring providing service data consistency.

In this paper, we present the novel CASCOM agent-based approach to process gener-
ation and execution. Process execution is distributed among a set of cooperating service
provider agents. Each agent works off its part of a process (i.e. locally invokes the required
services) and then forwards control to the next agent, which is then in charge of continu-
ing process execution. Processes are not defined statically. Rather, a dedicated planning
component composes semantic services based on the particular goals of an application.
In case of failure, the planner is reinvoked in order to define contingency execution strat-
egies. Finally, instance matchmaking is done at run-time by choosing the most appropri-
ate agent (according to pre-defined QoS constraints) among a set of agents qualifying for
the execution of a particular semantic service.

The focus of this paper is the interaction of planning, matchmaking, and execution of
processes consisting of invocations of semantic web services. The combination of these
technologies will provide key support for highly flexible next-generation DL applications
that make use of semantic service descriptions. In particular, we apply these technologies
to semantic web service composition in a healthcare DL application (emergency assist-
ance), which supports people travelling in foreign countries with the healthcare services
they need when suddenly suffering from illnesses and needing medical treatment and
care. This of course requires access to services and data in a healthcare DL.

The paper is organized as follows. In the next section we present an emergency assist-
ance scenario which we focus on in CASCOM. Subsequent sections introduce the
different technologies needed to support this scenario and show how these can be seam-
lessly integrated. A discussion of related work and our conclusions complete the paper.

Sample healthcare application

In the following, a sample business application service scenario ‘Emergency Assistance’ is
described (see Figure 2). The scenario is based on the fact that people on the move, e.g.
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travelling in foreign countries for business or holidays, may get into situations where they
need medical assistance because of a sudden disease or emergency. Currently, these sorts
of episodes are neither tackled nor realized in this form in practice and no software system
is presently in widespread use to address them.

Alice and Bob, tourists from Finland, are abroad on a countryside journey in Austria
during their summer vacation. They carry a PDA, already equipped with the CASCOM
mobile agent suite. Suddenly after some days, Alice is seriously suffering from unknown
pain in the upper part of her body. For this reason, she wants to immediately call a
hospital or physician. After activation of the PDA, the agent immediately finds out the
contact information of a local healthcare institution near them.1 Additionally, the agent
gives them the contact information of the Finnish representative of the Emergency
Medical Assistance (EMA) service centre that takes care of the remote support of the
patient. Alice decides to immediately go to the local hospital. The agent on the PDA also
supplies them with information on how to get there. This could be either a map showing
their current location and the healthcare centre location, or a phone number for a local
taxi, or instructions for a connection via public transportation. On arrival and check-in at
the local hospital, Alice has to manually answer some questions about her personal data
because the healthcare institution does not provide the infrastructure and services to plug
her PDA into the local information system, i.e. to exchange initial data. During the first
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examination by the local emergency physician it turns out that Alice had either a silent
heart attack or angina pectoris, but the physician is not sure about the diagnosis and
wants to obtain a second opinion. Even Bob and Alice are concerned about the doubtful
situation. Bob now uses the PDA to access a second opinion service by forwarding all
information available so far. If the hospital had had the CASCOM infrastructure installed,
the local physician could have used a local PC or PDA to access the second opinion
service. However, in this case the agent on the PDA finds out the contact information of
a specialized cardiologist and establishes a connection. After assessment of the situation,
the doctors decide that Alice should be transferred soon to a hospital with advanced
cardiac life support to undertake thorough examination. Alice says that she wants to be
transferred back to a hospital in her home country, Finland. As a result, the EMA service
centre will be contacted to organize the transfer by using the PDA: remember that
contact information was transferred before. Now, the EMA agent first automatically
investigates possible travel arrangements (depending on the medical circumstances and
the geographical distance, the agent may eventually come up with a decision on whether
to use regular flights, a car, or some other form of transportation). Second, the agent
informs all people that are involved during the transfer (doctors and escorts). Third, it
contacts Alice’s insurance company to make sure that her insurance will cover all possible
transportation costs. In addition, the agent could possibly automatically contact the
Finnish hospital (which participates in the CASCOM network) to make further
arrangements. Back in Finland, Alice is treated at a sophisticated cardiac hospital. After 
2 weeks of recovery she finally uses her PDA to send a ‘thank you’ to all the people
involved with her medical case.

As can be seen in this scenario, people (patients) not only need medical treatment, but
also need information as well as (sometimes) transportation assistance. Furthermore,
assistance in the form of information is also required by the physicians, hospitals, and
healthcare professionals involved. One straight implication of these complex requirements
is the need for on-demand initiation, composition, coordination, and supervision of
various activities represented mostly through non-human actors, like agents and services,
but also through persons.

Service coordination layer

The process of service coordination is usually considered to encompass all activities that
are devoted not only to the description but also to the discovery, composition, and
execution of services. In subsequent sections, we introduce the basic technologies needed
for the requirements derived from the healthcare application scenario.

One outstanding requirement of the scenario is its demand for coverage of large areas,
i.e. it is supposed to spread over many different countries. As a consequence, the number
of users (service requesters) and service providers is expected to range from many
thousands to millions. Due to this fact, it is impossible to know all services, their func-
tionality, and their distribution beforehand. As an initial step, this requires appropriate
methods to discover and register services (either centralized or decentralized). In particu-
lar, this demands matchmaking – the selection of appropriate web services using semantic
similarity. For instance, in case of emergency, the user needs to find a hospital or
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emergency centre near him or her. When several distinct but similar service providers exist
which are all able to return this information, one has to be chosen. For this, quality-of-
service criteria can be exploited (e.g. one service might be able to find emergency centres
closer to the current location than another service). As a second step, the scenario requires
service composition planning – the composition of several web services into processes.
Typical usage cases within the scenario involve interaction with several service providers.
For instance, transportation of a patient back to his or her home country may require
interaction with different service providers to arrange the most suitable transportation.
Finally, the service coordination layer must include execution, i.e. a runtime environment
for compound services.

Service matchmaking

The service matchmaking functionality provides the means to compare the semantics
specified for services, thus allowing the detection of semantically equivalent/similar
services. Several approaches to the sophisticated semantic matchmaking of web services
have been proposed that rely on ontology-based languages (e.g. OWL-S [2], WSMO, and
Annotated WSDL [3]) and are grounded with formal semantics such as description logics
[4]. The most important principle of semantic matchmaking is that semantics of words
used in the description of web services are formally defined in ontologies. Those ontolo-
gies can be exploited by matchmaker agents to determine the degree of semantic
matching of advertised services with a given service request.

For semantic matching of services specified in OWL-S, the OWLS-MX for hybrid
matchmaking has been developed at DFKI. It takes any OWL-S service description as a
query, and returns an ordered set of relevant services that match the query, each
annotated with its individual degree of matching (DOM) and syntactic similarity value.
The user may extend the query by specifying the desired DOM and a syntactic similarity
threshold. OWLS-MX first classifies the service query I/O concepts into its local service
I/O concept ontology. As usual, we assume that the type of computed terminological
subsumption relation determines the degree of semantic relation between pairs of input
and concepts. Attached to each concept in the concept hierarchy is auxiliary information
on whether it is used as an input or output concept by any service that has been regis-
tered at the matchmaker. The corresponding I/O lists of unique service identifiers for
input and output concepts are then used by the matchmaker to compute the set of
relevant services that match the given query according to its five matching filters. In
particular, OWLS-MX determines pairwise not only the degree of logical match but also
the syntactic similarity between the terminological expressions built by unfolding each
of the considered query and service input (output) concepts in the local matchmaker
ontology. In this way, logical subsumption failures produced by the integrated descrip-
tion logic reasoner of OWLS-MX are tolerated, if the syntactic similarity value computed
by means of a specific information retrieval similarity metric is sufficient (i.e. exceeds the
given threshold).

Service composition planning

The service composition functionality supports the context dependent composition of
compound, value-added services whenever no appropriate single service can be found
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during matchmaking. In CASCOM we intend to use OWLS-Xplan [5]. OWLS-Xplan takes
a set of available OWL-S services, related OWL ontologies, and a query as input, and
returns a plan sequence of composed services that satisfies the query goal. For this
purpose, it first converts the domain ontology and service descriptions in OWL and
OWL-S, respectively, to equivalent problem and domain descriptions. The problem
description contains the definition of all types, predicates and actions, whereas the
domain description includes all objects, the initial state, and the goal state. Both descrip-
tions are then used by the AI planner Xplan to create a composition plan that solves the
given problem in the actual domain.

Xplan is a heuristic hybrid search planner based on the FF planner [6]. It combines a
guided local search with graph planning and a simple form of hierarchical task networks
to produce a plan sequence of actions that solves a given problem. This yields a higher
degree of flexibility than pure hierarchical task-reduction planning (HTN), and the use of
predefined workflows or methods improves the efficiency of the FF planner. In contrast
to the general HTN planning approach, a graph-plan-based planner is guaranteed to
always find a solution independent of whether the given set of decomposition rules for
HTN planning would allow building a plan that contains only atomic actions (services). In
fact, any graph-plan-based planner would test every combination of actions in the search
space to satisfy the goal which, of course, can quickly become prohibitively expensive.
Xplan combines the strengths of both approaches. It is a graph-plan-based planner with
additional functionality to perform decomposition like an HTN planner.

The Xplan system consists of the XML parsing module, a pre-processing module, the
planning core, and the replanning module. The latter is used to readjust outdated plans
during execution time (see later). After the domain and problem definitions have been
parsed, Xplan compiles the information into memory efficient data structures. A connec-
tivity graph is then generated, which contains information about connections between
facts and instantiated operators, as well as information about numerical expressions
which can be connected to facts. This connectivity graph is maintained during the whole
planning process and serves as a kind of efficient lookup table for the actual search.

Service execution

The service execution system (SES) executes compound services as they are generated by
the service composition planner agent (SCPA). For process execution, we first assume that
a compound service contains an arbitrary number of service invocations whereby the
composition structure is equal to an acyclic ordered graph, i.e. combined sequential and
parallel flows together forming processes as denoted in [7]. Second, as a basis for correct
process execution, each service invocation is assumed to be atomic and compensatable.
This means that the effects of a service can be undone later. Otherwise, unwanted side
effects of aborted or compensated executions may remain and an at-most-once execution
semantic could not be guaranteed. For services which do not comply with the atomicity
requirement, we assume that a wrapper can be built which adds this functionality [8].
Third, we assume that services are stateless, i.e. that they never have to remember
anything beyond interaction. In our approach, process state (i.e. the intermediate results)
is solely stored by the execution system. Finally, our approach considers the crash failure
model, which means that components such as services and machines may fail by prema-
turely halting their execution.
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The execution system is based on the principles of the OSIRIS (Open Service Infra-
structure for Reliable and Integrated process Support) process management system [9].
Within OSIRIS, aspects of agent-oriented systems were introduced to fit into the CASCOM
infrastructure. In particular, the execution system consists of one or more federated
execution agents organized in a peer-to-peer manner, meaning that no central execution
coordinator is required. To accomplish this, every agent implements a process manager
which locally invokes services and which coordinates execution basically by forwarding
control and data to the next agent(s). Furthermore, we distinguish between two types of
service execution agents (SEAs): service provider agents and standard agents. The differ-
ence is that the former is locally attached to one or more service instance(s) on the same
machine (i.e. agent and service(s) run on the same device), whereas the latter may run
on any computing device – especially mobile devices – and calls services remotely. Never-
theless, both implement execution functionality completely according to our execution
requirements.

The execution first involves decomposing the process model into its atomic execution
units. An execution unit contains a service invocation s and links to all the services that
are the direct successors of s. In addition, for failure handling purposes, information on
the predecessors of s is also needed. This is important in order to determine which services
need to be compensated (i.e. which effects need to be undone) when a failure during
process execution occurs. This means that for every service only links to adjacent services
are of interest. All in all, the units provide execution agents with all the information they
require to execute a service and to do forward navigation afterwards. The explicit distinc-
tion between control and data flow enables optimal interaction paths with as few
communication efforts between execution agents as possible.

Integration of service matchmaking, composition planning,
and execution

As noted earlier, the SCPA acts as the client for SES. Consequently, our combined inter-
action and execution model consists of the following steps (see Figure 3 for the model
and step numbers). Before actual execution starts, the SCPA creates a new process using
a planning algorithm and semantic matchmaking to employ some of the services in the
domain according to their service descriptions. It then sends input (the newly generated
process type) to SES and orders execution start (1). Note that the process type contains
all the necessary information for instantiation; just the individual service types still need
to be bound to instances. Now, the execution preparation phase starts. Since a process
instance is not suitable for execution on the physical layer, a detailed execution plan has
to be created [10]. The most important part of this plan is the decomposition of the
process into its execution units (2). The following step is called instance matchmaking at
runtime (3), where a concrete service provider instance of a given type will be selected
based on most current QoS criteria like average load or execution costs.2

The preparation phase is finished by distributing required information to the execution
agents, such that they can forward control on their own during execution. Then SES
spawns service execution on behalf of the input (4), i.e. the execution phase starts. During
execution, failures might happen, for example service instances or other infrastructure
components might crash. In such a situation, execution cannot terminate or at least
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cannot continue without some recovery mechanism. In classical transactional systems, this
would lead to an abort of the global transaction (i.e. all side effects created so far would
be undone or compensated) and some external logic would have to decide what to do
next. In our approach, a crash failure situation does not necessarily end in the abortion
of process execution. After a failure, SES temporarily freezes process execution. In particu-
lar, if parallel execution paths exist, all of them will be frozen. Furthermore, SES knows
about the current process state and the side effects created. Then, SES transmits this infor-
mation to the SCPA and requests online contingency replanning (5); remember that the
original process execution goal still holds. Starting from the stop point, the planner now
tries to fix the problem by searching for an alternative path (6) – usually by employing
semantically similar services. If SCPA succeeds in composing a partial new process of
remaining activities, this new process fragment will be sent to SES (7). Otherwise, if it was
not possible to find an alternative path, SCPA sends an abort command to SES. Conse-
quently, SES is then obligated to roll back the process side effects completely (8) – which
is possible according to our assumption of atomic, compensatable services. In the former
case, SES can continue execution with the new process fragment. In order to be able to
do this, it first has to replace the old remaining process fragment (which is now obsolete)
with the new one. This is accomplished by starting a new sub-preparation phase, whereby
decomposition, instance matchmaking, and distribution to the service provider agents

Möller et al. Semantic service coordination

115
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again take place (i.e. update of the execution plan). Afterwards, execution continues (9).
Replanning is also required if the original goal for which the process has been generated
is altered. If the new process fragment requires the partial undoing of side effects because
of its changes (i.e. utilization of other services), this will be done immediately before
continuation. Finally, when execution has finished, the result will be sent back to SCPA
(10). In order not to block resources endlessly during online replanning, we use a timeout-
based approach: when there is no reply from SCPA to SES until the timeout (because SCPA
has crashed or connection has been lost), SES aborts the current process execution and
tries to notify SCPA about that.

One aspect of our interaction model that is still open for discussion is whether we allow
for indefinite replanning phases. By allowing indefinite replanning phases it is evident that
execution theoretically might never terminate. On the other hand, and with the presented
emergency assistance scenario in mind, the probability of high numbers of replanning
cycles falls with the number of cycles. For emergency service providers it is crucial that
their services are constantly available; if not, nobody would develop trust in such appli-
cations. However, because of different service providers, similar services (alternatives) are
expected to exist. Thus, it is evident that either an alternative is available early, which
eventually leads to success, or no alternative exists and execution stops entirely. A simple
approach to address this issue is to fix a maximum replanning cycle count for the imple-
mentation. A more sophisticated approach would be the definition of execution progress.
If there is no significant progress towards the execution goal even though both SCPA and
SEA are not inactive (i.e. execution stagnates), its value converges to zero. Thus, it is
possible to detect stagnated executions and abort them eventually. All in all, the decision
about which policy should be used for replanning phases should not be made without
taking the target application into account.

In the scenario presented earlier, Alice and Bob are first required to state the goal of
the process they wish to be executed (e.g. transfer to a hospital, receive treatment from
there while giving the local physician access to Alice’s health record). Then, by combining
matchmaking and planning, a process tailored to Alice’s needs is generated and executed.
In the case of failures or changes in the environment, planning is reinvoked and the
process is changed (and executed) accordingly.

Related work

Similar to CASCOM, the ARTEMIS project (Semantic Web Service-Based P2P Infrastruc-
ture for the Interoperability of Medical Information) [11] aims at supporting healthcare
applications by means of dedicated semantic web services. However, ARTEMIS focuses on
providing single semantic web services and addresses standards and interoperability issues
of these services, while the goal of CASCOM is to provide value-added, composite services
in order to support sophisticated ad hoc process-based healthcare applications in IP2P
environments.

Issues of service composition (planning) and coordination are currently widely
addressed in research, especially if extension to semantic description of web services
comes into play. Some ontology-based approaches to semantic service matchmaking that
have been proposed in the literature are LARKS [12], OWLS/UDDI [13], MAtchMAker-
Service [14], RACER [15], and HotBlu [16]. Other approaches are either process based (e.g.
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High-Precision Service Retrieval Service [17]), peer based (e.g. Semantic Web Services P2P
Discovery Service [18]) or hybrid (e.g. the Recursive Tree Matchmaker [19]). Alternative
approaches include graph-based matching methods such as those presented in [20] and
[16]. Furthermore, there are currently very few approaches and software tools available
for OWL-S-based service composition planning, such as OWL-S Composition Planner
using SHOP2 [21], logic-based DAML-S composition planning [22], the DAML-S workflow
composer [23], and a Petri-net approach in which an OWL-S service description is auto-
matically translated into Petri nets [24].

Finally, the issue of service execution is widely addressed in classical research domains
like transactional information systems and process management. The OSIRIS infrastruc-
ture on which the SES is built provides a scalable distributed process navigation platform.
To achieve this, it combines a rich set of aspects. Based on the hyperdatabase vision [25],
ideas from process management, peer-to-peer networks, database technology, and Grid
[26] infrastructures have been combined. Similar to OSIRIS, where processes are running
within a peer-to-peer community that is established by the individual service providers,
the MARCAs presented in [27] are service providers acting as peers. Finally, Pleisch and
Schiper [28] provide a general overview on fault-tolerant agent-based (process) execution.

Conclusions

In this paper, we have presented the CASCOM approach to providing access to func-
tionality and data, encapsulated by semantic services, in a healthcare digital library. Ad
hoc process-based applications are supported by seamlessly combining sophisticated
service composition planning, service matchmaking, and agent-based distributed service
execution. The binding of service types to service instances during runtime integrates well
with the dynamic nature of the healthcare application domain, i.e. provides a high degree
of flexibility.

The CASCOM infrastructure that is currently being built will be evaluated in detail in
a real-world setting in cooperation with TILAK, the umbrella organization of the state
hospitals of the Austrian state Tyrol. In future work, we aim – among other things – to
address more sophisticated transaction and failure models, especially by considering
malicious failures (i.e. Byzantine failures as they might appear in untrusted environments).
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Notes
1 Their location is found either by using the GSM network cell identifier or by GPS.
2 This is important when there is more than one service instance available with equal signatures.
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Abstract. A growing number of applications in distributed environment involve very large data sets that are inherently distributed
among a large number of autonomous sources over a network. The demand to extend data mining technology to such distributed
data sets has motivated the development of several approaches to distributed data mining and knowledge discovery, of which only
a few make use of agents. We briefly review existing approaches and argue for the potential added value of using agent technology
in the domain of knowledge discovery, discussing both issues and benefits. We also propose an approach to distributed data
clustering, outline its agent-oriented implementation, and examine potential privacy violating attacks which agents may incur.

Keywords: Distributed data mining, data clustering, data security, Multi-Agent System, data privacy

1. Introduction

Mining information and knowledge from huge data
sources such as weather databases, financial data por-
tals, or emerging disease information systems has been
recognized by industrial companies as an important
area with an opportunity of major revenues from appli-
cations such as business data warehousing,process con-
trol, and personalised on-line customer services over
the Internet and Web.Knowledge discovery (KD) is a
process aiming at the extraction of previously unknown
and implicit knowledge out of large databases which
may potentially be of added value for some given ap-
plication [7]. The automated extraction of unknown
patterns, ordata mining (DM), is a central element
of the KD process. The large variety of DM tech-
niques which have been developed over the past decade
includes methods for pattern-based similarity search,

∗Corresponding author. Tel.: +39 051 2093560; Fax: +39 051
2093540; E-mail: stefano.lodi@unibo.it.

cluster analysis, decision-tree based classification, gen-
eralization taking the data cube or attribute-oriented in-
duction approach, and mining of association rules [2].
One classical application of data mining is the market-
based or basket analysis of customer transactions, via
offline methods for partitioning,discovery of sequential
patterns, including tecniques to efficiently reduce the
set of potential candidates for the selection of relevant
items, such as hashing and sampling.

The increasing demand to scale up to massive data
sets inherently distributed over a network, with limited
bandwidth and available computational resources, mo-
tivated the development of methods for parallel (PKD)
and distributed knowledge discovery (DKD) [17]. The
related pattern extraction problem in DKD is referred
to asdistributed data mining (DDM). DDM is expected
to perform partial analysis of data at individual sites
and then to send the outcome as a partial result to other
sites, where it is sometimes required to be aggregated to
the global result. The principal problems any approach
to DDM must cope with concern issues of autonomy,
privacy, and scalability.
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Most of the existing DM techniques were originally
developed for centralized data and need to be modified
for handling the distributed case. As a consequence,
one of the most widely used approaches to DDM in
business applications is to apply traditional DM tech-
niques to data which have been retrieved from differ-
ent sources and stored in a centraldata warehouse,
i.e., a collection of integrated data from distributed data
sources in a single repository [23]. However, despite
its commercial success, such a solution may be imprac-
tical or even impossible for some business settings in
distributed environments. For example, when data can
be viewed at the data warehouse from many different
perspectives and at different levels of abstraction, it
may threaten the goal of protecting individual data and
guarding against invasion of privacy. Requirements
to respect strict, or a certain degree of, autonomy of
given data sources, as well as privacy restrictions on
individual data, may make monolithic DM unfeasible.

Another problem arises with the need to scale up
to massive data sets which are distributed over a large
number of sites. For example, the NASA Earth Observ-
ing System (EOS) is a data collector for satellites pro-
ducing 1450 data sets of about 350GB per day and per
pair of satellites at a very high rate which are stored and
managed by different systems, geographically located
all over the USA. Any online mining of such huge and
distributed data sets in a central data warehouse may
be prohibitively expensive in terms of costs for both
communication and computation.

To date, most work on DDM and PDM use dis-
tributed processing and the decomposability of data
mining problems to scale up to large data sources. One
lesson from the recent research work on DDM is that co-
operation among distributed DM processes may allow
effective mining even without centralized control [16].
This in turn leads us to the question of whether there
is any real added value in using concepts from agent
technology [18,35] for the development of advanced
DDM systems. A number of DDM solutions are avail-
able using various techniques such as distributed asso-
ciation rules, distributed clustering, Bayesian learning,
classification (regression), and compression, but only
a few of them make use of intelligent agents at all. In
general, the inherent feature of software agents, as be-
ing autonomous and capable of adaptive and delibera-
tive reasoning, seems to fit quite well with the require-
ments of coping with the above mentioned problems
and challenges of DDM. An autonomous data mining
agent, as a special kind of information agent [18], may
perform various kinds of mining operations on behalf

of its user(s) or in collaboration with other agents. Sys-
tems of cooperative information agents for data mining
tasks in distributed massive data environments, such
as multidimensional peer-to-peer networks [22,25,28]
and grid computing systems [9], appear to be quite a
natural vision for the near future.

In this paper we briefly review and classify existing
DDM systems and frameworks according to some cri-
teria in Section 2. This is followed by a brief discussion
on the benefits of using agents for DDM in Section 3.
We introduce in Section 4 an agent-based, distributed
data clustering scheme and discuss the threats to data
privacy which potentially arise in its application. We
conclude the paper in Section 6 with an outline of on-
going and future research work.

2. State of the art

In this section we provide a brief review of the most
representative agent-based DDM systems to date, ac-
cording to (a) the kind, type, and used means for se-
curity of data processed; (b) used DM techniques, im-
plementation of the system and agents; and (c) the ar-
chitecture with respect to the main coordination and
control, execution of data processing, and transmission
of agents, data, and models in due course of the DM
tasks to be pursued by the system.

BODHI [17] has been designed according to a frame-
work for collective DM tasks on heterogeneous data
sites such as supervised inductive distributed function
learning and regression. This framework guarantees a
correct local and global data model with low network
communication load. BODHI is implemented in Java;
it offers message exchange and runtime environments
(agent stations) for the execution of mobile agents at
each local site. The mining process is distributed to
the local agent stations and agents that are moving be-
tween them on demand each carrying its state, data and
knowledge. A central facilitator agent is responsible
for initializing and coordinating DM tasks to be pur-
sued within the system by the agents and agent sta-
tions, as well as the communication and control flow
between the agents. Inter-agent communication bases
on KQML [8].

PADMA [16] deals with the problem of DDM from
homogeneous data sites. Partial data cluster models are
first computed by stationary agents locally at different
sites. All local models are collected to a central site that
performs a second-level clustering algorithm to gener-
ate the global cluster model. Individual agents perform
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hierarchical clustering in text document classification,
and web based information visualization.

JAM [32] is a Java-based multi-agent system de-
signed to be used for meta-learning DDM. Different
learning classifiers such as Ripper, CART, ID3, C4.5,
Bayes, and WPEBLS can be executed on heteroge-
neous (relational) databases by any JAM agent that is
either residing on one site or is being imported from
other peer sites in the system. Each site agent builds
a classification model and different agents build clas-
sifiers using different techniques. JAM also provides
a set of meta-learning agents for combining multiple
models, learnt at different sites, into a meta-classifier
that in many cases improves the overall predictive ac-
curacy. Once the combined classifiers are computed,
the central JAM system coordinates the execution of
these modules to classify data sets of interest at all data
sites simultaneously and independently.

Papyrus [1] is a Java-based system addressing wide-
area DDM over clusters of heterogeneous data sites
and meta-clusters. It supports different task and pre-
dictive model strategies including C4.5. Mobile DM
agents move data, intermediate results, and models be-
tween clusters to perform all computation locally and
reduce network load, or from local sites to a central
root which produces the final result. Each cluster has
one distinguished node which acts as its cluster access
and control point for the agents. Coordination of the
overall clustering task is either done by a central root
site or distributed to the (peer-to-peer) network of clus-
ter access points. Papyrus supports various methods
for combining and exchanging the locally mined pre-
dictive models and metadata required to describe them
by using a special markup language.

Common to all approaches, is that they aim at in-
tegrating the knowledge discovered from data at dif-
ferent geographically distributed network sites, with
a minimum amount of network communication and a
maximum of local computation.

3. Why agents for DDM?

Looking at the state of the art of agent-based DDM
systems presented in the previous section we may iden-
tify the following arguments in favor or against the use
of intelligent agents for distributed data mining.

Autonomy of data sources. A DM agent may be
considered as a modular extension of a data manage-
ment system to deliberatively handle the access to the
data source in accordance with constraints on the re-

quired autonomy of the system, data and model. This
is in full compliance with the paradigm of cooperative
information systems [26].

Interactive DDM. Pro-actively assisting agents may
drastically limit the amount a human user has to su-
pervise and interfere with the running data mining pro-
cess [39]. For example, DM agents may anticipate the
individual limits of the potentially large search space
and proper intermediate results particularly driven by
their individual users’ preferences with respect to the
particular type of DM task at hand.

Dynamic selection of sources and data gathering.
One challenge for intelligent DM agents acting in open
distributed data environments in which, for example,
the DM tasks to pursue, the availability of data sites and
their content may change at any time, is to discover and
select relevant sources. In such settings DM agents may
be applied to adaptively select data sources according
to given criteria such as the expected amount, type
and quality of data at the considered source, actual
network and DM server load [30]. Such DM agents
may be used, for example, to dynamically control and
manage the process of data gathering to support any
OLAP (online analytical processing) and business data
warehouse application.

Scalability of DM to massive distributed data.
One option to reduce network and DM application
server load may be to let DM agents migrate to each of
the local data sites in a DDM system on which they may
perform mining tasks locally, and then either return
with or send relevant pre-selected data to their originat-
ing server for further processing. Experiments in using
mobile information filtering agents in distributed data
environments are encouraging [34].

Multi-strategy DDM. For some complex applica-
tion settings an appropriate combination of multiple
data mining techniques may be more beneficial than
applying just one particular one. DM agents may learn
in the due course of their deliberative actions which
one to choose, depending on the type of data retrieved
from the different sites and the mining tasks to be pur-
sued. The learning process of the multi-strategy selec-
tion of DM methods is similar to the adaptive selection
of coordination strategies in a multi-agent system as
proposed, for example, in [27].

Collaborative DM. DM agents may operate inde-
pendently on data they have gathered at local sites,
and then combine their respective models. Or they
may agree to share potential knowledge as it is discov-
ered, in order to benefit from the additional opinions
of other DM agents. Meta-learning techniques may be
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used to mine homogeneous, distributed data. However,
naive approaches to local data analysis may produce
an ambiguous and incorrect global data model if differ-
ent heterogeneous data sites are involved which store
data for different sets of features, possibly with some
common features among the sites. Collaborative DM
agents may negotiate among each other and jointly plan
a solution for the above mentioned problems at hand.
The need for DM agents to collaborate is prominent,
for example, in cases where credit card frauds have to
be detected by scanning, analysing, and partially inte-
grating world-wide distributed data records in differ-
ent, autonomous sources. Other applications of poten-
tial added value include the pro-active re-collection of
geographically distributed patient records and mining
of the corresponding data space on demand to infer im-
plicit knowledge to support an advanced treatment of
patients, regardless of which, and how many hospitals
they have been taken into in the past. However, frame-
works for agent-based collective data mining, such as
BODHI, are still more than rare to date.

Security and trustworthiness. In fact, this may
be an argument against the use of agents for DDM.
Of course, any agent-based DDM system has to cope
with the problem of ensuring data security and privacy.
However, any failure to implement the minimal privi-
lege at a data source, which means endowing subjects
with only enough permission to discharge their duties,
could give any mining agent unsolicited access to sen-
sitive data. Moreover, any mining operation performed
by agents of a DDM system lacking a sound security
architecture could be subject to eavesdropping, data
tampering, or denial of service attacks. Agent code and
data integrity is a crucial issue in secure DDM: Sub-
verting or hijacking a DM agent places a trusted piece
of (mobile) software – thus any sensitive data carried
or transmitted by the agent – under the control of an
intruder. In cases where DM agents are even allowed
to migrate to remote computing environments of the
distributed data sites of the DDM system methods to
ensure confidentiality and integrity of a mobile agent
have to be applied. Regarding agent availability there
is certainly no way to prevent malicious hosts from
simply blocking or destroying the temporarily resid-
ing DM agents but selective replication in a fault tol-
erant DDM agent architecture may help. In addition,
data integration or aggregation in a DDM process in-
troduces concern regarding inference attacks as a po-
tential security threat. Data mining agents may infer
sensitive information even from partial integration to a
certain extent and with some probability. This problem,

known as the so called inference problem, occurs espe-
cially in settings where agents may access data sources
across trust boundaries which enable them to integrate
implicit knowledge from different sources using com-
monly held rules of thumb. None of the existing DDM
systems, agent-based or not, is capable of coping with
this inference problem in the domain of secure DDM.

In the following sections we investigate how agents
may be used to perform a special kind of distributed
data mining, that is clustering of data at different ho-
mogeneous data sites. For this purpose, we present
an approach to distributed cluster analysis based on
density estimation, and then briefly discuss issues of
implementing the resulting scheme for distributed data
clustering in an agent-based DDM system, including
data privacy and trustworthiness.

4. A scheme for distributed data clustering

4.1. Density estimation based clustering

Cluster analysis is a descriptive data mining task
which aims at partitioning a data set into groups such
that the data objects in one group are similar to each
other and are as different as possible from those in
other groups. As dense regions of the data space are
more likely to be populated by similar data objects,
one popular clustering technique is based on reducing
the search for clusters to the search for such regions.
In density estimation (DE) based clustering the search
for densely populated regions is accomplished by esti-
mating a probability density function from which the
given data set is assumed to have arisen [5,15,31]. One
important family of methods requires the computation
of a non-parametric density estimate known askernel
estimator.

Let us assume a setD = {xi|i = 1, . . . , N} ⊆ R
d

of data objects. Kernel estimators originate from the
intuition that the higher the number of neighbouring
data objectsxi of some given space objectx ∈ R

d, the
higher the density at this objectx. However, there can
be many ways of computing the influence of neighbour-
ing data objects. Kernel estimators use a so calledker-
nel function K(x) : R

d → R which integrates to unity
overRd. A kernel estimator ϕ̂K,h[D](·) : R

d → R+

is defined as the sum over all data objectsxi in D of
the differences betweenx andxi, scaled by a factor
h, calledwindow width, and weighted by the kernel
functionK:
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ϕ̂K,h[D](x) =
1

Nhd

N∑

i=1

K

(
1
h

(x − xi)
)

. (1)

A kernel estimator can be considered as a sum of
“bumps” placed at the observations. The window width
h controls the smoothness of the estimate, whereasK
determines the shape of the bumps.

Usually,K is radially symmetric and non-negative
with a unique maximum in the origin; in this case,K
formalizes the decay of the influence of a data object
according to its distance. In the following, we will
consider only kernels of this kind.

Prominent examples of kernel functions are the stan-
dard multivariate normal density (2π)−d/2

exp(− 1
2xT x), the multivariate uniform kernelw(x),

defined by

w(x) =
{

c−1
d if xT x < 1,
0 otherwise,

and the multivariate Epanechnikov kernelK e(x), de-
fined by

Ke(x) =
{

1
2c

−1
d (d + 2) if xT x < 1,

0 otherwise,

where cd is the volume of the unitd-dimensional
sphere. An example of kernel estimate inR showing
the normal component kernels is shown in Fig. 1.

Whend � 2, it may be advisable to linearly trans-
form the data, in order to avoid large differences of
spread in the dimensions, and transform inversely after
applying the estimate [11]. In an equivalent manner,
this is accomplished by the estimate:

ϕ̂K,h[D](x) =
(detS)−1/2

Nhd

N∑

i=1

k

(2)(
1
h2

(x − xi)T S−1(x − xi)
)

whereS is the sample covariance matrix ofD, andk
satisfiesk(xT x) = K(x).

The criteria to optimally chooseK and h have
been extensively dealt with in the literature on non-
parametric density estimates, whereK and h are
deemed optimal if they minimize the expected value
of the integrated squared pointwise difference between
the estimate and the true densityϕ of the data, ormean
integrated square error (MISE). It has been shown that
the performance of the Epanechnikovkernel, measured
by the MISE criterion, is optimal; however, the perfor-
mances of commonly used kernels do not differ sub-
stantially from the performance of an optimal kernel.

Therefore, the choice of a kernel may be based on com-
putational or differentiability properties, rather than on
its MISE. The optimal value of the window widthh can
be approximated as

hopt = A(K)N−1/(d+4) (3)

whereA(K) depends also on the unknown true density
ϕ. The value ofA(K) has been tabulated for com-
monly used kernels whenϕ is a unit multivariate nor-
mal density [31]. The resulting values ofhopt can be
used directly in Eq. (2). Alternatively, if Eq. (1) is used,
the value ofh can be defined by

h =
(
d−1

∑

i

sii

)1/2

hopt (4)

taking thus into account the average variance of the
data over all dimensions [31].

In DE-clustering, the kernel estimate of a data set has
been used for the discovery of many types of density-
based clusters [5,15,31]. One simple type is the so-
calledcenter-defined cluster: every local maximum of
ϕ̂ corresponds to a cluster including all data objects
which can be connected to the maximum by a continu-
ous, uphill path in the graph of̂ϕ. It is apparent that, for
every data object, an uphill climbing procedure driven
by the kernel estimate will find the local maximum
representing the object’s cluster [15,19,31].

4.2. KDEC-based distributed data clustering

We define the problem ofhomogeneous distributed
data clustering (homogeneous DDC) as follows. Let
D = {xi|i = 1, . . . , N} ⊆ R

d be a data set of objects.
Let Lj , j = 1, . . . ,M be a finite set ofsites. Each
site Lj stores one data setDj of sizeNj . It will be
assumed thatD =

⋃M
j=1 Dj . Let C = {Ck} ⊆ 2D

be a clustering ofD, whose elements are pairwise dis-
joint. The homogeneous DDC problem is to find for
j = 1, . . . ,M , a site clusteringC residing in the data
space ofLj, such thatCj = {Ck ∩Dj |k = 1, . . . , |C|}
(correctness requirement), time and communications
costs are minimized (efficiency requirement), and, at
the end of the computation, the size of the subset of
D which has been transferred out of the data space of
any siteLj is minimized (privacy requirement). The
traditional solution to the homogeneous DDC prob-
lem is to simply collect all the distributed data sets
Dj into one centralized repository where the cluster-
ing of their union is computed and transmitted to the
sites. Such an approach, however, does not satisfy
our problem’s requirements both in terms of privacy
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Fig. 1. Kernel estimate and its normal component kernels (h= 0.25, N = 32).

and efficiency. Therefore, in [19] a different approach
has been proposed yielding a kernel density estimation
based clustering scheme, called KDEC, which may be
implemented by appropriately designed DM agents of
an agent-based DDM system. Before examining the
issues and benefits of an agent-based implementation,
we briefly review the KDEC scheme.

The KDEC scheme is based on three simple obser-
vations: density estimates are (i) additive for homoge-
neous distributed data sets, (ii) sufficient for computing
DE-clustering, and (iii) provide a more compact rep-
resentation of the data set for the purpose of transmis-
sion. In the sequel, we tacitly assume that all sitesLj

agree on using a global kernel functionK and a global
window widthh. We will therefore omitK andh from
our notation, and writêϕ[D](x) for ϕ̂K,h[D](x).

The global density estimatêϕ[D](x) can be written
as the sum of the site density estimates, one estimate
for every data setDj :

ϕ̂[D](x) =
M∑

j=1

∑

x∈Dj

K

(
1
h

(x − xi)
)

(5)

=
M∑

j=1

ϕ̂[Dj ](x).

Thus, the local density estimates can be transmitted
to and summed up at a distinguished helper site yield-
ing the global estimate which can be returned to all
sites. Each siteLj then may apply to its local data
space a hill-climbing technique to assign clusters to its
local data objects. Note however that Eq. (1) explic-

itly refers to the data objectsxi. Hence, transmitting
a naive coding of the estimate entails transmitting the
data objects which contradicts the privacy requirement.
Multi-dimensional sampling provides an alternative ex-
tensional representation of the estimate which makes
no explicit reference to the data objects.

For x ∈ R
d, let x1, . . . , xd be its components. Let

τ = [τ1, . . . , τd]T ∈ R
d be a vector ofsampling pe-

riods, and letz • τ denote[z1τ1, . . . , zdτd]T , where
z ∈ Z

d. A function f : R
d → R is band-limited to

a boundedB ⊂ R
d if and only if the support of its

Fourier transform is contained inB. If B is a subset of
a rectangle[−π/τ1, π/τ1)× · · · × [−π/τd, π/τd), it is
well-known that thesampling series

∑

z∈Zd

f(z • τ )sinc
(

x1

τ1
− z1

)

(6)

· · · sinc
(

xd

τd
− zd

)
,

where

sinc(x) =
{

1 if x = 0,
sin πx

πx otherwise,

converges tof under mild conditions onf (see, e.g. [14,
p.155]). If we letf(·) = ϕ̂[Dj](·) in Eq. (6), and
truncate the series to a finited-dimensional rectangle
R(z1, z2) having diagonal(z1, z2) we obtain an inter-
polation formula:

∑

z∈R(z1,z2)

M∑

j=1

ϕ̂[Dj ](z • τ )sinc
(

x1

τ1
− z1

)
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· · · sinc
(

xd

τd
− zd

)
(7)

Notice that the function represented by Eq. (7) is
not extensionally equal to the kernel global estimate
ϕ̂[D](x) both because kernel estimates are not band-
limited on any region, and because of the truncation in
the series. However, as argued in [19], the approxima-
tion introduces only a small error. In fact, both a den-
sity estimate and its Fourier transform vanish rapidly
when the norm of the argument→ ∞; therefore, we
may takeτ in such a way that the transform is negligi-
ble inR

d \ [−π/τ1, π/τ1)× · · · × [−π/τd, π/τd), and
by selecting(z1, z2) so that the estimate is negligible
in R

d \ R(z1, z2).
Therefore, Eq. (7) gives an approximation of the

global density estimate that can be exploited to devise
a distributed clustering scheme: Forj = 1, . . . ,M , the
samples{ϕ̂[Dj ](z • τ ) : z ∈ R(z1, z2)} of the j-th
local density estimate are transmitted to and summed
up at a distinguished helper site yielding the samples of
the global estimate which can be returned to all sites,
which then use Eq. (7) as the global density estimate to
which the hill-climbing technique is applied.

Algorithm 1 KDEC: distributed clustering based on density
estimation

func Interpolate (x, τ , z1, z2, Sam[ ]) ≡
foreach z ∈ R(z1, z2) do

r := r + Sam[z]Πd
i=1Sinc

(
xi
τi

− zi

)

od;
r.

proc DataOwner(D[ ],H, Clus[ ]) ≡
Negotiate (H, τ, z1, z2,K, h);
Send (Sample (D, τ, z1, z2,K, h));
Sam := Receive (H)
for i := 1 to Length (D) do

Clus [i] := Nearest(
FindLocalMax (xi, τ , z1, z2, Sam,

∇ Interpolate( )));
od.

proc Helper (L[ ]) ≡
Negotiate (L); SetZero(Sam);
for j := 1 to Length (L) do

Sam := Sam + Receive (L[j])
od;
for j := 1 to Length (L) do

Send(Sam, L[j])
od.

A distributed implementation of the KDEC scheme
is sketched as Algorithm1. Local sites runDataOwner,
whereas the helper site runsHelper, whereH , D[ ],
L[ ], reference the helper, the local data set, a list of
local sites, respectively, andClus[ ] is the result (an
object-cluster look-up table).Negotiate sets up a fo-

rum where the local sites can reach an agreement onτ ,
R(z1, z2), the kernelK and the window widthh. Lo-
cal sites send the samples of the local estimate ofD[ ]
to H which sums them orderly. Finally, each local site
receives the global samples and uses them in procedure
Interpolate to compute the values of the global density
estimate and applies the gradient-driven, hill-climbing
procedureFindLocalMax to compute the correspond-
ing local data clusters (see [19] for more details).

Example. Figure 2 shows a dataset of100 2-
dimensional objects containing two clusters, which
were randomly generated with a bivariate normal dis-
tribution, and the contour plot of its kernel estimate,
computed for a normal kernel withh = hopt = 1/

√
5

by means of Eq. (2). Figure 3 illustrates the clusters
computed by the KDEC scheme on the dataset, divided
between two sites in such a way that each local dataset
spans across both clusters. Objects plotted with equal
symbol shapes belong to the same cluster and viceversa.
The figure also shows the contours of the sampling se-
ries of the whole dataset, computed withh = 1/

√
5,

τ = [h, h]T . As the local maxima of the estimate are
preserved, the clusters are correctly recovered. Fig-
ure 4 shows the output of KDEC and the contours of
the series on the same datasets, settingh = 1/

√
5,

τ = [5h, 5h]T . In this case, the sampling series is
clearly a poor approximation of the estimate. Never-
theless, the local maxima are preserved, and KDEC
returns the correct clusters.

Algorithm 1 is abstract, in that it only specifies the
flow of information between processes, and it ignores
actual running locations in the network and the tech-
nology of distributed computation. In the following
section we will describe various options to make the
KDEC scheme more concrete, and some pitfalls to data
privacy and security.

4.3. Agents for KDEC-based homogeneous DDC

The KDEC scheme may be modified in several ways
to generate protocols for stationary or mobile agents.
We assume a DDM system consisting of a set{Ln|1 �
n � M,M > 1} of networked homogeneousdata sites
and a set{Ln|M +1 � n � M ′} of helpers. Both data
sites and helpers provide support for local and external,
visiting agents. Each site respects its local autonomy
by individually granting read-only access to external
data mining agents.

M ′ data mining agentsAn have been designed and
deployed at the data sites and helpers. AgentAn is
assumed to be associated to siteLn, for 1 � n � M ′.
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Fig. 2. Scatter plot of a 2-dimensional dataset and contour plot of its kernel estimate,h = 1/
√

5.

The data site agent interested in starting a data mining
initiative, named theinitiator, collects a list of possi-
ble participants by using search techniques commonly
adopted in peer-to-peer systems, whose complexity is
logarithmic in the number of peers in the network. The
initiator agent searches for all peers able to interact ac-
cording to a given data clustering service, which cor-
responds in this case to our algorithm, executed with
a protocol specified by the initiator itself. When the
list has been fixed, the initiator selects amaster helper
and, possibly, a set of auxiliary helpers, depending on
the protocol. The initiator sends the master helper the
list of peer data sites, the list of auxiliary helpers, and
the protocol specifications. The helper takes care of
arranging the data sites and the auxiliary helpers ac-
cording to the topology specified in the protocol, and
starts the mining activity. Forn � M ′, An carries out
the initial negotiations of the protocol on behalf ofLn

as stationary agent. Later,An, n > M , may proceed
as either stationary or mobile agent, depending on the
protocol.

To illustrate the negotiation and the protocols we
introduce the following scenario.

Example. It has been announced that an interna-
tional insurance company will soon enter the national

market. As a consequence of the announcement, eight
national insurers decide to combine and analyse their
policy data by clustering. Their goal is to achieve a
better understanding of the national market, and to plan
strategies for keeping their share. Therefore, each in-
surer creates a view with the following dimensions:
Latitude, Longitude, Indemnity, whereLatitude

andLongitude are computed from the address of the
policyholder.

For simplicity we assume the datasets of the eight
insurers follow three distribution patterns. Distribu-
tion 1 (sites 1–3): The policies have high indem-
nity and are held by inhabitants of large cities in
the north-east; distribution 2 (site 4–6): The policies
have very high indemnity, their holders live in the
south; distribution 3 (sites 7 and 8): The policies have
small indemnity and the holders live in the west. Fig-
ures 5(a), 5(b), and 5(c) show the scatter plots of
the dataset, in the hyperplanes(Longitude, Latitude),
(Longitude, Indemnity), and(Latitude, Indemnity),
respectively. Objects belonging to the first, second, and
third distribution have been plotted in light gray, dark
gray and black, respectively.
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Fig. 3. Clusters computed by KDEC forh = 1/
√

5, = [h, h]T .

4.3.1. Negotiation of parameters
According to the KDEC scheme, the master helper

engages the other site agents in a negotiation to agree
what kernel function to use for computing the local
density estimate samples, an optimal value of the pa-
rametersh andτ , and the data space hyper-rectangle
delimiting the data clustering area of interest.

The negotiationprocedure is made up of three phases
which can be implemented according to the commu-
nicative acts of ACL FIPA [10]. The interactions are
based on the primitives of such a standard (e.g.call-for-
proposal, accept, inform, . . . ) which give a first level
of semantics to messages exchanged among agents.

The helper agent in the first phase asks each partici-
pant, using thequery-ref ACL primitive, for the number
of its local objects, the linear sums and sums of squares
of all its local objects along each dimension (i.e. ob-
ject attribute), and finally the corners of the smallest
hyper-rectangle covering its data space domain.

In the second phase, when all participant agents have
replied with the requested data (using the primitivein-
form), the helper sends them acall-for-proposal con-
taining (1) a set of possible kernel functions from which
each participant should select its preferred one, (2) the
cornersl, r ∈ R

d of a hyper-rectangle containing the
union of all hyper-rectangulardata spaces, (3) for every
kernel functionK, a recommended valueh r for h, and

the parameterβK , which will be explained below, and
(4) a possible value forh−1 τ .

The helper computes the recommended values of the
window widthh for each kernel function using Eq. (4),
the marginal variances of the whole dataset, and the
values ofhopt. The marginal variances of the data
can be easily computed by the helper from the total
number of objects in the dataset, their vector sum, the
sums of squares of dimensions, which in turn can be
computed as the sum of their local values at each site.
The values ofhopt for each kernel function are given
by Eq. (3). Although more sophisticated and accurate
ways to choosehopt automatically have been studied
in the literature, the value given by Eq. (3) will be suf-
ficiently accurate as a starting point for the negotiation.
Moreover, it can be computed by the helper from the
total number of objects only. The helper setsl, r to
the cornersl′, r′ of the smallest hyper-rectangle con-
taining the union of all hyper-rectangular data spaces,
randomly extended in order to prevent the disclosure
of the coordinates of extremal data objects. That is,
l = l′ + vl, r = r′ + vr, where the components of
vl, vr are uniformly distributed in[−hr, 0] and[0, hr],
respectively. The parameterβK is used to delimit how
far beyond the border of the data space hyper-rectangle
the estimate is not negligible and must be sampled.
We assumeβK to be equal to the smallest multiple
of 10−2 greater thansup{‖x‖ : K(x) > 10−2}.
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Fig. 4. Clusters computed by KDEC forh = 1/
√

5, = [5h, 5h]T .

With the exception of the normal kernel, popular ker-
nels have bounded support and their value is zero for
‖x‖ � 1; thusβK = 1. For the normal kernel, we
haveβK = 3.04.

Each proposal returned to the master helper shall in-
clude a kernel function, an interval forh, and an inter-
val forh−1 τ . The choice of both the kernel andh have
an impact on data privacy. The regularity of the kernel
increases privacy (see Section 4.4.1). Isolated maxima
centered at the data objects tend to become more and
more evident in the density estimate ash decreases. On
the other hand, choosing too large a value forh may re-
sult in an oversmoothed estimate and merging of some
natural cluster. Each participant proposes an interval
for h−1 τ such that the resulting time and transmis-
sion complexities are compatible with its application
constraints. To this purpose, each agent assumes that
the estimate is negligible outside the hyper-rectangle of
cornersl+[−βhr, . . . ,−βhr]T , r+[βhr, . . . , βhr]T .
The parameterβ is equal to the largestβK over all
kernelsK contained in thecall-for-proposal.

In the third phase the helper site, after collecting
all proposals from the interested participants, defines
the final proposal including the most selected kernel
function by participants, the besth andτ with respect
to all possible counterproposal values and the definitive
hyper-rectangular data space. The helper sends the

final proposal and only agents who accept it will be
involved in the distributed data clustering initiative.

All communications between the helper and partici-
pants are carried out using the digital sign mechanism,
moreover each agent involved knows the digital iden-
tity of the helper, therefore no one may alter a message
or impersonate the helper.

We illustrate the negotiation of parameters with our
example.

Example. After sending aquery-ref, the helper is
informed of the aggregate statistics of the sites, com-
putes the total count of data objects, the marginal vari-
ances of the data, and the corners of the hyper-rectangle
covering the data spacel′ = [−29.11,−16.07, 1.89]T,
r′ = [105.49, 97.14, 161.99]T. The eligible kernels
are the normal kernel and the Epanechnikov kernel,
corresponding tohopt = 0.36, hopt = 1.09. The av-
erage marginal variance isσ = 29.83. As all sites
are concerned about the potential disclosure of their
data, their agents choose the most regular kernel, i.e.,
the normal kernel corresponding to a recommended
valuehr = σhopt = 10.80. SitesL1, L2, L3 pro-
pose the interval[hr/2, hr], whereas the remaining
sitesL4, . . . , L8 propose[hr, 2hr]. L1, L2, L3 pro-
pose a smaller lower bound because the maximum dis-
tance between data objects in their datasets is smaller.
Thus, forh = hr/2, the density estimate has no iso-
lated “bump” which would reveal the location of an
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Fig. 5. Scatter plots of example data in the hyperplanes(Longitude, Latitude), (Longitude, Indemnity), and(Latitude, Indemnity).

object, whereas the structure of the three clusters cor-
responding to their combined local datasets is visible.
In contrast, forh < hr, in the region whereIndemnity
is high, some maxima corresponding to objects stored
at sitesL4 or L5 are evident. The insurers owningL4

andL5 would be deeply concerned about the possibil-
ity that geographical information and high indemnity
could be exploited to narrow the search for the identities
of the policyholders. Figure 6(a) shows the marginal
estimate in the hyperplane(Longitude, Indemnity)
for h = hr/2, and Fig. 6(b) is an inset showing the
local maxima. Assumingβ = 3.04 (only the normal
kernel and the Epanechnikov kernel are contained in
thecall-for-proposal), the number of required samples
is about 5000 forτ = hr/2, which is modest and ac-
ceptable for all agents. Thus, all participants propose
h−1τ = 1/2. The final proposal of the helper con-
tains the normal kernel,h = hr and the hyper-rectangle
l + 3.04[−hr,−hr,−hr]T , r + 3.04[hr, hr, hr]

T .

4.3.2. Protocols
We classify potential implementations and variations

of the remaining steps of Algorithm 1 according to two
directions: The path of samples, or partial sums of
samples, in the network of sites, and the protocol to
compute the sums. We consider the following three
basic partial orders of the network of sites.

Sequence The data sites are arranged into a se-
quence{Lπ(n)}1�n�M . For all z ∈ R(z1, z2),
the valuesn−1(z) =

∑n−1
k=1 ϕ̂[Dπ(k)](z • τ ) is

known at siteLπ(n), wheresn(z) = sn−1(z) +
ϕ̂[Dπ(n)](z • τ ) is computed and moved to
Lπ(n+1).

Star For all z ∈ R(z1, z2), at site Ln, the value
ϕ̂[Dn](z • τ ) is computed and moved to a single
helper.

Tree The master helper, the auxiliary helpers and the
data sites are organized into a tree of orderb, sat-
isfying the following: the master helper is the root
of the tree, theM data sites are exactly the leaves
of the tree, the depths of any two leaves differ at
most by one, and all internal nodes have exactly
b children, except possibly one internal node of
maximal depth, which has at least2 and at most
b − 1 children. A tree satisfying the properties
above can be computed straightforwardly in lin-
ear time inM : Create a perfect tree of depth
�logb M�, consisting of the master helper as root,
�(M − 1)/(b − 1)� − 1 auxiliary helpers, and
�(b�logb M�+1 − M)/(b − 1)� data sites at depth
�logb M�; then, add the remaining data sites (if
any) as children of the auxiliary helpers at depth
�logb M�, leaving at most one helper with less
thanb children. The minimum value ofb is cho-
sen by the initiator, which therefore knows in ad-
vance the maximum number of auxiliary helpers
needed. At data siteLn, 1 � n � M , for all
z ∈ R(z1, z2), the valueϕ̂[Dn](z • τ ) is com-
puted and moved to the parent. At any helper site
(except the tree root)Ln, n > M , the value

sn(z) =
∑

1 � k � M
Lk ∈ subtree(Ln)

ϕ̂[Dk](z • τ )

is computed.

In any of the partial orders above, the actual protocol
among the sites can be implemented by stationary or
mobile agents. In the following, assumeAM+1 is the
master helper’s agent.
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Fig. 6. Marginal kernel estimate (h= hr/2) in the hyperplaneLongitude, Indemnity and inset showing isolated local maxima.

Sequence AM+1 selects an arrangementπ such that
π(1), . . . , π(M) is a random permutation of
1, . . . ,M , andπ(M + 1) = M + 1.

Stationary agents For 2 � n � M , AM+1

sendsAπ(n) the addresses of sitesLπ(n−1),
Lπ(n+1). ToAπ(1), the master sends its own
address, the address ofLπ(2), and an empty
list of samples.Aπ(1) waits for a list of sam-
ples from the master, adds its local list of
samples to it and sends the result toAπ(2).
EachAπ(n) waits for a list of samples from
Aπ(n−1), 2 � n � M , adds its local list of
samples to it and sends the result toAπ(n+1).
The master waits for the list of samples from
Aπ(M), and sends it toAn, for 1 � n � M .

Mobile agents AgentAM+1 initializes an empty
list of samples and moves toLπ(1). When
residing at siteLπ(n) (1 � n � M ), AM+1

requests the local agentAπ(n) to locally send
the list of samples, adds it to the sum in its
data space, and moves toLπ(n+1). Finally
AM+1 sends the sum to all agentsAn, 1 �
n � M .

Star Assume agentAM+1 was designated as master.

Stationary agents AM+1 waits for the list of lo-
cal samples from each of theAn, 1 � n �
M , adds the lists and sends the result toAn,
for 1 � n � M .

Mobile agents For n = 1, . . . ,M agentAM+1

moves to siteLn, requests the local agent

An to locally send the list of samples, adds it
to the sum in its data space, and moves back
to LM+1.

Tree Assume site agentsAM+2, . . . , AM+H were des-
ignated as auxiliary helpers.AM+1 receives the
listLM+2, . . . , LM+H of helper sites and arranges
it into a tree, as described earlier in this section.
To minimize collusions,AM+1 sends each helper
agentAM+k only the references to its parent and
its children. If the agents are mobile,AM+1 also
sends each helper agentAM+k the references to
its siblings.

Stationary agents Every agentAM+k, 1 � k �
H , waits for the list of local samples from
all Aj residing at the children ofLM+k, and
adds the lists. ThenAM+k sends the result
to its parent, ifk > 1; the masterAM+1

sends the list toAn, for 1 � n � M .
Mobile agents Fork = 1, . . . , H , for every child

Lj of LM+k, agentAM+k moves toLj and
requests the local agentAj to locally send
the list of samples. It adds the list to the sum
in its data space, and moves back toLM+k.

The transmission complexity of KDEC under any
of the protocols above isO(hops · |{z ∈ Z

n ∩
R(z1, z2)}|), wherehops is the total number of hops
of the network.
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4.4. Issues of data security in KDEC

The various KDEC protocols transmit only density
estimates outside the physical data space of a site. How-
ever, avoiding network data transmission does not guar-
antee that data cannot be disclosed by appropriate tech-
niques. In fact, a large body of research in statistical
databases has been motivated by the observation that
many types of aggregates contain implicit information
that allows for data reconstruction, possibly obtained
by posing carefully designed sequences of aggregate
queries [6]. To the best of our knowledge, the problem
of data reconstruction from kernel density estimates has
not been investigated. Moreover, sites in open environ-
ments can be guaranteed neither to run provably correct
code nor to be secure, and they can release information
the protocol has been designed to hide. Finally, unse-
cured mobile agents are vulnerable to malicious servers
which attempt to tamper with their code and data to
their advantage [29,36]. Therefore, the security of the
approach must be carefully evaluated. In particular, the
following questions must be answered:

1. Are kernel density estimates secure, i.e., is it pos-
sible to disclose the original dataset from a kernel
density estimate computed on that dataset?

2. Can a site improve the accuracy of the data dis-
closure by exploiting knowledge available to all
sites taking part in the protocol?

3. Can a subset of the sites participating to an ex-
ecution of the protocol improve the accuracy of
their disclosure attempt by forming a coalition?

In the following, we will try to answer the questions
above and discuss the strengths and weaknesses of po-
tential countermeasures. Discussing security issues in
agent platforms is outside the scope of this work. We
assume authorization and authentication mechanisms
to run mobile code are secure and authenticated and se-
cure communication protocols between sites are used.
Consequently, a site always knows the sender or re-
ceiver of any message.

4.4.1. Inference attacks on kernel density estimates
In any of the proposed protocol, all parties learn

the global kernel density estimate. Even if all parties
strictly follow the protocol, the privacy of data is not
guaranteed unless it can be argued that density esti-
mates do not contain enough implicit information to
allow for reconstructing the data. Two techniques may
apply: Iterative disclosure and non-linear system solv-
ing.

Iterative disclosure A simple form of attack consists
in searching the density estimate or its derivatives for
discontinuities. For example, ifK(x) equalsw(x),
then the distance between discontinuities of the esti-
mate on the same axis equals the distance between data
objects on that axis. Therefore the relative positions of
objects are known. If the window widthh is known,
then all objects are known since every discontinuity is
determined by an object lying at distanceh from the
discontinuity, on the side where the estimate is greater.
Kernels whose derivative is not continuous, such as the
Epanechnikov kernel, allow for similar inferences. For
the general case, in [4] a simple algorithm has been
presented, which partially discloses the data by recon-
structing one object at the time.

Non-linear system solving Let g : Rd → R be ex-
tensionally equal to a kernel estimateϕ̂[D](x), that is,
(∀x ∈ R

d) g(x) = ϕ̂[D](x) holds, and letK andh be
known. The problem is to computex i, i = 1, . . . , N .
In an inference attack to a KDEC-based clustering,
g(x) will be a reconstructed estimate effectively com-
puted by the interpolation formula Eq. (7).

An attacker can selectNd space objectsyj and at-
tempt to solve a system of equations

N∑

i=1

K

(
1
h

(yj − xi)T (yj − xi)
)

= g(yi),

(8)
j = 1, . . . , Nd.

Although the resulting system of equations is non-
linear (assuming the normal kernel) and contains a large
number of unknowns, several efficient methods to solve
non-linear systems of equations have been proposed
in the literature [24]; therefore solving system Eq. (8)
is not necessarily unfeasible even for large datasets.
On the other hand, the accuracy and speed of conver-
gence of such methods still depend on the structure of
the problem at hand. Preliminary investigations have
shown that an attacker is likely to incur slow speed of
convergence or a large number of spurious solutions
when trying to solve systems like Eq. (8).

4.4.2. Protocol attacks
Even if one of the agents could disclose all data ob-

jects, by inference alone it could not discover at which
site a given reconstructed object resides. However, in
each of the protocols of Section 4.3, semi-honest [12]
or malicious behaviours by one agent or a coalition of
agents could substantially reduce the uncertainty about
the location of disclosed objects. In the following we
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describe potential attack scenarios in each of the pro-
tocols.

Sequence protocol In the sequence protocol with sta-
tionary agents, then-th agent in the arrangement
Aπ(n) knows the density estimate of the data at sites
Lπ(1), . . . , Lπ(n−1) and, by difference, the density es-
timate of the data atLπ(n+1), . . . , Lπ(M). Therefore
a semi-honest agent can infer the data objects but the
amount of information that is learned byAπ(n) on the
location of the objects depends on the position ofLπ(n)

in the arrangement. In particular, ifπ(n) = M − 1
or π(n) = 2, objects can be assigned toLπ(M) or
Lπ(1). To refine their knowledge, two malicious agents
Aπ(n−p), Aπ(n+1), 0 < p < n < M can collude and,
by difference, calculate the estimate of the union of
the datasets atLπ(n−p+1), . . . , Lπ(n). If p = 1, the
reconstructed objects can be assigned toLπ(n).

In the mobile agent case, the protocol is secure if
agents are assumed semi-honest, as the partial density
estimates are stored in the mobile agent’s data space
only. If local agents are potentially malicious, then
data and code of the mobile agent can be tampered
with and virtually all information that is learned by
the mobile agent at any site could be learned by some
malicious agent. For example, the malicious agent, say
Aπ(e), could read the summation of samples of already
visited sitesse−1(z) =

∑
1�k<e ϕ̂[Dπ(k)](z • τ ) for

all z ∈ R(z1, z2). Worse, the agent’s code could be
modified to forward toAπ(e) any local density estimate
obtained after visiting its site.

Example. Suppose the sequence protocol with mo-
bile agents is used. The master helper’s agentA9 ran-
domly selects the permutation5, 1, 4, 2, 6, 8, 3, 7 and
starts its navigation in the sequence. AssumeA1, A2,
A3 are malicious, i.e., they actively attempt to read the
data space ofA9 and tamper with its code, exploiting
privileged accounts in their respective sites.A1 reads
the samples ofL5 from A9’s data. Then, it forwards
the sum of its samples andL5 to A2. A2 reads the
cumulative samples of sitesL5, L1, L4 fromA9’s data,
and, by difference, learns the samples ofL4. Then,A2

forwards toA3 the sum of samples ofL5, L1, L4, L2,
and tampers with the code of the mobile agent, repro-
gramming it to keep a separate copy of the current sum
of samples, before adding the samples ofL8. A3 reads
the sum of samples of preceding sites fromA9 and the
separate copy, and learns the samples ofL6 andL8.
When the global sum is transmitted to all parties,A3

learns the samples ofL7.
Star protocol In the stationary case, the helper has
complete knowledge of the global density estimate and

the local density estimates. One or more data sites
could collude with the helper and have it send them
the local density estimates of each of the remaining
sites, from which local data could be inferred and cor-
rectly assigned. Without the collusion of the helper,
the malicious sites can only obtain the density estimate
of the remaining sites and infer the data without any
assignment (unless there are only two data sites).

In the mobile agent case, code tampering is use-
less as the agent code is loaded once and returns to
the originator immediately after collecting the samples.
As communications are assumed authenticated, a mali-
cious data site cannot impersonate the helper and send
the agent to another data site to collect the samples of its
local estimate. The attack scenario is therefore similar
to the stationary case.
Tree protocol In the stationary case, a helper site and
its children data sites form a star and the collusion
scenario of the previous paragraph applies. To infer
and assign data objects outside the local star, the mali-
cious agents must collude with other helper agents. For
instance, the malicious agents could collude with the
master helper to learn the structure of the tree, which is
not published, and thus attempt to collude with helpers
having data sites as children of their sites. Alterna-
tively, the malicious agents could attempt to set up a
path of colluded agents until a helper agent having data
sites as children of its site is encountered, by iteratively
asking the last colluded agent a reference to the parent
or a child. The scenarios in the mobile case are similar
(see the paragraph on the Star protocol).

Example. Assume the initiator has set the mini-
mum tree orderb to 3, and, therefore, has collected
3 auxiliary helpers:L10, L11, andL12. The master
helper’s agentA9 computes the tree and finds out that
one of the auxiliary helpers has exactly two children.
As b = 3, reassigning any data site is useless. Theref-
ere,A9 sets the tree orderb to 4 and recomputes the
tree. The tree has now the following edges:(L9, L10),
(L9, L11), (L9, L3), (L9, L7), (L10, L5), (L10, L1),
(L10, L4), (L10, L2), (L11, L6), (L11, L8). Again, an
auxiliary helper,L11, has exactly two children. In
this case, however, the parent of a data site, other than
L6, L8, can be changed toL11. Assume(L10, L2) is
changed to(L11, L2). Let us supposeA1, A2, A3 are
malicious. IfA1 andA2 collude withA10 andA11,
they learn the sample sums

∑
k∈{1,4,5} ϕ̂[Dk](z • τ ),∑

k∈{2,6,8} ϕ̂[Dk](z • τ ). By difference, the sample
sums

∑
k∈{4,5} ϕ̂(z•τ ),

∑
k∈{6,8} ϕ̂(z•τ ) are learned

by malicious agentsA1 andA2, respectively. When the
global sum of samples is returned to every agent, mali-
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cious agentA3 learns by difference the samples ofL7,
i.e.,ϕ̂[D7](z • τ ), for all z ∈ R(z1, z2). Therefore, if
the data objects can be reconstructed from the sample
sums above,D7, D4 ∪ D5, andD6 ∪ D8 are known
to the malicious agents. The agents cannot however
decide whether a reconstructed data object inD4 ∪D5

belongs toL4 or L5, and whether a reconstructed data
object inD6 ∪ D8 belongs toL6 or L8.

4.4.3. Countermeasures
The attacks in Sections 4.4.1 and 4.4.2 exploit two

types of vulnerabilities: (i) given a kernel density es-
timate, data objects are reconstructible and (ii) partial
density estimates are not secured against semi-honest
or malicious agents. Countermeasures to these attacks
which may apply have been investigated in the litera-
ture on both Secure Multiparty Computation and Mo-
bile Cryptography.
Secure multiparty computation The goal ofSecure
Multiparty Computation (SMC) [12] is to allow two
or more parties to compute the value of a function on
an input which is distributed among the parties in such
a way that at the end of the computation each party
knows nothing except the value of the function and its
own input. A simple SMC technique which can be
applied to KDEC with the sequential protocol isSecure
Sum [3]: For allz ∈ R(z1, z2), the helper agentAM+1

generates randomlyr(z) ∈ [0, 1] and sendsr(z) to
Aπ(1). For1 � n � M , agentAπ(n) receivesvn−1 =(
r(z)+sn−1(z)) mod 1 and sends toAπ(n+1) the value

vn =
(
r(z) + sn(z)

)
mod 1=

(
r(z) + sn−1(z) +

ϕ̂[Dπ(n)](z • τ )
)

mod 1=
(
vn−1 + ϕ̂[Dπ(n)](z • τ )

)

mod 1. Finally,AM+1 sends toAπ(n), 1 � n �
M , the differencevM − r(z). Both in the stationary
and mobile protocol,Aπ(n), 1 � n � M + 1, learns
nothing about the density estimate of the other sites or
group of sites, even if agents are malicious, since the
samples of partial estimates that are moved between
sites are uniformly distributed in[0, 1]. (The list of
samples of the global density estimate is the result of the
computation and is known by all sites, independent of
the way it is computed.) Consequently, in the stationary
case a semi-honest agent cannot assign reconstructed
objects, independent of its position in the arrangement.

The secure sum is vulnerable to collusion attacks.
Agents can easily learn their relative positions in the
arrangement by comparing successors and predeces-
sors, and colluded agentsAπ(n−1) andAπ(n+1) can
easily computêϕ[Dπ(n)](z • τ ) by comparingvn an
vn−1. Dividing eachr(z) into shares and permut-
ing the arrangement for each share prevents malicious

agents from having the same neighbour [3]. Obviously,
since the crucial secretsr(z) are generated by the mas-
ter helper’s agent, any security failure of the master
helper or collusion of its agent makes the Secure Sum
approach useless.

In the mobile agent case, the above type of collusion
is not possible as long as the mobile agent keeps its
path secret. However, when the mobile agent moves to
a new site, the destination address must be shared with
the host.
Mobile cryptography In [29] Sander and Tschudin in-
troduce the term “mobile cryptography” to denote fully
software based cryptographic solutions to the prob-
lem of designing secure mobile programs, and de-
fine two basic scenarios: Computing with Encrypted
Data (CED) and Computing with Encrypted Functions
(CEF). In the CED scenario, Alice wants to know the
output of Bob’s private algorithm for functionf on her
private inputx; nothing else must be learned by Alice
or Bob. In the CEF scenario, Alice wants to know the
output of her private algorithm for functionf at Bob’s
private inputx; nothing else must be learned by Alice
or Bob. It turns out that, whenf is a polynomial, both
CED and CEF can be implemented using aHomomor-
phic Encryption Scheme (HES). An algebraic HES is
an encryption functionE : R → S, whereR andS are
rings, such thatE(x♦y) can be efficiently computed
from E(x) andE(y), where♦ is a ring operation.

As density estimate samples are summed, in the se-
quel we assumeE to be only additively homomorphic,
that is, there exists an efficient algorithmPlus to com-
puteE(x + y) fromE(x) andE(y). A CED approach
in KDEC applies naturally both to the sequential pro-
tocol with mobile agents and the star protocol with sta-
tionary agents, as follows. AgentAn, 1 � n � M ,
sendsE

(
ϕ̂[Dn](z•τ )

)
to the agent which computes the

partial sum of samples, i.e.AM+1. Algorithm Plus
must be made known toAM+1 in advance, e.g. by
A1. The helperAM+1 usesPlus to sum encrypted
samples: E

(
sM (z)

)
= E

(∑M
k=1 ϕ̂[Dk](z • τ )

)
=

Plus
(
E(ϕ̂[D1](z•τ )), Plus(. . . , E(ϕ̂[DM ](z•τ )))

)
.

Finally AM+1 sendsE
(
sM (z)

)
to all agentsAn,

1 � n � M . Such implementation of CED in KDEC
effectively hides the samples from the helper agent,
however it is not effective against collusions between
the helper and malicious agents, asE must be known
by all An, which could decrypt any set of samples ma-
liciously forwarded byAM+1.

4.4.4. Untrustworthy helpers
Recently, we have witnessed increasing interest to-

wards trustworthiness and referrals as a means to ascer-
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Fig. 7. Graph of the upper bound onP (m, b) (p = 0.2, M = 1024).

tain the degree of trustworthiness of an agent [37,38].
In the following we assume the agent community sup-
ports referrals about an agent’s reputation as a helper.
We model a helper’sreputation as a binary random
variable with probabilityp and1 − p, wherep is the
probability that the helper will behave as untrustworthy
in the forthcoming interaction. We assume thatp can
be derived from referrals during the initial negotiation
phase.

One way to measure the risk of data privacy infringe-
ment in KDEC is the probabilityP (m) that an agent’s
local data are not protected against at leastm other par-
ticipating agents. If only one helper is used, it is appar-
ent thatP (m) = p, for everym. If the helpers and the
site agents are arranged to form a completeb-ary tree,
it is not difficult to see thatP (m, b) � p�logb(m+1)	.
Such an upper bound decreases withm and increases
with b according to intuition (see Fig. 7), however, it is
worth noting that the lowerb, the higher the chance that
an agent could incur coalition attacks. Notably, the best
performance against untrustworthiness is obtained by
a binary tree, which should always be rejected by any
site agent since it gives complete information to each
member of any pair of siblings in the tree about the
other member’s density estimate. Techniques to find a
trade-off are under investigation.

5. Related work

Only a few approaches to solve the problem of ho-
mogeneous distributed data clustering are available to
date.

In [21] a solution to the problem of homogeneous
distributed clustering under an information theoretic
privacy constraint is proposed.

A global probabilistic model of the data is built
by combining the parameters of the models computed
at the different sources. The approach differs from
ours in that a particular parametric family of models
must be assumed, whereas the KDEC scheme is non-
parametric.

In [33] thek-windows approach to data clustering is
extended to handle the distributed case. Initially, the
k-windows algorithm is executed locally at every data
site. Then the generated windows are sent to a central
node which is responsible for the final merging of the
windows and the construction of global clusters.

In [19] the abstract KDEC scheme is described in
more detail. However, its agent implementations and
their security issues are not discussed. A shorter ver-
sion of the present paper is contained in [20]. Possi-
ble agent implementations of the KDEC scheme are
briefly sketched and the possibility of inference attacks
on kernel estimates is suggested. The impact of un-
trustworthy helpers is also considered. However, no
countermeasures have been proposed. An algorithm
to perform an inference attack on a kernel estimate is
presented in [4]. It has been experimentally proven that
the algorithm effectively recovers objects located in the
tails of a kernel estimate.

6. Conclusion and future work

The ever growing amount of data that are stored
in distributed form over networks of heterogeneous
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and autonomous sources poses several problems to re-
search in knowledgediscovery and data mining, such as
communication minimization, autonomy preservation,
scalability, and privacy protection. In this paper, we
have reviewed prominent approaches in the literature
and discussed the benefits that agent-based data min-
ing architectures provide in coping with such problems,
and the related issues of data security and trustwor-
thiness. We have presented a scheme for agent-based
distributed data clustering based on density estimation,
which exploits information theoretic sampling to min-
imize communications between sites and protect data
privacy by transmitting density estimation samples in-
stead of data values outside the site of origin. Potential
privacy violations due to inference and coalition attacks
and issues of trustworthiness have been discussed. On-
going research will focus in particular on the investi-
gation of inference attacks on kernel density estimates
exploiting recent advances in numerical methods for
the solution of non-linear systems of equations, and the
analysis of risks of security and privacy violations in
DDM environments. Finally, it is planned to imple-
ment a multiagent system for KDEC-based homoge-
neous DDC able to work in peer-to-peer networks and
grid computing systems.
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Abstract. In this chapter, we provide some first thoughts on, and pre-
liminary answers to the question how intelligent software agents could
take most advantage of the potential of quantum computation and com-
munication, once practical quantum computers become available in fore-
seeable future. In particular, we discuss the question whether the adop-
tion of quantum computational and communication means will affect the
autonomy of individual and systems of agents. We show that the ability
of quantum computing agents to perform certain computational tasks
more efficient than classically computing agents is at the cost of limited
self-autonomy, due to non-local effects of quantum entanglement.

1 Introduction

Quantum computing technology based on quantum physics promises to eliminate
some of the problems associated with the rapidly approaching ultimate limits
to classical computers imposed by the fundamental law of thermodynamics. Ac-
cording to Gordon Moore’s first law on the growth rate of classical computing
power, and the current advances in silicon technology, it is commonly expected
that these limits will be reached around 2020. By then, the size of microchip com-
ponents will be on the scale of molecules and atoms such that quantum physical
effects will dominate, hence irrevocably require effective means of quantum com-
putation.
Quantum physics has been developed in the early 1920’s by physicists and Nobel
laureates such as Max Planck, Niels Bohr, Richard Feynman, Albert Einstein,
Werner Heisenberg, and Erwin Schrödinger. It uses quantum mechanics as a
mathematical language to explain nature at the atomic scale. In quantum me-
chanics, quantum objects including neutrons, protons, quarks, and light particles
such as photons can display both wave-like and particle-like properties that are
considered as complementary. In contrast to macroscopic objects of classical
physics, any quantum object can be in a superposition of many different states
at the same time that enables for quantum parallelism. In particular, it can ex-
hibit interference effects during the course of its unitary evolution, and can be
entangled with other spatially separated quantum objects such that operations
on one of them may cause non-local effects that are impossible to realize by
means of classical physics.
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It has been proven that quantum computing can simulate classical computing.
However, the fundamental raison d’être of quantum computation is the fact
that quantum physics appears to allow one to transgress the classical boundary
between polynomial and exponential computations [25]. Though there is some
evidence for that proposition, only very few practical applications of quantum
computing and communication have been proposed so far including quantum
cryptography [5].
Quantum computing devices have been physically implemented since the late
1990’s by use of, for example, nuclear magnetic resonance [43], and solid state
technologies such as that of neighbouring quantum dots implanted in regions
of silicon based semiconductor on the nanometer scale [27]. As things are now,
they work for up to several tens of qubits. Whether large-scale fault-tolerant and
networked quantum computers with millions of qubits will ever be built remains
purely speculative at this point. Though, rapid progress and current trends in
nanoscale molecular engineering, as well as quantum computing research car-
ried out at research labs across the globe could make it happen to let us see
increasingly sophisticated quantum computing devices in the era 2020 to 2050.
This leads, in particular, to the question how intelligent software agents [46,
45] could take most advantage of the potential of quantum computation and
communication, once practical quantum computers are available. Will quantum
computational agents be able to outperform their counterparts on classical von-
Neumann computers? What kinds of architectures and progamming languages
are required to implement them? Does the adoption of quantum computational
and communication means affect the autonomy of individual and systems of
agents? This chapter provides some first thoughts on, and preliminary answers
to these questions based on known fundamental and recent results of research
in quantum computing and communication. It is intended to help bridging the
gap between the agent and quantum research community for interdisciplinary
research on quantum computational intelligent agents.
In sections 2 and 3, we briefly introduce the reader to the basics of quantum
information, computation and communication in terms of quantum mechanics.
For more comprehensive and in-depth introductions to quantum physics, and
quantum computation we refer the interested reader to, for example, [12], re-
spectively, [33, 23, 42, 1]. [17] provides a well-readable discussion of alternative
interpretations of quantum mechanics. Readers who are familiar with the sub-
jects can skip these sections. In section 4, we outline an architecture for a hy-
brid quantum computer, and propose a conceptual architecture and examples of
quantum computational agents for such computers in section 5. Issues of quan-
tum computational agent autonomy are discussed in section 6.

2 Quantum Information

Quantum computation is the extension of classical computation to the processing
of quantum information based on physical two-state quantum systems such as
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photons, electrons, atoms, or molecules. The unit of quantum information is the
quantum bit, the analogous concept of the bit in classical computation.

2.1 Quantum Bit

Any physical two-state quantum system such as a polarized photon can be used
to realize a single quantum bit (qubit). According to the postulates of quantum
mechanics, the state space of a qubit ψ is the 2-dimensional complex Hilbert
space H2 = C

2 with given orthonormal computational basis in which the state
|ψ > is observed or measured1. The standard basis of qubit state spaces is
{|0 >, |1 >} with coordinate representation |0 >= (1, 0)t, and |1 >= (0, 1)t. Any
quantum state |ψ > of a qubit ψ is a coherent superposition of its basis states

|ψ >= α0|0 > +α1|1 > (1)

where the probability amplitudes α1, α2 ∈ C satisfy the normalization require-
ment |α0|2 + |α1|2 = 1 for classical probabilities p(|ψ >= |0 >) ≡ p(0) = |α1|2,
respectively, p(|ψ >= |1 >) ≡ p(1) = |α2|2 of the occurrence of alternative basis
states 2. The decision of the physical quantum system realizing the qubit on
one of the alternatives is made non-deterministically upon irreversible measure-
ment in the standard basis. It reduces the superposed qubit state to the bit
states ’0’ and ’1’ in classical computing. This transition from the quantum to
the observable macroscopic world is called quantum decoherence.

2.2 Quantum Bit Register

A n-qubit register ψ = ψ1...ψn of n qubits ψi, i ∈ {1, ..n} is an ordered, composite
n-quantum system. According to quantum mechanics, its state space is the n-

folded tensor (Kronecker) product H⊗n
2 =

n︷ ︸︸ ︷
H2 ⊗ ... ⊗ H2 of the (inner product)

state spaces H2 of its n component qubits. Each of the 2n n-qubit basis states
|xi >, xi ∈ {0, 1}n of the register can be viewed as the binary representation of
a number k between 0 and 2n − 1. Any composite state of a n-qubit register is
in a superposition of its basis states

|ψ >= |ψ1ψ2...ψn >=
2n−1∑

k=0

αk|k >,

2n−1∑

k=0

|αk|2 = 1 (2)

1 Paul Dirac’s bra-ket notation < ψ| = (α1, ..., αk)T (bra) and |ψ >= (α∗
1, , ..., α

∗
k)

(ket) with complex conjugates α∗
i , i ∈ {1, .., k} is the standard notation for system

states in quantum mechanics. The inner product of quantum state vectors in Hk is
defined as < ψ1|ψ2 >= (α∗

i )i∈{1,..,k} ⊗ (βi)i∈{1,..,k} =
Pk

i=1 α∗
i βi. The orthonormal

basis of Hk can be chosen freely, but if fixed refers to one physical observable of the
quantum system ψ such as position, momentum, velocity, or spin orientation of a
polarized photon, that can take k values.

2 In contrast to physical probabilistic systems, a quantum system can destructively
interfere with itself which can be described by negative amplitude values.
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As the state of any n- and m-qubit register can be described by 2n, respectively,
2m amplitudes, any distribution on the joint state space of the n + m-qubit
register takes 2n+m amplitudes. Hence, in contrast to classical memory, quantum
memory increases exponentially in the size of the number of qubits stored in a
quantum register. It can be doubled by adding just one qubit.

2.3 Measurement of Qubits

Measurement of a n-qubit register ψ in the standard basis yields a n-bit post-
measurement quantum state |ψk > with probability |αk|2. Measurement of the
first z < n qubits corresponds to the orthogonal measurement with 2z projectors
Mi = |i >< i| ⊗ I2n−z , i ∈ {0, 1}z which collapses it into a probabilistic classical
bit vector, yielding a single state randomly selected from the exponential set of
possible states3. Measurement of the individual qubit ψm of a n-qubit register
ψ = ψ1...ψm...ψn, n ≥ m in compound state |ψ >=

∑2n−1
i=0 ci|i1..in > with

measurement operator Mm will give the classical outcome xm ∈ {0, 1} with
probability p(xm) =

∑
i1..in

|ci1..im−1xim+1..in |2 =< ψ|M∗
mMm|ψ >, and post-

measurement state is

|ψ >′ =
1√

p(xm)

∑

i1..im−1im+1..in

ci1..im−1xim+1..in |i1..im−1xim+1..in >

where ci1..im−1xim+1..in denote the amplitudes of those 2n alternatives for which
x could be observed as state value of the m-th qubit of ψ upon measurement. In
general, the post-measurement quantum state |ψk >′ of |ψk > is Mm|ψk>√

<ψ|M∗
mMm|ψ>

.

2.4 Unitary Evolution of Quantum States

According to the postulates of quantum mechanics, the time evolution of any
n-qubit register, n ≥ 1, is determined by any linear, unitary4 operator U in the
2n-dimensional Hilbert space H⊗n

2 . The size of the unitary matrix of a n-qubit
operator is 2n × 2n, hence exponential in the physical size of the system. Since
any unitary transformation U has an inverse U−1 = U∗, any non-measuring
quantum operation is reversible, its action can always be undone. Measurement
of a qubit ψ is an irreversible operation since we cannot reconstruct its state
|ψ > from the observed classical state after measurement.

3 According to the standard interpretation of quantum mechanics it is meaningfully to
attribute a definite state to a qubit only after a precisely defined measurement has
been made. Due to Heisenberg’s uncertainty principle complementary observables
such as position and momentum cannot be exactly determined at the same time.

4 Unitarity preserves the inner product (< φ|U∗U |ψ >), similar to a rotation of the
Hilbert space that preserves angles between state vectors during computation.
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2.5 Entangled Qubits

Entangled n-qubit register states cannot be described as a tensor product of
its component qubit states. Central to entanglement is the fact that measuring
one of the entangled qubits can affect the probability amplitudes of the other
entangled qubits no matter how far they are spatially separated. Such kind of
non-local or holistic correlations between qubits captures the essence of the non-
locality principle of quantum mechanics which has been experimentally verified
by John Bell in 1964 [3] but is impossible to realize in classical physics.

Example 2.1: Entangled qubits

Prominent examples of entangled 2-qubit are the Bell states

|ψ+ > =
1√
2
((|01 > +|10 >), |φ+ >=

1√
2
((|00 > +|11 >),

|ψ− > =
1√
2
((|01 > −|10 >), |φ− >=

1√
2
((|00 > −|11 >)

The Bell state |φ+ >= ( 1√
2
, 0, 0, 1√

2
) is not decomposable. Otherwise we could find

amplitudes of a 2-qubit product state (α11|0 > +α12|1 >)(α21|0 > +α22|1 >) =
α11α21|00 > +α11α22|01 > +α12α21|10 > +α12α22|11 > such that α11α21 = 1√

2
,

α11α22 = 0, α12α21 = 0 and α12α22 = 1√
2

which is impossible. We cannot reconstruct
the total state of the register from the measurement outcomes of its component qubits.
|φ+ > can be produced by applying the conditioned-not 2-qubit operator Mcnot =
((1, 0, 0, 0), (0, 1, 0, 0), (0, 0, 0, 1), (0, 0, 1, 0)) to the separable register state |ψ1ψ2 >=
1√
2
(|00 > +|10 >).
Suppose we have measured 0 as definite state value of the second qubit in state

|φ+ >≡ a|00 > +b|01 > +c|10 > +d|11 >≡ (a, b, c, d) with amplitudes normal-
ized to 1. The corresponding measurement operator is the self-adjoint, non-unitary
projector M2:0 = ((1, 0, 0, 0), (0, 0, 0, 0), (0, 1, 0, 0), (0, 0, 0, 0)), which yields the out-
come 0 or 1 with equal probability, for example, p(0) = < φ+|M∗

2:0M2:0|φ+ >=

( 1√
2
, 0, 0, 1√

2
)( 1√

2
, 0, 0, 0)t = 1

2
, and the post-measurement state |φ+ >′= M2:0|ψ>√

<ψ|M2:0|ψ>

=
( 1√

2
,0,0,0)√
1/2

=
√

2( 1√
2
, 0, 0, 0) = (1, 0, 0, 0) = |00 > �= a|00 > +c|10 >.

That means, measurement of the second qubit caused also the entangled first qubit

to instantaneously assume a classical state without having operated on it.

◦
Pairs of entangled qubits are called EPR pairs with reference to the associated

Einstein-Podolsky-Rosen (EPR) thought experiment [20]. The non-local effect of
instantaneous state changes between spatially separated but entangled quantum
states upon measurement belongs to the most controversial issue and debated
phenomenon of quantum physics, and caused interesting attempts of developing
a quantum theory of the humand mind and brain [39, 38]. Entanglement links
information across qubits, but does not create more of it [22], nor does it allow
to communicate any classical information faster than light.

Entangled qubits can be physically created either by having an EPR pair
of entangled particles emerge from a common source, or by allowing direct in-
teraction between the particles, or by projecting the state of two particles each
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from different EPR pairs onto an entangled state without any interaction be-
tween them (entanglement swapping) [12]. Entanglement of qubits is considered
as one essential feature of, and resource for quantum computation and quantum
communication [25, 11].

3 Quantum Computation and Communication

The quantum Turing machine model [37], and the quantum circuit model [18]
are equivalent models of quantum computation. In this paper, we adopt the
latter model.

3.1 Quantum Logic Gates and Circuits

A n-qubit gate is a unitary mapping in H⊗n
2 which operates on a fixed number of

qubits (independent of n) given n input qubits. Most quantum algorithms to date
are described through a quantum circuit that is represented as a finite sequence
of concatenated quantum gates. Basic quantum gates are the 1-qubit Hadamard
(H) and Pauli (X, Y, Z) gates, and the 2-qubit XOR, called conditioned not
(CNOT), gate. These operators are defined by unitary matrices as follows

MH =
1√
2
((1, 1), (1,−1))

MCNOT = ((1, 0, 0, 0), (0, 1, 0, 0), (0, 0, 0, 1), (0, 0, 1, 0))
MX = ((0, 1), (1, 0)), MZ = ((1, 0), (0,−1)), MY = ((0,−i), (i, 0))

The Hadamard gate creates a superposed qubit state for standard basis states,
demonstrates destructive quantum interference if applied to superposed quan-
tum states (MH( 1√

2
(|0 > +|1 >)) = |0 >), and can be physically realized, for

example, by a 50/50-beamsplitter in a Mach-Zehnder interferometer [12]. The
CNOT gate flips the second (target) qubit if and only if the first (control) qubit
is in state |1 >. The quantum circuit consisting of a Hadamard gate followed by
a CNOT gate creates an entangled Bell state for each computational basis state.
The X gate is analogous to the classical bit-flip NOT gate, and the Z gate flips
the phase (amplitude sign) of the basis state |1 > in superposition. Other com-
mon basic qubit gates include the NOP, S, and T gates for quantum operations
of identity, phase rotation by π/4, respectively π/8. The set {H, X, Z, CNOT,
T} is universal [33].

3.2 Quantum Vs. Classical Computation

The constraint of unitary evolution of qubit states yields a generalization of
the restriction of classical (Turing machine or logic circuit based) models of
computation to unitary, hence reversible computation [4]. It has been shown
that each classical algorithm computing a function f can be converted into an
equivalent quantum operator Uf with the same order of efficiency [49, 1], which
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means that quantum systems can imitate all classical computations. However,
the fundamental raison d’être of quantum computation is the expectation that
quantum physics allows one to do even better than that.

The linearity of quantum mechanics gives rise to quantum parallelism that
allows a quantum computer to simultaneously evaluate a given function f(x)
for all inputs x by applying its unitary transformation Uf : |x > |0 > �→ |x >
|0 ⊕ f(x) >= |x > |f(x) > to a suitable superposition of these inputs such that

Uf



 1√
2n

∑

x∈{0,1}n

|x > |0 >



 =
1√
2n

∑

x∈{0,1}n

|x > |f(x) > (3)

Though this provides, in essence, not more than classical randomization, if com-
bined with the effects of quantum interference such as in the Deutsch-Josza
algorithm ([33], p.36) and/or quantum entanglement [11] it becomes a funda-
mental feature of many quantum algorithms for speeding-up computations. The
basic idea is to compute some global property of f by just one evaluation based
on a combination of interfered alternative values of f , whereas classical prob-
abilistic computers only can evaluate different but forever mutually excluding
alternative values of f with equal probability.

In general, quantum algorithms appear to be best at problems that rely on
promises or oracle settings, hence use some hidden structure in a problem to find
an answer that can be easily verified through, for example, means of amplitude
amplification. Prominent examples include the quantum search developed by
Grover (1996) for searching sets of n unordered data items [21], and the quan-
tum prime factorization of n-bit integers developed by Shor (1994) [41] with
complexity of O(

√
n), respectively, O(n3) time, which is a quadratic and expo-

nential speed-up compared to the corresponding classical case. It is not known to
date whether quantum computers are in general more powerful than their classi-
cal counterparts 5. However, it is widely believed that the existence of an efficient
solution of the NP-hard problem of integer prime factoring using the quantum
computation model [41], as well as the quadratically speed up of classical solu-
tions of some NP-complete problems such as the Hamiltonian cycle problem by
quantum search ([33], p.264), provides evidence in favor of this proposition.

3.3 Quantum Communication Models

In this paper, we consider the following models of quantum based communication
between two quantum computational agents A and B.

5 In terms of the computational complexity classes P , BPP , NP , and PSPACE
with P ⊆ NP ⊆ PSPACE, it is known that P ⊆ QP , BPP ⊆ BQP , and BQP ⊆
PSPACE [10]. QP and BQP denote the class of computational problems that can
be solved efficiently in polynomial time with success probability of 1 (exact), or
at least 2/3 (bounded probability of error), respectively, on uniformly polynomial
quantum circuits.
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1. QCOMM-1. Agents A and B share entangled qubits and use a classical
channel to communicate.

2. QCOMM-2. Agents A and B share entangled qubits and use a quantum
channel to communicate.

3. QCOMM-3. Agents A and B share no entangled qubits and use a quantum
channel to communicate.

QCOMM-1: Quantum teleportation of n qubits with 2n bits. The standard pro-
cess of teleporting a qubit φ from agent A to agent B based on a shared EPR pair
ψ1ψ2 and classical channel works as follows [7]. Suppose agent A (B) keeps qubit
ψ1 (ψ2). A entangles φ with ψ1 by applying the CNOT, and the Hadamard gate
to the 2-qubit register [φψ1] into one of four Bell states |φψ1 >. It then sends
the measurement outcome (00, 10, 01, or 11) to agent B through a classical
communication channel at the cost of two classical bits. Only upon receipt of
A’s 2-bit notification message, agent B is able to create |φ > by applying the
identity or Pauli operator gates to its qubit ψ2 depending on the content of the
message (00: I, 01: X; 10: Z; 11: XZ) 6.

QCOMM-2: Quantum dense coding of n-bit strings in n/2 qubits. Agent A dense
codes each of consecutive pairs of bits b1b2 at the cost of one qubit as follows [8].
Suppose agent A (B) keeps qubit ψ1 (ψ2) of shared EPR pair in entangled Bell
state |ψ >= |ψ1ψ2 >= 1√

2
(|00 > +|11 >). According to prior coding agreement

with B, agent A applies the identity or Pauli operators to its qubit depend-
ing on the 2-bit message to be communicated (for example, 00: I ⊗ I|ψ >, 01:
X ⊗ I|ψ >, 11: Z ⊗ I|ψ >, 10: (XZ)t ⊗ I|ψ >) which results in one of four
Bell states |ψ >′ and physically transmits the qubit ψ1 to B. Upon receipt of
ψ1, agent B performs MCNOT |ψ >′ yielding separable state |γ0γ1 >, applies
the Hadamard operation to the first qubit MH |γ0 >= |δ0 > and decodes the
classical 2-bit message depending on measured states of δ0γ1 (e.g., δ0γ1 = 00:
00, 01: 01, 11: 10, 10: 11).

A fundamental result in quantum information theory by Holevo (1973) [24]
implies that by sending n qubits one cannot convey more than n classical bits of
information. However, for every classical (probabilistic) communication problem
[48] where agents exchange classical bits according to their individual inputs
and then decide on an answer which must be correct (with some probability),
quantum protocols where agents exchange qubits of communication are at least
as powerful [31].

6 Due to (Bell state) measurement of |φψ1 > agent A lost the original state |φ >
to be communicated. However, since ψ1 and ψ2 were entangled, this measurement
instantaneously affected the state of B’s qubit ψ2 (cf. Ex. 2.1) such that B can
recover |φ > from |ψ2 >.
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4 Quantum Computers

All known quantum algorithms require the determinism and reliability of clas-
sical control for the execution of suitable quantum circuits consisting of a fi-
nite sequence of quantum gates and measurement operations. Figure 1 shows a
master-slave architecture of a hybrid quantum computer based on proposals in
[35] and [9] in which classical signals and processing of a classical machine (CM)
are used to control the timing and sequence of quantum operations carried out
in a quantum machine (QM).

The QM consists of quantum memory, quantum processing unit (QPU) with
error correction, quantum bus, and quantum device controller (QDC) with inter-
face to the classical machine (CM). The classical machine consists of a CPU for
high-level dynamic control and scheduling of the QM components, and mem-
ory that can be addressed by both classical and quantum addressing schemes
(e.g., [9] p.20, [33] p.268). Quantum memory can be implemented as a lattice of
static physical qubits, which state is factorized in tensor states over its nodes7.
Qubit states can be transported within the QM along point-to-point quantum
wires either via teleportation (cf. section 3.3), or chained quantum swapping and
repeaters [36]8.

A few quantum programming languages (QPL) for hybrid quantum comput-
ers exist, such as the procedural QCL [34], and QL [9], and the functional qpl [40].
A QPL program contains high-level primitives for logical quantum operations,
interleaved with classical work-flow statements. The QPL primitives are com-
piled by the CPU into low-level instructions for qubit operators that are passed
to and then translated by the QDC to physical qubit (register) operations which
are executed by the QPU. The QPU performs scheduled sequences of measure-
ment and basic qubit operations from a universal set of 1- and 2-qubit quantum
gates (cf. section 3.1) with error correction9 to minimize quantum decoherence
caused by imperfect control over qubit operations, measurement errors, num-
ber of entangled qubits, and the pysical limits of the quantum systems such as
nuclear spins used to realize qubits [19]. The QM returns only the results of
quantum measurements to the CM.

7 According to the no-cloning theorem of quantum computing [47], a qubit state cannot
be perfectly copied unless it is known upon measurement. Thus, no backup copies
of quantum data can be created in due course of quantum computation.

8 In short quantum wires a qubit state can be progressively swapped between pairs of
qubits in a line, where each qubit is represented, for example, by the nuclear spin of
a phosporus atom implanted in silicon (quantum dot). Each swap operation along
this line of atoms is realized by three back-to-back CNOT gates.

9 According to the threshold theorem of quantum computing[28, 2], scalable quantum
computers with faulty components can be built by using quantum error correction
codes as long as the probability of error of each quantum operation is less than 10−4.
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Fig. 1. Master-slave architecture of a hybrid quantum computer.

5 Agents on Quantum Computers

5.1 QC Agents

A quantum computational agent (QCA) extends an intelligent software agent by
its ability to perform both classical, and quantum computing and communication
on a quantum computer to accomplish its goals individually, or in joint inter-
action with other agents. QC agents on hybrid quantum computers are coded
in an appropriate QPL. The deliberative component of a QC agent uses sensed
input, beliefs, actions, and plans that are classically or quantum coded depend-
ing on the kind of respective QPL data types and statements. The QPL agent
program is executed on both the classical and the quantum machine in an in-
terleaved master-slave fashion using the QPL interface of the quantum machine
(cf. section 4).

QC agents are supposed to exploit the power of quantum computing to re-
duce the computational complexity of certain problems, where appropriate. For
example, a quantum computational information agent (QCIA) is a special kind
of QC agent which extends an intelligent information agent on a classical com-
puter [29] by its ability to perform quantum computation and communication
for information search and management tasks. How can a QCIA exploit oracle-
based quantum search algorithms for searching local data or knowledge bases?
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Local quantum based search. Suppose a QCIA has to search its local unstruc-
tured classical database LDB with N = 2n l-bit data entries dx each of which is
indexed by value x = 0...N − 1 for given l-bit input s and search oracle O with
1 ≤ M ≤ N solutions. The oracle is implemented by an appropriate quantum
circuit Uf that checks whether the input is a solution to the search problem
(f(x) = 1 if dx = s, else f(x) = 0). No further structure to the problem is given.
Any classical search would take an average of O(N/M) oracle calls to find a
solution. Using Grover’s quantum search algorithm [21] the QCIA can do the
same in O(

√
N/M) time. The basic idea is that (a) the search is performed on a

logN -qubit index register |x > which state is in superposition of all N = 2n in-
dex values x10, and (b) the oracle O marks the M solutions (|x >→ (−1)f(x)|x >
with f(x) = 1 if dx = s, 0 else) which are amplified to increase the probability
that they will be found upon measurement of the index register after O(

√
N/M)

iterations. Type and cost of each oracle call (matching operation Uf) depends on
the application. Implementation of the search uses n-qubit index, l-qubit data
and input, and 1-qubit oracle register of the QPU. Like in the classical search,
we need a quantum addressing scheme ([33] p.268) with O(logN) per operation
to access, load, and restore indexed data dx to the data register, and recreate
respectively measured index states |x > for further processing.

10 The initial superposed index state |x > is created by n-folded Hadamard operation
(H⊗n|0 >= 1√

2n

P
i∈{0,1}n |i >).
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Local quantum based matchmaking is a special case of local quantum search
for binary coded service descriptions. The type of service matching depends
on the implemented search oracle. We assume that both service requests and
service ads are encoded in the same way to allow for meaningful comparison by
a quantum computational matchmaker agent. Componentwise quantum search
with bounded rather than exact success probability for partial matching could
be used for syntactic but not semantic service matching such as in LARKS [44].

5.2 QC Multi-Agent Systems

A quantum computational multi-agent system (QCMAS) is a multi-agent sys-
tem that consists of both classical and quantum computing agents which can
interact to jointly accomplish their goals. A pure QCMAS consists of QC agents
only. QCMAS which members cannot interact with each other using a quantum
communication model (cf. section 3.3) are called type-I QCMAS, and type-II
QCMAS otherwise. QC agents of type-I or type-II QCMAS are called type-I QC
agents, respectively, type-II QC agents.

Inter-agent communication between type-I QC agents bases on the use of
classical channels without sharing any EPR pairs. None of the quantum com-
munication models is applicable. As a consequence, quantum computation is
performed locally at each individual agent. In addition, type-II QC agents can
use quantum communication models which cannot be simulated in any type-I
QCMAS. It is assumed that type-II QC agents share a sufficient number of EPR
pairs, and have prior knowledge on used quantum coding operations for this
purpose. Any QC agent communicates appropriate speech-act based messages
via classical channels to synchronize its actions, if required. Messages related to
quantum communication between type-II QC agents concern, for example, the
notification in quantum teleportation (QCOMM-1), the prior agreement on the
order of operations in quantum dense coding (QCOMM-2), and the semantics
of qubits (QCOMM-3).
What are the main benefits of QCMAS? In certain cases, QCMAS can be com-
putationally more powerful than any MAS by means of properly designed and
integrated QC agents. The main challenge is the development of application-
specific quantum algorithms that can do better than any classical algorithm.

Quantum-based communication between type-II QC agents is inherently se-
cure. Standard quantum teleportation (QCOMM-1) ensures data integrity, since
it is impossible to deduce the original qubit state from eavesdropped 2-bit no-
tification messages of the sender without possessing the respective entangled
qubit of the receiver. Quantum dense coding (QCOMM-2) is secure, since any
quantum operation on the physically transmitted qubit in any of the four Bell
states takes the same value. The physical transmission of qubits via a quantum
channel (QCOMM-3) is secure due to the no-cloning theorem of quantum me-
chanics, a fact that is also used in quantum key distribution [5]. Any attempt of
eavesdropping will reckognizably interfere with the physical quantum states of
transmitted qubits.
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Finally, certain communication problems [48], that is the joint computation
of some boolean function f minimizing the number of qubits to communicate
for this purpose, can be solved more efficiently by type-II QC agents. In gen-
eral, it has been proven in [15] that the gap between bounded-error (zero-error)
classical and (exact) quantum communication complexity is near quadratic (ex-
ponential), and that each quantum communication model is at least as powerful
than a classical one for every communication problem on n-bit inputs [31]. More
interesting, they can do even better for certain communication problems such as
the computation of inner product, equality, and disjointness of boolean functions
f(x), g(x) according to individual n-bit inputs x ∈ {0, 1}n. Quantum based solu-
tions to latter problems can be applied to quantum based collaborative search,
and matchmaking [30], with respective quadratic or exponential reduction of
communication complexity.

5.3 Examples of Type-I and Type-II QCMAS

Quantum based collaborative search in type-I QCMAS. Upon receipt of a multi-
casted l-bit request s from QCIA A1, each agent Aj , j = 2..n locally computes
Mj ≥ 1 solutions to the given search problem LQS(s,O, LDBj) in O(

√
Nj/Mj)

time, instead of O(N) in the classical case, and returns the found data items to
A1. Due to non-quantum based interaction, both requests and replies have to
be binary coded for transmission via classical channel, and binary requests are
directly quantum coded prior to quantum search (cf. section 5.1).

Quantum based collaborative search in type-II QCMAS. Suppose two QCIAs
A1, A2 want to figure out whether a n-bit request s matches with data item
s′ ∈ LDB2 (N = 1) with the promise that their Hamming distance is h(s, s′) = 0
else n/2. In this case, it suffices to solve the corresponding equality problem with
O(logn) qubits of communication, instead of O(n) in the classical case [15]. Basic
idea is that A1 prepares its n-bit s in a superposition of logn+1 qubits such that
A2 can test, upon receipt of s, whether si⊕s′i = 0, i = 1..n by applying the known
oracle-based Deutsch-Josza quantum algorithm ([33], p.34) to |s > |o⊕ s⊕ s′ >,
followed by Hadamard operations (H⊗(logn+1)), and measurement of the final
state yields the desired result.

QC matchmaking in type-I and type-II QCMAS. As in the classical case, quan-
tum based service matchmaking can be directly performed by pairs of QC agents
in both types of QCMAS. In fact, it is a special case of the collaborative search
scenario where two QC agents can both advertise and request a set of N (N ′)
l−bit services from each other. For example, QC service agents A of a type-II
QCMAS can physically send a set of (QCOMM-2: dense coded) n-bit service
request each of size n/2 qubits to a QC matchmaker A∗ via a quantum channel
(QCOMM-3). In cases where only classical channels are available (QCOMM-1),
A can teleport the qubit request to A∗ at the cost of 2n bits. In any case, upon
receipt of the request, A∗ quantum searches its classical database of N service
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ads, and returns those that matches it according to the given search (”match-
ing”) oracle. Using quantum search, the disjointness of sets of quantum coded
service descriptions interpreted as ads and/or requests can be decided with just
logN +1 qubits of communication [15], instead of at least N bits in the classical
randomized setting [26].

6 Autonomy of QC Agents

Following the classification of different types of agent autonomy in [16], we de-
fine a QC agent A autonomous from QC agent B for given autonomy object o
in the context c, if, in c, its behaviour regarding o is not imposed by B. The
ability of an individual QC agent in type-I QCMAS to exhibit autonomous be-
haviour is not affected by its local quantum computation, since non-local effects
are restricted to local quantum machine components. Hence, the self-autonomy
of individual type-I QC agents in terms of the ability to autonomously reason
about sets of goals, plans, and motivations for decision-making remains intact.
That is independent from the fact that the computational complexity of delib-
erative actions could possibly be reduced by, for example, quantum searching
of complex plan libraries. Regarding user autonomy, any external physical in-
teraction with the quantum machine by the user will cause massive quantum
decoherence which puts the success of any quantum computational process and
associated accomplishment of tasks and goals of individual type-I QC agents at
risk.

A type-II QC agent shall be able to adjust its behaviour to the current quan-
tum computing context of the overall task or goal to accomplish. It can freely
decide on whether and with which agents to share a sufficient number of EPR
pairs, or to make prior coding agreements according to the used quantum com-
munication model. However, both its adjustable interaction and computational
autonomy, turn out to be limited to the extent of entanglement based joint com-
putation and communication with other type-II QC agents. Any type-II QC
agent can change the state of non-local qubits that are entangled with its own
qubits by local Bell state measurements. This way, if malevolent, it can misuse
its holistic correlations with other type-II QC agents to corrupt their compu-
tations by manipulating their respective entangled quantum data. Even worse,
there is no way for these agents to avoid such kind of influence.

For example, suppose that agents A and B share EPR pairs to interact using
quantum teleportation (QCOMM-1). Since the change of B’s entangled qubits
caused by A’s local Bell state measurements is instantaneous, B cannot avoid it
at all. B does not even know that such changes occurred until it receives A’s 2-bit
notification messages (cf. section 3.3). B is not able to clone its entangled qubits,
and measuring their state prior to A’s notification would let communication fail
completely. The same situation occurs when entanglement swapping is used to
teleport qubit states along a path of correlated QC agents in a type-II QCMAS;
in fact, it holds for any kind of entanglement based computation in general.
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To summarize, the use of entanglement as a resource for computation and
communication requires type-II QC agents to strictly trust each other. The abil-
ity of individual type-II QC agents to influence other type-II QC agents is inher-
ently coupled with the risk of being influenced in turn by exactly the same agents
in the same way. Though, for an individual agent the degree of its influence can
be quantified based on the number, and the frequency of respective usage of its
entangled quantum data.

7 Conclusions

In essence, quantum computational agents and multi-agent systems are feasible
to implement on hybrid quantum computers, and can be used to solve cer-
tain problems in practical applications such as information search and service
matchmaking more efficiently than with classically computing agents. Type-II
QC agents can take most computational advantages of quantum computing and
communication, but at the cost of limited self-autonomy, due to non-local ef-
fects of quantum entanglement. Quantum-based communication between type-II
agents is inherently secure.

Ongoing and future research on QC agents and multi-agent systems focuses
on appropriate integration architectures for QCMAS of both types, type-II QC
information and matchmaker agents, as well as potential new applications such
as secure quantum based distributed constraint satisfaction, and qualitative mea-
sures and patterns of quantum computational autonomy in type-II QCMAS.
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Programming and Simulation of Quantum Search Agents

Matthias Klusch and René Schubotz

Abstract— The extension of classical agents by the ability to
perform quantum computation and communication provides an
efficient and secure solution to applications such as information
search and service matchmaking. In this paper, we propose
a hybrid architecture for quantum computational agents, and
demonstrate its principles by means of a simple type-I quantum
search agent based on quantum pattern matching. Finally,
we present preliminary results of the comparative evaluation
of its implementation using different quantum programming
languages and simulators.

I. INTRODUCTION

Quantum computing technology based on quantum
physics promises to eliminate some of the problems associ-
ated with the rapidly approaching ultimate limits to classical
computers imposed by the fundamental law of thermodynam-
ics. Quantum computing (QC) devices have been physically
implemented since the late 1990’s by use of, for example,
nuclear magnetic resonance, and solid state technologies.
Rapid progress and current trends in nanoscale molecular
engineering, as well as quantum computing research carried
out at research labs across the globe could make it happen
to let us see increasingly sophisticated quantum computing
devices in the era 2020 to 2050. The implied major research
challenge of agent based computing in such environments is
how to make the most of the potential of quantum computing
and communication? We acknowledge that any answer to
this question at the very moment will be, of course, highly
speculative; though work in this direction already started
such as in [7]. We build upon this work and focus more
on its engineering aspects of by means of programming
and simulation of a special kind of quantum computational
agents, that is type-I quantum search agents. Key idea is to
appropriately extend one prominent generic agent architec-
ture, namely InteRRap, to the case of a type-I QC agent
that is supposed to run on a hybrid quantum computer,
and to show its feasibility by instantiating the respective
QuantumInteRRap architecture for a programmed quantum
pattern matching (QPM) based type-I quantum search agent.
The remainder of the paper is structured as follows. After
a brief introduction to quantum computation in section II,
we comment on a recently proposed classification of QC
agents and a quantum programming design flow in sections
III-A, respectively, III-B. Based on this work, we present
our quantum extension of the InteRRap architecture for QC
agents in section III-C, and describe a slightly improved
version of the quantum pattern matching algorithm of [9]

M. Klusch is with the German Research Center for Artificial Intelligence,
Multiagent System Group, Saarbrücken, Germanyklusch@dfki.de

R. Schubotz is with the Saarland University, Computer Science Depart-
ment, Saarbr̈ucken, Germanyschubotz@gmx.de

in section IV-A. The architecture and benchmarking results
of the QPM based type-I quantum search agent simulated on
different quantum simulators are presented in sections IV-B
and V.

II. QUANTUM COMPUTING IN VERY BRIEF

Quantum computation is built on the concept of the
qubit. Any isolated physical 2-observable quantum system
is appropriate to realize a single qubit. In mathematical
terms, a qubitψ is associated to it’s state space, a complex
2-dimensional Hilbert spaceH2 = span{|0〉 , |1〉} with
orthonormal computational standard basis. Any quantum
state |ψ〉 of ψ is described by acoherent superposition,
|ψ〉 = α0 |0〉 + α1 |1〉 , |α0|2 + |α1|2 = 1. The state space
H⊗n

2 of a physical system composed ofn single qubitsψi
is the n-folded tensor productof the state spaces of its
n constituting qubitsH⊗n

2 =
⊗n

H2. Such systems can
be regarded asn-qubit register Ψ with 2n computational
basis states. If a state|Ψ〉 of a n-qubit register can be
written as a product of it’s constituting qubits in the form
|Ψ〉 =

⊗
i(

∑
j αi,j |j〉), then |Ψ〉 is called separable. Non-

separable composite states are known asentangled states,
allowing non-local effects of instantaneous state changes be-
tween spatially separated but entangled quantum states upon
measurement. Aprojective measurementof Ψ is described
by a set of pairwise orthogonal subspacesW1, . . . ,Wm

satisfyingH⊗n
2 =

⊕m
k=1Wk and results inj ∈ {1, . . . ,m}.

Let {|Φjl 〉} define an orthonormal basis of subspaceWj , then
the operatorPj =

∑dim(Wj)
i=1 |Φji 〉 〈Φ

j
i | projectsΨ on the

subspaceWj . The probability of measuringj ∈ {1, . . . ,m}
is given by 〈Ψ|Pj |Ψ〉. Time evolution ofΨ is described
by unitary transformationsin it’s state spaceH⊗n

2 . Any
non-measuring quantum operation isinherently reversible
since any unitary transformationU has an inverse. For a
comprehensive introduction to quantum computation, we
refer the reader to [12].

III. A GENTS ONQUANTUM COMPUTERS

A quantum computational agent(QC agent) [7] is an
intelligent software agent that is able to perform both
classical and quantum computing to accomplish its goals
individually, or in joint interaction with other QC agents. The
future quantum internet is expected to consist of networked
classical and quantum computers, and populated with QC
agents that operate on quantum computers and communicate
with each other according to the quantum communication
model of either physical direct quantum transmission, or
quantum teleportation, or superdense coding, each of which
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has been experimentally verified by different research labs
world wide.

A. Classification of QC Agents

According to [8], QC agents can be classified based on
the used quantum communication model.Type-I QC agents

w/ quantum communication
(Type−II QC agents)

QC agents

w/o shared entangled qubits
(Type−IIa QC agents)

w/ shared entangled qubits
(Type−IIb QC agents)

w/o quantum communication
(Type−I QC agents)

Fig. 1. Classification of QC agents

communicate over classical channels and are restricted to
local quantum computing. Communication between type-
I QC agents has to be additionally secured which is not
necessary in case of inherently secure type-II QC agents.
With respect to the classification of different types ofagent
autonomyin [4], it has been shown in [7] that the self-
autonomy of individual type-I QC agents remains intact.
The ability to autonomously reason about sets of goals,
plans, and motivations for decision-making is not affected,
since quantum computational effects are restricted to local
quantum machine components.Type-II QC agentscan be
distinguished depending on whether entangled qubits for
quantum communication are shared between communicating
agents, or not. Communication betweentype-IIa QC agents
is based on direct quantum particle transmission. In contrast
to type-IIb QC agents, entangled qubits are not shared.
Using the entangled qubits at it’s disposal, atype-IIb QC
agentis able to transmit superdense coded information to its
communication partner, alternatively messages can be tele-
ported. Type-II QC agents greatly benefit from computational
advantages of quantum computing and communication, but
at the cost of limited self-autonomy, due to non-local effects
of quantum entanglement. The ability of individual type-II
quantum internet agents to influence other type-II agents is
inherently coupled with the risk of being influenced in turn
by exactly the same agents in the same way. There is no
other way of preventing such mutual remote influence than
to dispense with sharing any supply of entangled qubits.

B. Quantum Computing Design Flow

In [7] a master-slave architecture of ahybrid quantum
computeris proposed. As depicted in figure 2, the CPU of a
classical machine(CM) performs high-level dynamic control
and scheduling of quantum operations carried out in aquan-
tum machine(QM). The QM consists of quantum memory
[7], quantum processing unit (QPU) with error correction,
quantum bus, and quantum device controller (QDC) with
interface to the CM. Using a high-levelquantum program-
ming language[13], [2], [14] (QPL) quantum algorithms are
represented by QPL code containing high-level primitives

CPU− non−quantum ops
− QPOL compiler
− synthesis of gates
− classical comm.

LDB

stores local
database

QPOL library

quantum gates
stores synthesized

QPU

− quantum ops
− measurements
− error correction

QDC − instructs QPU
− interface to CPU
− quantum comm.

QMemory

− QPU workspace
− exponential size

Classical Machine Quantum Machine

result of measurement

QPOL code

Fig. 2. Master-slave hybrid quantum computer

for logical quantum operations, interleaved with classical
work-flow statements. A layered software architecture [15]

Front end
Technology−
independent
optimizer

Technology−
dependent
optimizer

Technology
simulator
or quantum
device

Quantum
program

QIR QASM QPOL

Quantum
circuit

Machine
instructions

Quantum
circuit

Quantum
algorithm

Fig. 3. Quantum design flow phases on a classical computer

involving a four-phase computer-aided design flow assists by
mapping such QPL sources into efficient and robust physical
implementations. During the flow’s first phase as adumbrated
in figure 3, a QPL source is transformed into aquantum
intermediate representation(QIR) by the CM. Then, the CPU
synthesizes and optimizes aQuantum Assembly Language
(QASM) representation of a suitable quantum circuit. In
the third phase, the QASM instructions are compiled into
a device-specificQuantum Physical Operations Language
(QPOL) representation. Finally, QPOL code is translated by
the QDC into quantum machine instructions that are passed
to and executed by the QPU. The QPU performs scheduled
sequences of measurement and basic qubit operations with
error correction to minimize quantum decoherence caused by
imperfect control over qubit operations, measurement errors,
number of entangled qubits, and the physical limits of the
quantum systems. The QM returns the results of finalising
quantum measurements to the CM.

C. Generic QC Agent Architecture QuantumInteRRap

In [10], an architecture for multi-agent systems is pre-
sented. The proposed modelInteRRapcombines both the re-
active and the deliberate paradigm, and explicitly represents
knowledge, plans and strategies. Including a mechanism
for devising joint plans, knowledge about protocols and
communication strategies, InteRRap is suitable for describing
high-level interactions of autonomous and intelligent agents.
In the following, the InteRRap architecture is embedded in
the context of QC multi-agent systems. Figure 4 shows the
high-level components of theQuantumInteRRaparchitecture
and their basic interplay. Theagent contol unitcomprises
theworld interface(WIF), thebehaviour-based layer(BBL),
the local planning layer (LPL) and thecooperative plan-
ning layer (CPL). As adumbrated, the control components
exchange goals, plans and information via communication.
The agent knowledge database is organized in a hierarchical
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eval(JointPlan, Eval)
done(Goal)
planned(Goal, Plan)
activate(Plan)

done(Goal)

eval(Plan, Eval)
activate(PoB)

planned(Goal, Plan)
do(Goal)

plan(Goal)
eval(Plan)

interpret(Plan)

eval(JointPlan)
do(Goal)

plan(Goal)
interpret(JointPlan)

− execution and decision component
− coordination & priorization of PoB

− communicates cooperative plans to other agents
− interprets cooperative plans from other agents
− evalutes a set of alternative devised joint plans
− executes and controls cooperative plans

− has access to joint plan library & protocols

− devises joint plans for goals passed by LPL
− knows about communication startegies

− instructs LPL with local parts of joint plans

A
ge

nt
 C

on
tr

ol
 U

ni
t

Cooperative Planning Layer (CPL)

Behaviour Based Layer (BBL)

− called by patterns of behaviour (PoB)
− devises a single−agent plan for a goal
− executes and controls execution of plans
− evaluates a set of alternative devised plans
− communicates plan stuctures to other agents
− interprets plan structures from other agents

− has access to plan library

Local Planning Layer (LPL)

M
en

ta
l C

on
te

xt

Planning Knowledge

So
ci

al
 C

on
te

xt

Cooperation Knowledge

− generated from world model
− priorized by utility and feasibility

Local Goals

− PoB triggered by environment or LPL
− goal priorization

Si
tu

at
io
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l C

on
te

xt

World Interface

Behavioural Knowledge

R
ea

ct
iv

ity
D

el
ib

er
at
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n

− Type−I QI agents:
classical communication

classical & quantum comm.

− Type−IIa QI agents:

− Type−IIb agents:

quantum communication

World Model

− perceived/sensed classical input

Classical Knowledge

− input by classical communication
− measured quantum states

Quantum Knowledge

− self−prepared quantum states
− obtained knowledge about quantum
states by classical communication

− incomplete knowledge about not
measured quantum states

Classical Cooperation
− classical communication strategies
− classical communication protocols
− library for classical joint plans
− notion of quantum algorithmic
− transformation of  QPL into QPOL
− inclusion of QASM components
− high−level dynamic control of QM

Classical Planning
− means−end reasoning

− reasoning about uncertainty
(incomplete quantum knowledge)

Quantum Cooperation

− notion of quantum algorithms

− transformation of  QPL into QPOL
− inclusion of QASM components
− high−level dynamic control of QM

− high−level quantum comm.

− instantiation of quantum strategies

− transformation of QPOL

− transformation of QPOL

− instantiation of quantum algorithms

Quantum Deliberation

Classical PoB Quantum PoB
− rule based short term action
− procedural knowledge
− synthesis & optimization of QPOL

− preparation of quantum states
− quantum measurements
− quantum error correction
− elementary quantum operations

A
ct

ua
ti

on

P
er

ce
pt

io
nCommunication

Fig. 4. QuantumInteRRap architecture

fashion and consists of the agent’sworld model, the agent’s
local goals, thebehavioural knowledge, thelocal planning
knowledgeand thecooperative planning knowledge. In de-
tail, the WIF provides the agent’s means for perception,
actuation and communication. According to the classification
from section III-A, the WIF oftype-I QC agentssolely pro-
vides classical communicative facilities, whereas atype-IIa
QC agent’s WIF is solely equipped with facilities for direct
quantum particle transmission, and atype-IIb QC agent’s
WIF bears both classical and quantum communicative facil-
ities. Any information the agent receives or perceives need to
be transformed into an explicit representation for storage in
the agent’s world model. In consequence of the deployed
communicative facilities,type-I QC agentsdo not suffer
from incomplete quantum knowledge.Type-IIb QC agents
may obtain quantum knowledge by classical communication
assuming a non-antagonistic agent scenario, whilsttype-IIa
QC agentsare inherently uninformed about received but not

yet measured quantum bits. TheBBL implements the agent’s
basic behaviour, it’s execution and decision component and
is linked to the WIF for communication and actuation. The
BBL has access to a set of executablepatterns of behaviour
(PoB) which can be activated by external stimulus or by the
LPL. Patterns of behaviour divide into basic reactive short
term actions and pieces of procedural knowledge that can
be activated by the LPL and are appropriate to stimulate
quantum patterns of behaviour(qPoB). Such a qPoB may
be the process of preparing quantum states, or the synthesis
and optimization of quantum primitives resulting in QASM
code fragments (see section III-B). In order to coordinate
(q)PoB, the BBL priorizes the agent’s goals that in turn
correspond to (q)PoB. The goals of the agent are generated
from its world model. TheLPL has access to a plan library
and a standard from-scratch planning algorithm. The plan
library consists of classical hierachical skeletal plans and
QPL representations ofgeneric quantum algorithms. The
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LPL is able to device and to execute local single-agent plans,
to interpret an incoming plan structure from another agent,
to return plan structures to the BBL in order to tell another
agent a plan for a certain goal, and to decide which plan to
choose from a set of alternative plans. A choosen plan may
include PoB andquantum deliberation. In case of quantum
deliberation, the LPL instantiates an appropriate quantum
algorithm from its plan library by transforming the respective
QPL representation into valid QPOL representation and by
including synthesized QASM fragements (see section III-B).
The LPL controls the scheduling and high-level dynamic of
the involved quantum machine. Again, in consequence of the
deployed communication facilities,type-II QC agentsmay
perform quantum operations on received quantum systems,
whereastype-I QC agentscan only operate on self-prepared
quantum systems. TheCPL implements a mechanism for
devising joint plans based on the goals of the agent. It has a
notion of protocols and communication strategies and access
to a joint plan library. Similar to the LPL, the CPL is able
to device and to execute joint plans for goals passed to it
by its next lower layer, to interpret an incoming joint plan
structure from another agent, to return joint plan structures
to the LPL in order to tell other agents a joint plan for a
common goal, and to decide which plan to choose from a set
of alternative plans. In contrast totype-I QC agents, the CPL
of type-II QC agentsis able to devise joint plans involving
quantum communication and quantum cooperation strategies.
To this end, QPL representations of quantum concepts are
transformed to valid QPOL concepts and executed on the
quantum machine which is at the disposal of the type-II QC
agent considered.

IV. A T YPE-I QUANTUM SEARCH AGENT

Quantum computers can be of avail for certain search
problems. Exploiting the principles presented in chapter II,
efficient quantum algorithms can be composed of a sequence
of unitary operations interleaved with classical work-flow
statements and a finalising measurement operation. Section
IV-A explicates aquantum pattern matching algorithm[9]
and provides the grounding for atype-I quantum pattern
matching agentin section IV-B.

A. Quantum Pattern Matching

The problem of determining theclosest matchwith a
given patternp ∈ ΣM of size M � N in an un-
structured database stringw ∈ ΣN of size N has been
solved in [9] by extending Grover’s quantum search al-
gorithm [5][6]. The query complexity of QPM has been
proven to beO(

√
N −M) allowing for a significant speedup

by an order of magnitude compared to classical matching
approaches such asapproximate swapped matching[1] in
O(N log(M) log(min(M, |Σ|))). Applying a compile once,
run manyapproach, the QPM algorithm enables to search
for an arbitrary large number of distinct patterns in a given
database. To this end, thei-th position ofw is encoded by

|i〉 ∈ H⊗dlog(N)e
2 . Hence, the quantum state

|χ〉 =
1√
N

N−1∑
i=0

|i〉

superposes all positions of database stringw. For the purpose
of actually generating this superposition from a simple initial
state, we propose to apply the methods proposed in [16]. For
each symbolσ ∈ Σ, a symbol oracleQσ is given by

Qσ |χ〉 = (1− 2
∑

1≤j≤N

|j〉 〈j|) |χ〉

for positionsj of w satisfyingwj = σ. The algorithm is
constituted by iterating the phase shifts induced by a symbol
oracleQσl

for a random symbolσl, 0 ≤ l < M of the
pattern followed by Grover’s amplitude amplification through
operator

Pψ |χ〉 = (2 |ψ〉 〈ψ| − 1) |χ〉 , |ψ〉 =
1√
N

N−1∑
x=0

|x〉

In order to apply the effects ofQσl
to the correct starting

positions |k〉, 0 ≤ k ≤ N − M of matching database
substrings〈wk...wl...wk+M−1〉, the states|i〉 corresponding
to the positions ofw need to be permuted in each iteration.
This can be done reversibly using

P lπ |χ〉 = P lπ
1√
N

N−1∑
i=0

|i〉 =
1√
N

N−1∑
i=0

|i+ l mod N〉

If M � N , sampling randomly overM elements will lead
to searching with high probability over all symbols of the
pattern. On average, a position with a partial match ofM ′ ≤
M individual symbols will experienceM

′

M phase shifts.

Algorithm 1 Quantum pattern matching

Input: w ∈ ΣN , p ∈ ΣM , n = dlog(N)e
Output: m ∈ N
Quantum Variables: |χ〉 ∈ H⊗n

2

Classic Variables:r, i, j ∈ N

1: Chooser ∈
[
0, b

√
N −M + 1c

]
uniformly

2: Set |χ〉 = 1√
N

∑N−1
k=0 |k〉

3: for i = 1 to r do
4: Choosej ∈ [0,M − 1] uniformly
5: Set |χ〉 = P jπ |χ〉
6: Set |χ〉 = Qσj

|χ〉
7: Set |χ〉 = (P jπ)−1 |χ〉
8: Set |χ〉 = Pψ |χ〉
9: end for

10: Setm to the result of the measurement of|χ〉

B. Type-I Quantum Search Agent Architecture

How to model a type-I quantum search agent (QSA) by use
of the QuantumInteRRap architecture presented in section
III-C? According to section III-B, the QSA is supposed to
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Fig. 5. QuantumInteRRap architecture of a QPM based type-I quantum search agent

run on a hybrid quantum computer which is, e.g., provided
with a unstructured classicallocal database(LDB). For the
sake of simplicity, we consider this LDB as a long static
stringw ∈ ΣN of sizeN . Figure 5 illustrates how aType-I
QPM agentcan be modeled as aQuantumInteRRapagent.

Oncea setup or update of LDB is perceived (see figure 6),
the symbol oraclesQσ for σ ∈ Σ need to be synthesized by
the BBL using a QASM compiler. The resulting quantum

WIF BBL BBL BBL

perceive(DB_update)

done(update_DB())

do(update_DB())

done(synth_oracles())

do(synth_oracles())

Fig. 6. Processing a database update

circuits are stored in a QASM representation for further
usage and the oracle synthesis can be stimulated on the basis
of section IV-A using function

void synth_oracles( ... )

Upon receipt of requests containing some patternp ∈
ΣM from another agentA1 (see figure 7), the QSA locally
computes the index of the closest matchm to p in LDB and
returnsm toA1. Both requests and replies are transmitted via
classical channel, and requests are directly quantum coded
(see section III-B) prior to quantum pattern matching. In
more detail, the BBL asks the LPL to process the transmitted
patternp ∈ ΣM . To this end, the LPL devises and executes a
local plan involving a proper instance of the quantum pattern
matching algorithm by means of

synth_qpm( ... )

The instantiation of the QPM algorithm includes necessary
symbol oracles computed by the BBL into the skeletal QPM
algorithm scheme. The resulting QASM code makes use
of qPoB to measure quantum states, for example. It is

transformed into valid QPOL and transmitted to the QDC
via

quant_process( ... )

After instructing the QPU to perform a quantum pattern
matching, the QDC returns the measurement result back to
the LPL. By passing the result to lower level of the world
interface, the requesting agentA1 receives the computed
closest match to its query string, or a failure message in
case of the search failed.

LPLWIF BBL LPL LPL

LPL BBL LPL

do(Req) do(synth_qpm(Req)) done(synth_qpm(Req), Qpm)

done(quant_measure(Qpm),Res) do(quant_measure(Qpm))

do(quant_process(Qpm))done(quant_process(Qpm), Res)

done(Req, Res)

perceive(Req)

do(classical_send(Res))

Fig. 7. Processing a pattern request

V. SIMULATION AND BENCHMARKING

Quantum computer simulatorsenable the simulation of
computational operations designed for quantum machines on
classical computing machinery. To demonstrate the operabil-
ity of our type-I QSA, we have programmed and simulated
it by use of open source quantum simulatorsQuIDDPro 2.1
[19], [18], [17], QCL 0.6.1 [13] and libquantum 0.2.4[3].
For extensive review of quantum computer simulators, we
refer the reader to [20]. Memory and runtime performances
for simulations on a classical computer with query patterns
of size |p| = 4 and various database strings are displayed
in figure 8. We simulated the QSA for three different use
case scenarios: LDB set up with Matsuo Basho’sFrog
Haiku encoded in6 qubits, LDB set up with Robert Frost’s
Fire and Ice encoded in8 qubits, and LDB set up with
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computing simulators

William Blake’sThe Tygerencoded in10 qubits. We strongly
highlight, that our comparative evaluation soley investigates
selected quantum computer simulators with respect to mem-
ory and runtime performance on classical machines. Using
a not yet implemented quantum computing device, QPM’s
quantum query complexity ofO(

√
N −M) will allow for a

significant speedup of our QSA.

VI. RELATED WORK

To the best of our knowledge, the presented architecture,
programming and simulation of a type-I quantum search
agent is unique as there are no alternative QC agent imple-
mentations available yet. Our work combines related work
from quantum computing and agent based computing, and
builds upon existing work on QC agents in [7]. In particular,
we did exploit an improved version of the recently proposed
quantum pattern matching algorithm in [9] for speeding up
the local search process of a type-I quantum search agent.
The architecture of such an agent on a hybrid quantum
computer is then proposed to be an appropriately extended
version of the classic InteRRap agent architecture in [10] for
QC agents on hybrid quantum computers. The programming
of this special kind of QC agent is given by means of three
different existing quantum simulators, and demonstrated by
example.

VII. C ONCLUSION

In this paper, we presented a hybrid generic architecture
for QC agents as an extension of the known InteRRap archi-
tecture, discussed basic engineering aspects of how to realize
QC agents on hybrid quantum computers, instantiated the

QuantumInteRRap architecture by concrete means of a quan-
tum pattern matching based type-I quantum search agent,
showed the results of comparative run time performance
testing of its simulation with different quantum simulators,
and demonstrated its functionality also by example. The
theoretical performance of the QPM based quantum search
agent over classical edit based string matching provides
strong evidence for the expected significant speed up of a
service matchmaking process of type-I quantum matchmaker
agents compared to the classical case. However, the quantum
realization of semantic service matchmaking remains one
open problem. Our ongoing research focuses on solving this
problem by feasible type-II QC agents for service selection,
that is the programming and simulation of type-II quantum
matchmaker agents with QuantumInteRRap architecture and
by use of the same quantum simulators.
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Abstract— Intelligent agents in the quantum internet are
supposed to operate on networked hybrid quantum computers
to individually or jointly accomplish their goals by means of
both classical and quantum computation, and communication.
We present initial quantum based solutions to the classical
coordination problem of matchmaking which can be performed
under certain conditions more efficient and secure than in the
classical case.

I. INTRODUCTION

Quantum computation provides a paradigm for informa-
tion processing that differs fundamentally from ordinary dig-
ital computation: Information is mechanical, that is the way
in which quantum systems such as spins, photons, and atoms
store and process information is inherently governed by the
laws of quantum physics. Quantum physics uses quantum
mechanics as a mathematical language to explain nature at
the atomic scale, in particular, superposition of quantum
states that enables for quantum parallelism, interference
effects during the course of unitary state evolution, and non-
local effects of spatially separated but quantum entangled
data that are impossible to realize by means of classical
physics. Quantum computing devices have been physically
implemented since the late 1990’s by use of, for example,
nuclear magnetic resonance, and solid state technologies.
Current efforts in nanoscale molecular engineering, and
achievements made in realizing few qubit quantum proces-
sors and quantum communication channels provide strong
evidence in favor of the development of more sophisticated
and networked quantum computing devices that will make
up the so called quantum internet beyond 2020. How shall
intelligent software agents perform service matchmaking in
the quantum internet, that is how to connect the ultimate
service requester with the ultimate service provider?

II. QUANTUM INTERNET AGENTS

Quantum computation is the extension of classical com-
putation to the processing of quantum information based
on physical two-state quantum systems such as photons.
The unit of quantum information is the quantum bit (qubit)
with coherent superposed basis states; qubit registers can
be described as a tensor product of its component qubit
states in complex Hilbert space. In particular, measuring one
of entangled qubits can instantaneously affect the probabil-
ity amplitudes of the other qubit no matter how far they
are spatially separated. For a comprehensive introduction

to quantum computing and communication we refer the
interested reader to, for example, [18].

A quantum computational agent (QC agent) [15] is an in-
telligent software agent that is able to perform both classical
and quantum computing to accomplish its goals individually,
or in joint interaction with other QC agents. The future quan-
tum internet is expected to consist of networked classical and
quantum computers, and populated with QC agents, so called
quantum internet agents, that operate on quantum computers
and communicate with each other according to the quantum
communication model of either physical direct quantum
transmission, or quantum teleportation, or quantum dense
coding, each of which has been experimentally verified.
Quantum internet agents can be classified based on the used
quantum communication model.

Classical communication

channel

Local quantum computing

Quantum Computational Agents (QC agents)

w/ quantum communication
(Type-II QC agents)

w/o quantum communication
(Type-I QC agents)

w/o shared quantum entangled data
(Type-IIa QC agents)

w/ shared quantum entangled data
(Type-IIb QC agents)

Quantum communication 

channel, e.g. optical fibre

Quantum channel:
• Direct quantum particle transmission

Quantum + Classical 

communication channels

Quantum channel:
• Pre-communication of entangled qubits
• Transmission of quantum dense coded bits

Classical channel:
• Teleportation notification messages

Fig. 1. Communication based classification of quantum internet agents.

It has been shown in [15] that QC agents are feasible to
implement on a hybrid quantum computer in principle.

III. QUANTUM MATCHMAKING

The so-called connection problem of todays internet is
to effectively connect the ultimate service requester agent
with the ultimate service provider agent. Prominent classical
solutions to this coordination problem propose the use of
appropriate intelligent middle agents such as matchmakers,
brokers, and mediators [16]. The classical matchmaking
cycle usually starts with service providers submitting ad-
vertisements to the matchmaker. Upon receipt of a service
request from some requester agent, the matchmaker searches
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its local advertisement database for those which best match
the request, and returns these together with the addresses of
the corresponding service provider agents to the requester.
In contrast to classical brokerage, the matchmaker leaves it
to the requester agent to contact the relevant providers, and
to negotiate access to the selected relevant services.

In the future quantum internet, the same problem can be
solved, in principle, more efficient in terms of both com-
putation and communication complexity, by use of quantum
matchmaker agents. In the following, we distinguish between
the scenarios of type-I and type-II quantum matchmaking
depending on the type of QC agents involved.

A. Type-I quantum matchmaking

The problem of coordinating type-I QC agents in the quan-
tum internet can be solved by use of a central type-I quantum
matchmaker agent. As in the classical case, service provider
and requester agents are supposed to communicate to the
matchmaker over classical channels. The only difference to
the quantum case is that the matchmaker agent performs an
oracle-based quantum search of its local classical database
of size N for those advertisements that best match a given
request. The quantum matchmaking protocol for type-I QC
agents is provided in figure 2.

Type-I QC agent A

(service requester)

l-bit service request r

Via classical channel

Type-I QC matchmaker

Upon receipt of service request r:

Return (adx, service_provider_address(adx))

LDB

• n-qubit index register x
• l-qubit data and input register d, s
• N=2n service advertisements adx in LDB
• oracle qubit q, oracle O for
• matching func f(x,s)

∑
∈

⊗ >=>=>
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①
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②
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④
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Via classical channel

Fig. 2. Quantum matchmaking of type-I QC agents

In order to perform its quantum search the matchmaker
makes use of an n-qubit index register, l-qubit data and
input registers, and 1-qubit oracle register of the quantum
processing unit of the hybrid quantum computer upon which
it is operating. Each of the N = 2n l-bit advertisements adx

stored in the database is indexed by value x = 0...N−1, with
initial superposed n-qubit quantum index state |x > created
by n-folded Hadamard operation H on state |0 > yielding
H⊗n|0 >= 1√

2n

∑
i∈{0,1}n |i >. The quantum index can be

implemented by means of an quantum addressing scheme
such as the one proposed by Nielsen and Chuang ([18],
p.268). Like in classical schemes, it takes O(logN) time per
operation to access, load, and restore indexed data adx to
the data register |d >, and recreate respectively measured

quantum index states |x > for further processing by the
quantum matchmaker.

Upon receipt of a l-bit service request r, the matchmaker
searches its local database on the quantum index by use
of a given search oracle O with quantum counted 1 ≤
M ≤ N solutions. The oracle is representing the core
classical matching operation f to be applied to r and each
indexed advertisement adx, checking whether adx matches
the request r, hence is a solution to the local search problem
such as an exact match f(x) = 1 if adx = r, else f(x) = 0.

Any classical search of the matchmaker agent would
take an average of O(N) or O(N/M) oracle calls, to
find one or M solutions, respectively. However, the type-I
quantum matchmaker agent can polynomially speed up this
search to be performed in O(

√
N) (O(

√
N/M)) time by

using Grover’s quantum search algorithm [8]. This search is
performed on the n-qubit index register |x > which initial
state is in superposition of all N index values x. Key for
speeding up the search process as opposed to the classical
case is that the oracle O marks the M solutions |x >→
(−1)f(x)|x > with f(x) = 1 each of which gets iteratively
amplified such that the probability that they will be found
upon measurement of the index register after O(

√
N/M)

(O(
√

N/M)) iterations sufficiently increases.
Each classical matching algorithm computing f can be

converted into an equivalent quantum operator U f that is
implementable in an appropriate quantum logical circuit with
the same order of efficiency [1]. In cases the matchmaker is
making use of quantum coded matching algorithms, each
advertisement adx and request r are loaded into its qubit
data and input register, respectively. The matching problem
|adx >= |r > can then be solved, for example, under
certain conditions in O(1) using the general Deutsch-Josza
algorithm.

It follows that any type-I quantum matchmaker agent could
perform service matchmaking of type-I quantum internet
agents more efficient than any of its classical counterparts in
principle. However, classical communication between agents
involved have to be additionally secured by application of
appropriate security means. This is not necessary in case of
type-II quantum matchmaking.

B. Type-II quantum matchmaking

We distinguish between two scenarios of type-II quantum
matchmaking depending on whether the type-II QC agents
involved are sharing sufficient supplies of entangled qubits
for quantum communication, or not. Since each implied
quantum communication model (cf. section 2) is physically
secure, this holds, in particular, for the corresponding case
of type-II quantum matchmaking.

1) Matchmaking with shared entanglement: Suppose that
type-IIb quantum internet agent A transmits N quantum
dense coded n-bit service advertisements and requests each
of size n/2 qubits to a type-IIb QC matchmaker M over
a quantum channel. Alternatively, A could teleport its mes-
sages to M at the cost of 2n bits via a classical channel.
Like in the scenario of type-I quantum matchmaking, the
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matchmaker then quantum searches its database and returns
those advertisements that match according to the applied
individual matching oracle.

The complexity of quantum dense coding based com-
munication between each pair of agents involved in the
matchmaking process is reduced by half to O(l/2) per l-
qubit message exchanged. For example, type-IIb QC agent
A could transmit one 2Mbit message to the matchmaker
M by manipulating its share of entangled 1Mqubit pairs,
and then sending only those to M . This immense reduction
in communication could be of potential benefit also for a
variety of todays data-intensive applications such as large
scale distributed data mining and information gathering,
and communication with or between autonomous spacecrafts
where transmissions are prohibitively costly.

The type-IIb quantum matchmaking process restricted to
the interaction between service requester and matchmaker
agent using quantum dense coding for communication is
provided in figure 3.

Type-IIb QC requester 

• Send l/2 second half qubits

• Dense encode l/2 qubit request r: 

- Break r  into sequential bit pairs;  
- Dense encode bit pairs of r:

Type-IIb QC matchmaker
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Fig. 3. Type-IIb quantum matchmaking with dense coding based commu-
nication

Each type-IIb QC agent is able to communicate via quan-
tum channels either using entanglement based quantum dense
coding, or teleportation. In the considered matchmaking
scenario, we assume that the sender of messages is respon-
sible for creating and pre-communicating required supplies
of entangled qubits to the intended receiver. In addition,
communicating type-IIb QC agent pairs are supposed to
agree in prior on the individually used order of quantum
en-/decoding operations for sequential pairs of classical bits
of messages to be transmitted (cf. section 3.1).

Alternatively, the agents could contact some trusted third
party for creating and obtaining sufficient shares of entangled
qubits on demand. However, in some application environ-
ments third trusted parties and pre-communicating supplies
of entangled qubits could be unrealistic. Though in both
cases of entanglement based quantum communication there
is no real need to pre-communicate entangled qubits, it turns
out, that the corresponding solutions come at the cost of
inherent security and increase of communication complexity

between agent pairs involved.
For example, in case of teleportation, any type-IIb QC

agent A could rather exclusively create sufficient supplies
of entangled pairs of qubits depending on the actual volume
of data to be transmitted to some type-IIb QC agent B. It
then perfoms local operations on one half of the qubit pairs
according to the standard teleportation procedure (cf. section
3.1), thereby implicitly projecting the other half of qubits,
and sends the latter together with the 2-bit teleportation
notification messages to agent B. One drawback of this
variant of teleporation is, that it is not only introducing an
additional quantum channel between A and B but is insecure,
since the complete information required by B to reconstruct
A’s message would become available for any third party
agent that intercepts both quantum and classical channel
between A and B.

Alternatively, agent A could transmit the complete set of
pairs of qubits of quantum dense coded messages to B over
a quantum channel. The drawback of this solution is, that
is not only insecure, but one would even loose the benefit
of reducing the volume of data to be transmitted by half
between communicating pairs of agents.

On the other hand, in some application scenarios this bene-
fit may even be out of proportion to the mutual trust required
among the type-IIb QC agents involved. In particular, any
type-II QC agent can change the state of non-local qubits
of other type-II QC agents that are entangled with its own
qubits by local Bell state measurements. As a consequence,
any type-II QC agent is in principle able to instantaneously
corrupt specific individual or joint quantum computation with
other type-II QC agents, as it can be influenced by the same
agents the same way.

There is no other way of preventing such mutual remote
influence than to dispense with sharing any supply of en-
tangled quantum data. This is the case for type-II quantum
matchmaking without shared entanglement.

2) Matchmaking without shared entanglement: Suppose
type-IIa quantum internet agents directly transmit their l-
qubit service advertisements ad, or requests r to the type-
II quantum matchmaker agent via quantum wires. Upon
receipt of request r the matchmaker checks whether r
exactly matches with any of its locally stored and indexed
advertisements adx (|adx >= |r >) with the extra promise
that the Hamming distance h(r, adx) between both qubit
strings, that is the number of qubits where adx and r are
different, is either 0 or l/2. Hence, in the following, we
restrict the quantum service matching operation to the qubit
comparison level. The corresponding protocol for quantum
matchmaking of type-IIa QC agents using Grover’s quantum
search combined with Deutsch-Josza’s matching function
evaluation is provided in figure 4.

The requester agent either submits quantum coded or
binary coded request r to the matchmaker. In first case, that
means sending log(l) + 1 qubits in prepared quantum state
(l = 2m)

|r >=
1√
m

∑

i∈{0,1}log(l)

|i >
1√
2
(|0 ⊕ si > −|1 ⊕ si >)
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Type-IIa QC requester Type-IIa QC matchmaker

Advertisements
database

LDB

For each l-bit request r:

Either

• quantum code r

• send r in log(l) qubits

Or

• send r in l bits
(Type-I)

)1|0(|
2

1
|

)log(

1
|

)log(}1,0{

>⊕−>⊕>>= ∑
∈

ii
i

rri
l

r
l

;|||:|  ,|  | 1 >⊕>>→>>=> xiadqiqiUrUψ

Measure |r>; Produce N l-bit copies of r 

Perform quantum search 

on superposed LDB index x with matching function f(adx,r):

• Evaluate f for each indexed l-qubit advertisement adx

- quantum code r: 

- transform |r>: 

- Deutsch-Josza evaluation of f:

0:f else 1}:{f then 0 if

|  Measure;| |

2

21
1)log(

2

===
>>=> +⊗

ψ
ψψψ lH

),,(_: rxLDBsearchquantx =

Type-II
QC provider

Advertisements ad

classical
channel

quantum
channel

)1|0(|
2

1
|

)log(

1
|

)log(}1,0{

>⊕−>⊕>>= ∑
∈

ii
i

rri
l

r
l

Return (adx, service_provider_address(adx))

Fig. 4. Quantum matchmaking by integrated application of Grover’s
quantum search, and Deutsch-Josza’s quantum evaluation

of its l-bit request r to the matchmaker via a quantum chan-
nel. The matchmaker produces N copies of r for repeated
quantum coding of r during quantum search.

The key idea is, that under the Hamming distance promise,
the quantum matchmaker just has to figure out for each
indexed advertisement adx whether adx1 ⊕ r1 ... adxl ⊕
rl = 0, hence is constant, or balanced, in which case
adx = r or adx �= r holds, respectively. For this purpose,
the matchmaker agent quantum searches the superposed
index of its advertisement database while using Deutsch-
Josza’s parallel quantum evaluation algorithm to evaluate the
matching function used.

During quantum search, for each considered advertisement
adx it applies the unitary operation |i > |q >→ |i > |q ⊕
adxi > to the quantum coded request state |r > yielding
state |ψ1 > which is equal to

1√
m

∑

i∈{0,1}m

|i >
1√
2
(|0 ⊕ ri ⊕ adxi > −|1 ⊕ ri ⊕ adxi >)

This state can be rewritten as

|ψ1 >=
1√
m

∑

i∈{0,1}log(l)

(−1)f⊕(i)|i >
(|0 > −|1 >)√

2

The search oracle, or matching function f(adx ⊕ r) is
checked through evaluation of f⊕(i) = adxi⊕ri ∈ {0, 1} for
all i ∈ {1..l} in parallel according to the general Deutsch-
Josza quantum algorithm [18]. For this purpose, the agent
applies the Hadamard transform H⊕log(l)+1 to state |ψ1 >
resulting in state

|ψ2 >=
∑

z∈{0,1}m

∑

i∈{0,1}m

(−1)f⊕(i)+i·z

2n
|z >

|0 > −|1 >√
2

Measurement of |ψ2 > yields 0 only if the matching function
f is constantly 0, hence adx = r. 1

1If f is not constant, the probability amplitudes of this case destructively
interfere to produce a probability of zero, hence measurement would yield
anything except 0.

Evaluation of f during quantum search is performed
in O(1) calls which is an exponential speed up over the
classical case of O(2l/2) evaluations. Hence, the overall
computational complexity is O(

√
N) per service request and

N indexed advertisements communicated in O(N · log(l)).

Fig. 5. Comparison of quantum and classical matchmaking

Figure 5 summarizes the features of quantum versus
classical service matchmaking.

IV. CONCLUSIONS

We presented means of coordinating quantum internet
agents in terms of quantum matchmaking which can be
performed under certain conditions more efficient than in the
classical case. In addition, quantum communication between
any pair of type-II quantum internet agents involved in the
process of quantum matchmaking is per se physically secure.
Our current cross disciplinary work includes the development
of secure quantum coordination means of type-II multi-
agent quantum matchmaking without a central quantum
matchmaker agent.
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